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Chapter 1. Introduction

SystemTap provides free software (GPL) infrastructure to simplify the gathering of information about the running
Linux system. This assists diagnosis of a performance or functional problem. SystemTap eliminates the need for
the developer to go through the tedious and disruptive instrument, recompile, install, and reboot sequence that
may be otherwise required to collect data.

SystemTap provides asimple command line interface and scripting language for writing instrumentation for alive
running kernel. The instrumentation makes extensive use of the probe points and functions provided in the tapset
library. This document describes the various probe points and functions.




Chapter 2. Context Functions

The context functions provide additional information about where an event occurred. These functions can provide
information such as a backtrace to where the event occurred and the current register values for the processor.




Context Functions

Name

function::addr — Address of the current probe point.

Synopsis

addr: 1 ong()

Arguments
None

Description

Returns the instruction pointer from the current probe's register state. Not all probe types have registers though, in
which case zero isreturned. The returned address is suitable for use with functionslike symmane and syndat a.




Context Functions

Name

function::asmlinkage — Mark function as declared asmlinkage

Synopsis

asnl i nkage()

Arguments

None

Description

Call thisfunction before accessing arguments using the* _arg functionsiif the probed kernel function was declared
asmlinkage in the source.




Context Functions

Name

function::backtrace — Hex backtrace of current kernel stack

Synopsis

backtrace: string()

Arguments

None

Description

This function returns a string of hex addresses that are a backtrace of the kernel stack. Output may be truncated
as per maximum string length (MAXSTRINGLEN). See ubackt r ace for user-space backtrace.




Context Functions

Name

function::caller — Return name and address of calling function

Synopsis

caller:string()

Arguments

None

Description

This function returns the address and name of the calling function. Thisis equivalent to calling: sprintf("s Oxx",
symname(cal | er _addr),cal | er _addr)




Context Functions

Name
function::caller_addr — Return caller address

Synopsis

cal | er _addr: | ong()

Arguments

None

Description

This function returns the address of the calling function.




Context Functions

Name

function::callers — Return first n elements of kernel stack backtrace

Synopsis

cal lers:string(n:|ong)

Arguments

n number of levelsto descend in the stack (not counting the top level). If nis-1, print the entire stack.

Description

This function returns a string of the first n hex addresses from the backtrace of the kernel stack. Output may be
truncated as per maximum string length (MAXSTRINGLEN).




Context Functions

Name

function::cmdline_arg — Fetch a command line argument

Synopsis

cmdl i ne_arg: string(n:Iong)
Arguments

n Argument to get (zero isthe program itself)

Description

Returns argument the requested argument from the current process or the empty string when there are not that
many arguments or thereis a problem retrieving the argument. Argument zero istraditionally the command itself.




Context Functions

Name

function::cmdline_args — Fetch command line arguments from current process

Synopsis

cmdl i ne_args:string(n:long, mlong,delimstring)

Arguments
n First argument to get (zero is normally the program itself)
m Last argument to get (or minus one for all arguments after n)

del i m String to use to separate arguments when more than one.

Description

Returns arguments from the current process starting with argument number n, up to argument m. If there are less
than n arguments, or the arguments cannot be retrieved from the current process, the empty string is returned. If
m is smaller than n then all arguments starting from argument n are returned. Argument zero is traditionally the
command itself.
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Context Functions

Name

function::cmdline_str — Fetch all command line arguments from current process

Synopsis

cndl i ne_str:string()

Arguments
None
Description

Returns al arguments from the current process delimited by spaces. Returns the empty string when the arguments
cannot be retrieved.

11



Context Functions

Name

function::cpu — Returns the current cpu number

Synopsis

cpu: | ong()

Arguments

None

Description

This function returns the current cpu number.
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Context Functions

Name

function::cpuid — Returns the current cpu number

Synopsis

cpui d: 1 ong()

Arguments

None

Description

This function returns the current cpu number. Deprecated in SystemTap 1.4 and removed in SystemTap 1.5.
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Context Functions

Name

function::egid — Returns the effective gid of atarget process

Synopsis

egi d: 1 ong()

Arguments

None

Description

This function returns the effective gid of atarget process
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Context Functions

Name

function::env_var — Fetch environment variable from current process

Synopsis

env_var:string(nane: string)

Arguments

name Name of the environment variable to fetch

Description

Returns the contents of the specified environment value for the current process. If the variable isn't set an empty
string is returned.
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Context Functions

Name

function::euid — Return the effective uid of atarget process

Synopsis

eui d: 1 ong()

Arguments

None

Description

Returns the effective user ID of the target process.
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Context Functions

Name

function::execname — Returns the execname of atarget process (or group of processes)

Synopsis

exechamne: string()

Arguments

None

Description

Returns the execname of atarget process (or group of processes).
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Context Functions

Name
function::fastcall — Mark function as declared fastcall

Synopsis

fastcall ()

Arguments

None

Description

Call thisfunction before accessing arguments using the* _arg functionsiif the probed kernel function was declared
fastcall in the source.
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Context Functions

Name

function::gid — Returns the group I1D of atarget process

Synopsis

gi d: 1 ong()
Arguments

None

Description

This function returns the group ID of atarget process.
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Context Functions

Name

function::int_arg — Return function argument as signed int

Synopsis

int_arg: 1 ong(n:Iong)

Arguments

n index of argument to return

Description

Return the value of argument n asasigned int (i.e., a 32-bit integer sign-extended to 64 bits).
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Context Functions

Name

function::is_myproc — Determines if the current probe point has occurred in the user's own process

Synopsis

i s_myproc:|ong()

Arguments

None

Description

This function returns 1 if the current probe point has occurred in the user's own process.
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Context Functions

Name

function::is_return — Whether the current probe context is areturn probe

Synopsis

is_return:long()

Arguments

None

Description

Returns 1 if the current probe context is a return probe, returns 0 otherwise.

22



Context Functions

Name

function::long_arg — Return function argument as signed long

Synopsis

l ong_arg: 1 ong(n: I ong)
Arguments

n index of argument to return

Description

Return the value of argument n asasigned long. On architectureswherealong is 32 bits, the valueis sign-extended
to 64 bits.
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Context Functions

Name

function::longlong_arg — Return function argument as 64-bit value

Synopsis

I ongl ong_arg: I ong( n: | ong)

Arguments

n index of argument to return

Description

Return the value of argument n as a 64-bit value.
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Context Functions

Name

function::modname — Return the kernel module name loaded at the address

Synopsis

nodnane: stri ng(addr: | ong)

Arguments

addr The address to map to a kernel module name

Description

Returns the module name associated with the given address if known. If not known it will raise an error. If the
address was not in akernel module, but in the kernel itself, then the string “kernel” will be returned.
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Context Functions

Name

function::module_name — The module name of the current script

Synopsis

nodul e_name: string()

Arguments

None

Description

This function returns the name of the stap module. Either generated randomly (stap_[0-9a-f]+ [0-9a-f]+) or set
by stap -m <module_name>.
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Context Functions

Name

function::ns_egid — Returnsthe effective gid of atarget process as seen in a user namespace

Synopsis

ns_egi d: | ong()
Arguments

None

Description

This function returns the effective gid of atarget process as seen in the target user namespace if provided, or the
stap process namespace
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Context Functions

Name

function::ns_euid — Returns the effective user ID of atarget process as seen in a user namespace

Synopsis

ns_eui d: | ong()

Arguments

None

Description

This function returns the effective user ID of the target process as seen in the target user namespace if provided,
or the stap process namespace.
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Context Functions

Name

function::ns_gid — Returns the group 1D of atarget process as seen in a user namespace

Synopsis

ns_gi d: |1 ong()
Arguments

None

Description

This function returns the group 1D of atarget process as seen in the target user namespace if provided, or the stap
process namespace.
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Context Functions

Name

function::ns_pgrp — Returns the process group ID of the current process as seen in a pid namespace

Synopsis

ns_pgrp: 1 ong()
Arguments
None

Description

This function returns the process group I1D of the current process as seen in the target pid namespace if provided,
or the stap process namespace.
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Context Functions

Name

function::ns_pid — Returnsthe ID of atarget process as seen in a pid namespace

Synopsis

ns_pi d: | ong()

Arguments

None

Description

This function returns the ID of atarget process as seen in the target pid namespace.
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Context Functions

Name

function::ns_ppid — Returns the process ID of atarget process's parent process as seen in a pid namespace

Synopsis

ns_ppi d: I ong()
Arguments
None

Description

This function return the process ID of the target proccess's parent process as seen in the target pid namespace if
provided, or the stap process namespace.
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Context Functions

Name

function::ns_sid — Returnsthe session ID of the current process as seen in a pid namespace

Synopsis

ns_sid: | ong()
Arguments

None

Description

The namespace-aware session ID of aprocessisthe process group ID of the session leader as seenin the target pid
namespace if provided, or the stap process namespace. Session ID isstored inthe signal_struct since Kernel 2.6.0.
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Context Functions

Name

function::ns_tid — Returnsthe thread ID of atarget process as seen in a pid namespace

Synopsis

ns_tid:long()
Arguments

None

Description

This function returns the thread ID of atarget process as seen in the target pid namespace if provided, or the stap
process namespace.




Context Functions

Name

function::ns_uid — Returnsthe user 1D of atarget process as seen in a user namespace

Synopsis

ns_ui d: |1 ong()
Arguments

None

Description

This function returns the user ID of the target process as seen in the target user namespace if provided, or the
stap process namespace.
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Context Functions

Name

function::pexecname — Returns the execname of atarget process's parent process

Synopsis

pexecnane: string()

Arguments

None

Description

This function returns the execname of atarget process's parent procces.
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Context Functions

Name

function::pgrp — Returns the process group 1D of the current process

Synopsis

pgrp: I ong()
Arguments

None

Description

This function returns the process group 1D of the current process.
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Context Functions

Name

function::pid — Returns the ID of atarget process

Synopsis

pi d: 1 ong()
Arguments

None

Description

This function returnsthe ID of atarget process.
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Context Functions

Name

function::pid2execname — The name of the given process identifier

Synopsis

pi d2execnane: stri ng(pi d: | ong)

Arguments

pi d processidentifier

Description

Return the name of the given processid.
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Context Functions

Name
function::pid2task — The task_struct of the given process identifier

Synopsis

pi d2t ask: | ong( pi d: | ong)

Arguments

pi d processidentifier

Description

Return the task struct of the given processid.
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Context Functions

Name

function::pn — Returns the active probe name

Synopsis

pn:string()
Arguments
None

Description

This function returns the script-level probe point associated with a currently running probe handler, including
wild-card expansion effects. Context: The current probe point.
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Context Functions

Name

function::pnlabel — Returns the label name parsed from the probe name

Synopsis

pnl abel : string()

Arguments

None

Description

This returns the label name as parsed from the script-level probe point. This function will only work if called
directly from the body of a'.1abel’ probe point (i.e. no aliases).

Context

The current probe point.
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Context Functions

Name

function::pointer_arg — Return function argument as pointer value

Synopsis

poi nter_arg: | ong(n:Iong)

Arguments

n index of argument to return

Description

Return the unsigned value of argument n, same as ulong_arg. Can be used with any type of pointer.
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Context Functions

Name
function::pp — Returns the active probe point

Synopsis

pp: string()
Arguments
None

Description

This function returns the fully-resolved probe point associated with a currently running probe handler, including
alias and wild-card expansion effects. Context: The current probe point.




Context Functions

Name

function::ppfunc — Returns the function name parsed from pp

Synopsis

ppfunc: string()

Arguments

None

Description

Thisreturnsthe function name from the current pp. Not all pp have functionsin them, inwhich case"" isreturned.
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Context Functions

Name

function::ppid — Returns the process ID of atarget process's parent process

Synopsis

ppi d: I ong()

Arguments

None

Description

This function return the process ID of the target proccess's parent process.
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Context Functions

Name

function::print_backtrace — Print kernel stack back trace

Synopsis

print_backtrace()

Arguments

None

Description

Thisfunction is equivalent to print_stack(backt r ace), except that deeper stack nesting may be supported. See
print_ubacktrace for user-space backtrace. The function does not return avalue.
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Context Functions

Name
function::print_regs — Print a register dump

Synopsis

print_regs()

Arguments

None

Description

This function prints a register dump. Does nothing if no registers are available for the probe point.
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Context Functions

Name

function::print_stack — Print out kernel stack from string

Synopsis

print_stack(stk:string)

Arguments

st k  String with list of hexadecimal addresses

Description

This function performs a symbolic lookup of the addresses in the given string, which is assumed to be the result
of aprior call tobackt r ace.

Print one line per address, including the address, the name of the function containing the address, and an estimate
of its position within that function. Return nothing.

NOTE

itisrecommended to use pr i nt _syns instead of this function.
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Context Functions

Name

function::print_syms — Print out kernel stack from string

Synopsis

print_syms(callers:string)

Arguments

cal l ers String with list of hexadecimal (kernel) addresses

Description

This function performs a symbolic lookup of the addresses in the given string, which are assumed to be the result
of prior calsto st ack, cal | er s, and similar functions.

Prints one line per address, including the address, the name of the function containing the address, and an estimate
of its position within that function, as obtained by syndat a. Returns nothing.
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Context Functions

Name

function::print_ubacktrace — Print stack back trace for current user-space task.

Synopsis

print _ubacktrace()

Arguments

None

Description

Equivalent to print_ustack(ubackt r ace), except that deeper stack nesting may be supported. Returns nothing.
Seepri nt _backt r ace for kernel backtrace.

Note

To get (full) backtraces for user space applications and shared shared libraries not mentioned in the current script
run stap with -d /path/to/exe-or-so and/or add --Idd to load all needed unwind data.
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Context Functions

Name

function::print_ubacktrace brief — Print stack back trace for current user-space task.

Synopsis

print_ubacktrace_brief()

Arguments

None

Description

Equivalentto pri nt _ubackt r ace, but output for each symbol is shorter (just name and offset, or just the hex
address of no symbol could be found).

Note

To get (full) backtraces for user space applications and shared shared libraries not mentioned in the current script
run stap with -d /path/to/exe-or-so and/or add --Idd to load all needed unwind data.
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Context Functions

Name

function::print_ustack — Print out stack for the current task from string.

Synopsis

print_ustack(stk:string)

Arguments

st k  String with list of hexadecimal addresses for the current task.

Description

Perform a symbolic lookup of the addresses in the given string, which is assumed to be the result of a prior call
toubackt r ace for the current task.

Print one line per address, including the address, the name of the function containing the address, and an estimate
of its position within that function. Return nothing.

NOTE

itisrecommended to use pri nt _usymns instead of thisfunction.
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Context Functions

Name

function::print_usyms — Print out user stack from string

Synopsis

print_usynms(callers:string)

Arguments

cal I ers String with list of hexadecimal (user) addresses

Description

This function performs a symbolic lookup of the addresses in the given string, which are assumed to be the result
of prior calstoust ack, ucal | er s, and similar functions.

Prints one line per address, including the address, the name of the function containing the address, and an estimate
of its position within that function, as obtained by usyndat a. Returns nothing.




Context Functions

Name

function::probe_type — The low level probe handler type of the current probe.

Synopsis

probe_type:string()

Arguments

None

Description

Returns a short string describing the low level probe handler type for the current probe point. This is for
informational purposes only. Depending on the low level probe handler different context functions can or cannot
provide information about the current event (for example some probe handlers only trigger in user space and have
no associated kernel context). High-level probes might map to the same or different low-level probes (depending
on systemtap version and/or kernel used).
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Context Functions

Name

function::probefunc — Return the probe point's function name, if known

Synopsis

probefunc: string()

Arguments

None

Description

This function returns the name of the function being probed based on the current address, as computed by
symname(addr ) or usymname(uaddr ) depending on probe context (whether the probeisauser probe or akernel
probe).

Please note

this function's behaviour differs between SystemTap 2.0 and earlier versions. Prior to 2.0, pr obef unc obtained
the function name from the probe point string as returned by pp, and used the current address as a fallback.

Consider using ppf unc instead.
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Context Functions

Name

function::probemod — Return the probe point's kernel module name

Synopsis

pr obenod: string()

Arguments

None

Description

This function returns the name of the kernel module containing the probe point, if known.
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Context Functions

Name

function::pstrace — Chain of processes and pids back to init(1)

Synopsis

pstrace: string(task:|ong)

Arguments

t ask Pointer to task struct of process

Description

This function returns a string listing execname and pid for each process starting from t ask back to the process
ancestor that init(1) spawned.
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Context Functions

Name
function::register — Return the signed value of the named CPU register

Synopsis

regi ster:|long(name:string)

Arguments

nane Name of the register to return

Description

Return the value of the named CPU register, as it was saved when the current probe point was hit. If the register
is 32 bits, it is sign-extended to 64 bits.

For the 1386 architecture, the following names are recognized. (namel/name2 indicates that namel and name2 are
alternative names for the same register.) eax/ax, ebp/bp, ebx/bx, ecx/cx, edi/di, edx/dx, eflags/flags, eip/ip, esi/si,
esp/sp, orig_eax/orig_ax, xcs/cs, xdg/ds, xeges, xfg/fs, xss/ss.

For the x86_64 architecture, the following names are recognized: 64-hit registers: r8, r9, r10, r11, r12, r13, rl4,
ri5, rax/ax, rbp/bp, rox/bx, rex/cx, rdi/di, rdx/dx, rip/ip, rsi/si, rsp/sp; 32-bit registers: eax, ebp, ebx, ecx, edx, edi,
edx, eip, esl, esp, flags/eflags, orig_eax; segment registers: Xcs/cs, Xs/ss.

For powerpc, the following names are recognized: r0, r1, ... r31, nip, msr, orig_gpr3, ctr, link, xer, ccr, softe, trap,
dar, dsisr, result.

For s390x, the following names are recognized: r0, r1, ... r15, args, psw.mask, psw.addr, orig_gpr2, ilc, trap.

For AArch64, the following names are recognized: x0, x1, ... x30, fp, Ir, sp, pc, and orig_xO0.
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Context Functions

Name

function::registers valid — Determines validity of r egi st er and u_r egi st er in current context

Synopsis

regi sters_valid: Il ong()

Arguments

None

Description

Thisfunction returns 1 if r egi st er andu_r egi st er can be used in the current context, or O otherwise. For
example, r egi st ers_val i d returns 0 when called from a begin or end probe.
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Context Functions

Name

function::regparm — Specify regparm value used to compile function

Synopsis

regpar m(n: | ong)
Arguments

n origina regparm value

Description

Call this function with argument n before accessing function arguments using the * _arg function is the function
was build with the gcc -mregparm=n option.

(The i386 kernel is built with \-mregparm=3, so systemtap considers regparm(3) the default for kernel functions
on that architecture.) Only valid on i386 and x86_64 (when probing 32bit applications). Produces an error on
other architectures.
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Context Functions

Name

function::remote_id — The index of thisinstance in a remote execution.

Synopsis

renote_id: | ong()

Arguments

None

Description

This function returns a number 0..N, which is the unique index of this particular script execution from a swarm
of “stap --remote A --remote B ...” runs, and isthe same number “ stap --remote-prefix” would print. The function
returns-1 if the script was not launched with “ stap --remote”, or if the remote staprun/stapsh are ol der than version
1.7.
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Context Functions

Name

function::remote_uri — The name of thisinstance in a remote execution.

Synopsis

rempte_uri:string()

Arguments

None

Description

This function returns the remote host used to invoke this particular script execution from a swarm of “stap --
remote” runs. It may not be unique among the swarm. The function returns an empty string if the script was not
launched with “stap --remote”.
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Context Functions

Name

function::s32_arg — Return function argument as signed 32-bit value

Synopsis

s32_arg: | ong(n:1ong)

Arguments

n index of argument to return

Description

Return the signed 32-bit value of argument n, same asint_arg.




Context Functions

Name

function::s64_arg — Return function argument as signed 64-bit value

Synopsis

s64_arg: | ong(n:1ong)

Arguments

n index of argument to return

Description

Return the signed 64-bit value of argument n, same as longlong_arg.
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Context Functions

Name

function::sid — Returns the session ID of the current process

Synopsis

sid: 1 ong()

Arguments

None

Description

The session ID of aprocessisthe process group I1D of the session leader. Session ID is stored in the signal_struct
since Kernel 2.6.0.
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Context Functions

Name

function::sprint_backtrace — Return stack back trace as string

Synopsis

sprint_backtrace: string()

Arguments

None

Description

Returns a simple (kernel) backtrace. One line per address. Includes the symbol name (or hex address if symbol
couldn't be resolved) and module name (if found). Includes the offset from the start of the function if found,
otherwise the offset will be added to the module (if found, between brackets). Returns the backtrace as string
(each lineterminated by anewline character). Notethat the returned stack will betruncated to MAXSTRINGLEN,
to print fuller and richer stacks use pri nt _backt r ace. Equivalent to sprint_stack(backt r ace), but more
efficient (no need to tranglate between hex strings and final backtrace string).
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Context Functions

Name

function::sprint_stack — Return stack for kernel addresses from string

Synopsis

sprint_stack:string(stk:string)

Arguments

st k  String with list of hexadecimal (kernel) addresses

Description

Perform a symbolic lookup of the addresses in the given string, which is assumed to be the result of a prior call
tobackt race.

Returns a simple backtrace from the given hex string. One line per address. Includes the symbol name (or hex
address if symbol couldn't be resolved) and module name (if found). Includes the offset from the start of the
function if found, otherwise the offset will be added to the module (if found, between brackets). Returns the
backtrace as string (each line terminated by a newline character). Note that the returned stack will be truncated to
MAXSTRINGLEN, to print fuller and richer stacks use print_stack.

NOTE

itisrecommended to usespri nt _symns instead of thisfunction.
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Context Functions

Name

function::sprint_syms — Return stack for kernel addresses from string

Synopsis

sprint_syns(callers:string)

Arguments

cal l ers String with list of hexadecimal (kernel) addresses

Description

Perform a symbolic lookup of the addresses in the given string, which are assumed to be the result of aprior calls
tost ack, cal | ers, and similar functions.

Returns a simple backtrace from the given hex string. One line per address. Includes the symbol name (or hex
address if symbol couldn't be resolved) and module name (if found), as obtained from syndat a. Includes the
offset from the start of the function if found, otherwise the offset will be added to the module (if found, between
brackets). Returns the backtrace as string (each line terminated by a newline character). Note that the returned
stack will be truncated to MAXSTRINGLEN, to print fuller and richer stacksuse pri nt _syns.
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Context Functions

Name

function::sprint_ubacktrace — Return stack back trace for current user-space task as string.

Synopsis

sprint _ubacktrace: string()

Arguments

None

Description

Returns a simple backtrace for the current task. One line per address. I ncludes the symbol name (or hex address if
symbol couldn't beresolved) and module name (if found). I ncludesthe offset from the start of thefunctionif found,
otherwise the offset will be added to the modul e (if found, between brackets). Returnsthe backtrace as string (each
line terminated by a newline character). Note that the returned stack will be truncated to MAXSTRINGLEN, to
print fuller and richer stacks use pri nt _ubackt r ace. Equivalent to sprint_ustack(ubackt r ace), but more
efficient (no need to tranglate between hex strings and final backtrace string).

Note

To get (full) backtraces for user space applications and shared shared libraries not mentioned in the current script
run stap with -d /path/to/exe-or-so and/or add --Idd to load all needed unwind data.
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Context Functions

Name

function::sprint_ustack — Return stack for the current task from string.

Synopsis

sprint_ustack: string(stk:string)

Arguments

st k  String with list of hexadecimal addresses for the current task.

Description

Perform a symbolic lookup of the addresses in the given string, which is assumed to be the result of a prior call
toubackt r ace for the current task.

Returns a simple backtrace from the given hex string. One line per address. Includes the symbol name (or hex
address if symbol couldn't be resolved) and module name (if found). Includes the offset from the start of the
function if found, otherwise the offset will be added to the module (if found, between brackets). Returns the
backtrace as string (each line terminated by a newline character). Note that the returned stack will be truncated to
MAXSTRINGLEN, to print fuller and richer stacks use print_ustack.

NOTE

itisrecommended to usespri nt _usyns instead of this function.
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Context Functions

Name

function::sprint_usyms — Return stack for user addresses from string

Synopsis

sprint_usyns(callers:string)

Arguments

cal I ers String with list of hexadecimal (user) addresses

Description

Perform a symbolic lookup of the addresses in the given string, which are assumed to be the result of aprior calls
toust ack, ucal | er s, and similar functions.

Returns a simple backtrace from the given hex string. One line per address. Includes the symbol name (or hex
address if symbol couldn't be resolved) and module name (if found), as obtained from usyndat a. Includes the
offset from the start of the function if found, otherwise the offset will be added to the module (if found, between
brackets). Returns the backtrace as string (each line terminated by a newline character). Note that the returned
stack will be truncated to MAXSTRINGLEN, to print fuller and richer stacksuse pri nt _usymns.
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Context Functions

Name
function::stack — Return address at given depth of kernel stack backtrace

Synopsis

stack: | ong(n: 1 ong)

Arguments

n number of levelsto descend in the stack.

Description

Performsasimple (kernel) backtrace, and returnsthe element at the specified position. The results of the backtrace
itself are cached, so that the backtrace computation is performed at most once no matter how many timesst ack
iscaled, or in what order.
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Context Functions

Name

function::stack_size — Return the size of the kernel stack

Synopsis

stack_si ze: |l ong()

Arguments

None

Description

This function returns the size of the kernel stack.
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Context Functions

Name

function::stack_unused — Returns the amount of kernel stack currently available

Synopsis

st ack_unused: | ong()

Arguments

None

Description

This function determines how many bytes are currently available in the kernel stack.
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Context Functions

Name
function::stack_used — Returns the amount of kernel stack used

Synopsis

stack_used: | ong()

Arguments

None

Description

This function determines how many bytes are currently used in the kernel stack.
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Context Functions

Name
function::stp_pid — The processid of the stapio process

Synopsis

st p_pid: 1 ong()
Arguments
None

Description

Thisfunction returnsthe processid of the stapio process that launched this script. There could be other SystemTap
scripts and stapio processes running on the system.
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Context Functions

Name
function::symdata— Return the kernel symbol and module offset for the address

Synopsis

syndat a: st ri ng(addr: | ong)

Arguments

addr The addressto trandlate

Description

Returns the (function) symbol name associated with the given addressif known, the offset from the start and size
of the symbol, plus module name (between brackets). If symbol is unknown, but module is known, the offset
inside the module, plus the size of the module is added. If any element is not known it will be omitted and if the
symbol nameis unknown it will return the hex string for the given address.
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Context Functions

Name

function::symfile — Return the file name of a given address.

Synopsis

synfile:string(addr:| ong)

Arguments

addr The addressto trandate.

Description

Returnsthefile name of the given address, if known. If the file name cannot be found, the hex string representation
of the address will be returned.
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Context Functions

Name

function::symfileline— Return the file name and line number of an address.

Synopsis

synfileline:string(addr:|ong)
Arguments
addr The addressto trandate.

Description

Returns the file name and the (approximate) line number of the given address, if known. If the file name or the
line number cannot be found, the hex string representation of the address will be returned.
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Context Functions

Name

function::symline — Return the line number of an address.

Synopsis

sym i ne: string(addr:| ong)

Arguments

addr The addressto trandate.

Description

Returnsthe (approximate) line number of the given address, if known. If the line number cannot be found, the hex
string representation of the address will be returned.
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Context Functions

Name

function::symname — Return the kernel symbol associated with the given address

Synopsis

symane: st ri ng(addr: | ong)
Arguments
addr The addressto translate

Description

Returns the (function) symbol name associated with the given address if known. If not known it will return the
hex string representation of addr.
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Context Functions

Name

function::target — Return the process ID of the target process

Synopsis

target:1ong()

Arguments

None

Description

Thisfunction returnsthe process ID of thetarget process. Thisis useful in conjunction with the-x PID or -c CMD
command-line options to stap. An example of its use isto create scripts that filter on a specific process.

-x <pid>t ar get returns the pid specified by -x

-c <command>t ar get returnsthe pid for the executed command specified by -c
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Context Functions

Name

function::task_ancestry — The ancestry of the given task

Synopsis
task_ancestry:string(task:long,with_tine:long)

Arguments

t ask task_struct pointer

with time settoltoalsoprintthe starttime of processes (given as a deltafrom boot time)

Description

Return the ancestry of the given task in the form of “grandparent_process=>parent_process=>process’.




Context Functions

Name

function::task_backtrace — Hex backtrace of an arbitrary task

Synopsis

task_backtrace: string(task: | ong)

Arguments

t ask pointer totask_struct

Description

This function returns a string of hex addresses that are a backtrace of the stack of a particular task Output may be
truncated as per maximum string length. Deprecated in SystemTap 1.6.
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Context Functions

Name
function::task_cpu — The scheduled cpu of the task

Synopsis

task_cpu: | ong(task: | ong)

Arguments

task task_struct pointer

Description

This function returns the scheduled cpu for the given task.
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Context Functions

Name

function::task_current — The current task_struct of the current task

Synopsis

task_current:long()

Arguments

None

Description

This function returns the task_struct representing the current process. This address can be passed to the various
task_*() functions to extract more task-specific data.
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Context Functions

Name
function::task_egid — The effective group identifier of the task

Synopsis

task_egi d: 1 ong(task: | ong)

Arguments

task task_struct pointer

Description

This function returns the effective group id of the given task.
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Context Functions

Name
function::task_euid — The effective user identifier of the task

Synopsis

task_eui d: 1 ong(task: | ong)

Arguments

task task_struct pointer

Description

This function returns the effective user id of the given task.
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Context Functions

Name

function::task_execname — The name of the task

Synopsis

t ask_execnane: string(task: | ong)

Arguments

task task_struct pointer

Description

Return the name of the given task.
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Context Functions

Name
function::task_gid — The group identifier of the task

Synopsis

task_gi d: l ong(task: | ong)

Arguments

task task_struct pointer

Description

This function returns the group id of the given task.
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Context Functions

Name

function::task_max_file_handles— The max number of open files for the task

Synopsis

task_max_fil e_handl es: | ong(task: | ong)

Arguments

task task_struct pointer

Description

This function returns the maximum number of file handlers for the given task.
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Context Functions

Name

function::task_nice — The nice value of the task

Synopsis

task_nice: 1l ong(task: | ong)

Arguments

task task_struct pointer

Description

This function returns the nice value of the given task.
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Context Functions

Name
function::task_ns_egid — The effective group identifier of the task

Synopsis

task_ns_egi d: | ong(task: | ong)

Arguments

task task_struct pointer

Description

This function returns the effective group id of the given task.
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Context Functions

Name
function::task_ns_euid — The effective user identifier of the task

Synopsis

task_ns_eui d: | ong(task: | ong)

Arguments

task task_struct pointer

Description

This function returns the effective user id of the given task.
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Context Functions

Name

function::task_ns _gid — The group identifier of the task as seen in a namespace

Synopsis

task_ns_gi d: 1 ong(task: I ong)

Arguments

task task_struct pointer

Description

This function returns the group id of the given task as seen in in the given user namespace.

96



Context Functions

Name
function::task_ns pid — The process identifier of the task

Synopsis

task_ns_pi d: 1 ong(task: I ong)

Arguments

task task_struct pointer

Description

This fucntion returns the processid of the given task based on the specified pid namespace..
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Context Functions

Name
function::task_ns_tid — The thread identifier of the task as seen in a namespace

Synopsis

task_ns_tid: 1 ong(task:Iong)

Arguments

task task_struct pointer

Description

This function returns the thread id of the given task as seen in the pid namespace.
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Context Functions

Name
function::task_ns_uid — The user identifier of the task

Synopsis

task_ns_ui d: 1 ong(task: I ong)

Arguments

task task_struct pointer

Description

This function returns the user id of the given task.
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Context Functions

Name

function::task_open_file_handles — The number of open files of the task

Synopsis

task_open_fil e_handl es: | ong(task: | ong)

Arguments

task task_struct pointer

Description

This function returns the number of open file handlers for the given task.
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Context Functions

Name
function::task_parent — The task_struct of the parent task

Synopsis

task_parent: | ong(task: | ong)

Arguments
task task_struct pointer

Description

This function returns the parent task_struct of the given task. This address can be passed to the various task_*()
functions to extract more task-specific data.
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Context Functions

Name
function::task_pid — The process identifier of the task

Synopsis

task_pi d: I ong(task: | ong)

Arguments

task task_struct pointer

Description

This fucntion returns the processid of the given task.
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Context Functions

Name
function::task_prio — The priority value of the task

Synopsis

task_prio:long(task: | ong)

Arguments

task task_struct pointer

Description

This function returns the priority value of the given task.
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Context Functions

Name
function::task_state — The state of the task

Synopsis

task_state: | ong(task:|ong)

Arguments

task task_struct pointer

Description

Return the state of the given task, one of: TASK_RUNNING (0), TASK_INTERRUPTIBLE (1),
TASK_UNINTERRUPTIBLE (2), TASK_STOPPED (4), TASK_TRACED (8), EXIT_ZOMBIE (16), or
EXIT_DEAD (32).
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Context Functions

Name
function::task_tid — The thread identifier of the task

Synopsis

task_tid:long(task:|ong)

Arguments

task task_struct pointer

Description

This function returns the thread id of the given task.
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Context Functions

Name
function::task_uid — The user identifier of the task

Synopsis

task_ui d: l ong(task: | ong)

Arguments

task task_struct pointer

Description

This function returns the user id of the given task.
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Context Functions

Name
function::tid — Returnsthe thread ID of atarget process

Synopsis

tid:long()

Arguments

None

Description

This function returns the thread ID of the target process.
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Context Functions

Name

function::u32_arg — Return function argument as unsigned 32-bit value

Synopsis

u32_arg: |l ong(n: 1 ong)

Arguments

n index of argument to return

Description

Return the unsigned 32-bit value of argument n, same as uint_arg.
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Context Functions

Name

function::u64_arg — Return function argument as unsigned 64-bit value

Synopsis

u64_arg: |l ong(n: 1 ong)

Arguments

n index of argument to return

Description

Return the unsigned 64-bit value of argument n, same as ulonglong_arg.
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Context Functions

Name
function::u_register — Return the unsigned value of the named CPU register

Synopsis

u_register:long(nane: string)

Arguments

nane Name of the register to return

Description

Same as register(name), except that if the register is 32 bitswide, it is zero-extended to 64 bits.
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Context Functions

Name

function::uaddr — User space address of current running task

Synopsis

uaddr : 1 ong()

Arguments

None

Description

Returns the address in userspace that the current task was at when the probe occurred. When the current running
task isn't a user space thread, or the address cannot be found, zero isreturned. Can be used to see where the current
task is combined with usymarne or usyndat a. Often thetask will bein the VDSO where it entered the kernel.
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Context Functions

Name

function::ubacktrace — Hex backtrace of current user-space task stack.

Synopsis

ubacktrace: string()

Arguments

None

Description

Return a string of hex addresses that are a backtrace of the stack of the current task. Output may be truncated as
per maximum string length. Returns empty string when current probe point cannot determine user backtrace. See
backt r ace for kernel traceback.

Note

To get (full) backtraces for user space applications and shared shared libraries not mentioned in the current script
run stap with -d /path/to/exe-or-so and/or add --Idd to load all needed unwind data.
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Context Functions

Name

function::ucallers — Return first n e ements of user stack backtrace

Synopsis

ucal l ers:string(n:Iong)

Arguments

n number of levelsto descend in the stack (not counting the top level). If nis-1, print the entire stack.

Description

This function returns a string of the first n hex addresses from the backtrace of the user stack. Output may be
truncated as per maximum string length (MAXSTRINGLEN).

Note

To get (full) backtraces for user space applications and shared shared libraries not mentioned in the current script
run stap with -d /path/to/exe-or-so and/or add --Idd to load all needed unwind data.
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Context Functions

Name

function::uid — Returns the user 1D of atarget process

Synopsis

ui d: 1 ong()

Arguments

None

Description

This function returns the user ID of the target process.
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Context Functions

Name

function::uint_arg — Return function argument as unsigned int

Synopsis

ui nt _arg: 1l ong(n:Iong)

Arguments

n index of argument to return

Description

Return the value of argument n as an unsigned int (i.e., a 32-bit integer zero-extended to 64 bits).
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Context Functions

Name

function::ulong_arg — Return function argument as unsigned long

Synopsis

ul ong_arg: | ong(n: 1 ong)
Arguments

n index of argument to return

Description

Return the value of argument n as an unsigned long. On architectures where a long is 32 bits, the value is zero-
extended to 64 bits.
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Context Functions

Name

function::ulonglong_arg — Return function argument as 64-bit value

Synopsis

ul ongl ong_ar g: 1 ong(n: | ong)

Arguments

n index of argument to return

Description

Return the value of argument n as a 64-bit value. (Same aslonglong_arg.)
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Context Functions

Name

function::umodname — Returns the (short) name of the user module.

Synopsis

unodnarne: st ri ng(addr: | ong)

Arguments

addr  User-space address

Description

Returns the short name of the user space module for the current task that that the given address is part of. Reports
an error when the addressisn't in a (mapped in) module, or the module cannot be found for some reason.
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Context Functions

Name

function::user_mode — Determines if probe point occurs in user-mode

Synopsis

user _node: | ong()

Arguments

None

Description

Return 1 if the probe point occurred in user-mode.
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Context Functions

Name

function::ustack — Return address at given depth of user stack backtrace

Synopsis

ust ack: | ong(n: 1 ong)

Arguments

n number of levelsto descend in the stack.

Description

Performs a simple (user space) backtrace, and returns the element at the specified position. The results of the
backtraceitself are cached, so that the backtrace computation is performed at most once no matter how many times
ust ack iscaled, or in what order.
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Context Functions

Name

function::usymdata— Return the symbol and module offset of an address.

Synopsis

usyndat a: st ri ng(addr: | ong)

Arguments

addr The addressto trandate.

Description

Returnsthe (function) symbol name associated with the given addressin the current task if known, the offset from
the start and the size of the symbol, plus the module name (between brackets). If symbol is unknown, but module
isknown, the offset inside the module, plus the size of the module is added. If any element is not known it will be
omitted and if the symbol name is unknown it will return the hex string for the given address.
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Context Functions

Name

function::usymfile — Return the file name of a given address.

Synopsis

usynfile:string(addr:I ong)

Arguments

addr The addressto trandate.

Description

Returnsthefile name of the given address, if known. If the file name cannot be found, the hex string representation
of the address will be returned.
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Context Functions

Name

function::usymfileline — Return the file name and line number of an address.

Synopsis

usynfileline:string(addr:|ong)
Arguments
addr The addressto trandate.

Description

Returns the file name and the (approximate) line number of the given address, if known. If the file name or the
line number cannot be found, the hex string representation of the address will be returned.
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Context Functions

Name

function::usymline — Return the line number of an address.

Synopsis

usym i ne: string(addr:I ong)

Arguments

addr The addressto trandate.

Description

Returnsthe (approximate) line number of the given address, if known. If the line number cannot be found, the hex
string representation of the address will be returned.
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Context Functions

Name

function::usymname — Return the symbol of an addressin the current task.

Synopsis

usymarne: st ri ng(addr: | ong)
Arguments
addr The addressto trandate.

Description

Returns the (function) symbol name associated with the given address if known. If not known it will return the
hex string representation of addr.
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Chapter 3. Timestamp Functions

Each timestamp function returns a value to indicate when a function is executed. These returned values can then
be used to indicate when an event occurred, provide an ordering for events, or compute the amount of time elapsed

between two time stamps.
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Timestamp Functions

Name
function::HZ — Kernel HZ

Synopsis

Hz: 1 ong()

Arguments

None

Description

Thisfunction returnsthe value of the kernel HZ macro, which correspondsto the rate of increase of thejiffiesvalue.
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Timestamp Functions

Name

function::cpu_clock_ms — Number of milliseconds on the given cpu's clock

Synopsis

cpu_cl ock_ms: 1 ong(cpu: | ong)
Arguments

cpu  Which processor's clock to read

Description

This function returns the number of milliseconds on the given cpu's clock. This is always monotonic comparing
on the same cpu, but may have some drift between cpus (within about a jiffy).
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Timestamp Functions

Name

function::cpu_clock_ns— Number of nanoseconds on the given cpu's clock

Synopsis

cpu_cl ock_ns: 1 ong(cpu: |l ong)
Arguments

cpu  Which processor's clock to read

Description

This function returns the number of nanoseconds on the given cpu's clock. This is always monotonic comparing
on the same cpu, but may have some drift between cpus (within about a jiffy).
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Timestamp Functions

Name

function::cpu_clock_s— Number of seconds on the given cpu's clock

Synopsis

cpu_cl ock_s: 1 ong(cpu:long)
Arguments

cpu  Which processor's clock to read

Description

This function returns the number of seconds on the given cpu's clock. Thisis aways monotonic comparing on the
same cpu, but may have some drift between cpus (within about ajiffy).
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Timestamp Functions

Name

function::cpu_clock_us— Number of microseconds on the given cpu's clock

Synopsis

cpu_cl ock_us: 1 ong(cpu: |l ong)
Arguments

cpu  Which processor's clock to read

Description

This function returns the number of microseconds on the given cpu's clock. Thisis always monotonic comparing
on the same cpu, but may have some drift between cpus (within about a jiffy).
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Timestamp Functions

Name

function::delete_stopwatch — Remove an existing stopwatch

Synopsis

del et e_st opwat ch( name: st ri ng)

Arguments

nane the stopwatch name

Description

Remove stopwatch nane.

132



Timestamp Functions

Name

function::get_cycles— Processor cycle count

Synopsis

get _cycles: 1 ong()

Arguments

None

Description

This function returns the processor cycle counter value if available, else it returns zero. The cycle counter is free
running and unsynchronized on each processor. Thus, the order of events cannot determined by comparing the
results of the get_cycles function on different processors.

133



Timestamp Functions

Name

function::gettimeofday_ms — Number of milliseconds since UNIX epoch

Synopsis

getti meof day_ms: | ong()

Arguments

None

Description

This function returns the number of milliseconds since the UNIX epoch.
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Timestamp Functions

Name

function::gettimeofday_ns — Number of nanoseconds since UNIX epoch

Synopsis

getti meof day_ns: 1 ong()

Arguments

None

Description

This function returns the number of nanoseconds since the UNIX epoch.
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Timestamp Functions

Name

function::gettimeofday_s— Number of seconds since UNIX epoch

Synopsis

getti meof day_s: 1 ong()

Arguments

None

Description

This function returns the number of seconds since the UNIX epoch.
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Timestamp Functions

Name

function::gettimeofday_us — Number of microseconds since UNIX epoch

Synopsis

getti meof day_us: 1 ong()

Arguments

None

Description

This function returns the number of microseconds since the UNIX epoch.
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Timestamp Functions

Name

function::jiffies— Kernel jiffies count

Synopsis

jiffies:long()
Arguments

None

Description

This function returns the value of the kernd jiffies variable. This value is incremented periodically by timer
interrupts, and may wrap around a 32-bit or 64-bit boundary. See HZ.
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Timestamp Functions

Name

function::local_clock_ms— Number of milliseconds on the local cpu's clock

Synopsis

l ocal _cl ock_ns: | ong()

Arguments

None

Description

This function returns the number of milliseconds on the local cpu's clock. This is always monotonic comparing
on the same cpu, but may have some drift between cpus (within about a jiffy).
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Timestamp Functions

Name

function::local_clock_ns— Number of nanoseconds on the local cpu's clock

Synopsis

 ocal _cl ock_ns: 1 ong()

Arguments

None

Description

This function returns the number of nanoseconds on the local cpu's clock. This is always monotonic comparing
on the same cpu, but may have some drift between cpus (within about a jiffy).
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Timestamp Functions

Name

function::local_clock_s— Number of seconds on the local cpu's clock

Synopsis

l ocal _cl ock_s:1ong()

Arguments

None

Description

This function returns the number of seconds on the local cpu's clock. Thisis always monotonic comparing on the
same cpu, but may have some drift between cpus (within about ajiffy).
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Timestamp Functions

Name

function::local_clock_us— Number of microseconds on the local cpu's clock

Synopsis

 ocal _cl ock_us: 1 ong()

Arguments

None

Description

This function returns the number of microseconds on the local cpu's clock. Thisis aways monotonic comparing
on the same cpu, but may have some drift between cpus (within about a jiffy).
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Timestamp Functions

Name

function::read_stopwatch_ms — Reads the time in milliseconds for a stopwatch

Synopsis

read_st opwat ch_ns: | ong( name: string)

Arguments

nane stopwatch name

Description

Returnstime in milliseconds for stopwatch namne. Creates stopwatch nane if it does not currently exist.
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Timestamp Functions

Name

function::read_stopwatch _ns — Reads the time in nanoseconds for a stopwatch

Synopsis

read_st opwat ch_ns: | ong( name: string)

Arguments

nane stopwatch name

Description

Returns time in nanoseconds for stopwatch nane. Creates stopwatch name if it does not currently exist.
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Timestamp Functions

Name

function::read_stopwatch_s— Reads the time in seconds for a stopwatch

Synopsis

read_st opwat ch_s: | ong(name: string)

Arguments

nane stopwatch name

Description

Returns time in seconds for stopwatch namne. Creates stopwatch narnre if it does not currently exist.

145



Timestamp Functions

Name

function::read_stopwatch_us — Reads the time in microseconds for a stopwatch

Synopsis

read_st opwat ch_us: | ong( name: string)

Arguments

nane stopwatch name

Description

Returns time in microseconds for stopwatch nane. Creates stopwatch nane if it does not currently exist.
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Timestamp Functions

Name
function::start_stopwatch — Start a stopwatch

Synopsis

start_st opwat ch( name: string)

Arguments

nane the stopwatch name

Description

Start stopwatch nane. Creates stopwatch nane if it does not currently exist.
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Timestamp Functions

Name
function::stop_stopwatch — Stop a stopwatch

Synopsis

st op_st opwat ch( name: string)

Arguments

nane the stopwatch name

Description

Stop stopwatch nane. Creates stopwatch narme if it does not currently exist.
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Chapter 4. Time utility functions

Utility functions to turn seconds since the epoch (as returned by the timestamp function gettimeofday_s()) into
a human readabl e date/time strings.
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Time utility functions

Name

function::ctime — Convert seconds since epoch into human readabl e date/time string

Synopsis

ctime:string(epochsecs: | ong)

Arguments

epochsecs Number of seconds since epoch (asreturned by get t i neof day_s)

Description

Takes an argument of seconds since the epoch asreturned by get t i meof day_s. Returnsastring of the form
“Wed Jun 30 21:49:08 1993”

The string will always be exactly 24 characters. If the time would be unreasonable far in the past (before what can
be represented with a 32 hit offset in seconds from the epoch) an error will occur (which can be avoided with try/
catch). If the time would be unreasonable far in the future, an error will also occur.

Note that the epoch (zero) corresponds to
“Thu Jan 1 00:00:00 1970"

The earliest full date given by ctime, corresponding to epochsecs -2147483648 is “Fri Dec 13 20:45:52 1901".
The latest full date given by ctime, corresponding to epochsecs 2147483647 is“Tue Jan 19 03:14:07 2038".

The abbreviations for the days of the week are ‘Sun’, ‘Mon’, ‘Tue', ‘Wed', ‘Thu’, ‘Fri’, and ‘Sat’. The
abbreviations for the months are ‘Jan’, ‘Feb’, ‘Mar’, ‘Apr’, ‘May’, ‘Jun’, *dul’, ‘Aug’, ‘Sep’, ‘Oct’, ‘Nov’, and
‘Dec’.

Notethat thereal Clibrary ct i me function putsanewline (\n") character at the end of the string that thisfunction
does not. Also note that since the kernel has no concept of timezones, the returned time is alwaysin GMT.
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Time utility functions

Name

function::tz_ctime — Convert seconds since epoch into human readable date/time string, with local time zone

Synopsis

tz_ctine(epochsecs:)

Arguments

epochsecs number of seconds since epoch (asreturned by get t i neof day_s)

Description

Takes an argument of seconds since the epoch as returned by get t i meof day_s. Returns a string of the same
formasct i me, but offsets the epoch time for the local time zone, and appends the name of the local time zone.
The string length may vary. The time zone information is passed by staprun at script startup only.
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Time utility functions

Name

function::tz_gmtoff — Return local time zone offset

Synopsis

tz_gntoff()

Arguments

None

Description

Returns the local time zone offset (seconds west of UTC), as passed by staprun at script startup only.
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Time utility functions

Name
function::tz_name — Return |local time zone name
Synopsis
tz_name()
Arguments
None
Description

Returns the local time zone name, as passed by staprun at script startup only.
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Chapter 5. Shell command functions

Utility functions to enqueue shell commands.
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Shell command functions

Name

function::system — | ssue a command to the system

Synopsis

system(cnd: st ring)
Arguments

cnd the command to issue to the system

Description

This function runs a command on the system. The command is started in the background some time after the
current probe compl etes. The command isrun with the same UID asthe user running the stap or staprun command.
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Chapter 6. Memory Tapset

This family of probe points is used to probe memory-related events or query the memory usage of the current
process. It contains the following probe points:
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Memory Tapset

Name

function::addr_to_node — Returns which node a given address belongs to within aNUMA system

Synopsis

addr _to_node: | ong(addr: | ong)
Arguments
addr theaddress of the faulting memory access

Description

This function accepts an address, and returns the node that the given address belongsto in aNUMA system.
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Memory Tapset

Name
function::bytes to_string — Human readable string for given bytes

Synopsis

bytes_to_string:string(bytes:|ong)
Arguments

byt es Number of bytesto trandlate.

Description

Returns a string representing the number of bytes (up to 1024 bytes), the number of kilobytes (when less than
1024K) postfixed by 'K', the number of megabytes (when less than 1024M) postfixed by 'M* or the number of
gigabytes postfixed by 'G'. If representing K, M or G, and the number is amount is less than 100, it includes a
"' plus the remainer. The returned string will be 5 characters wide (padding with whitespace at the front) unless
negative or representing more than 9999G bytes.
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Memory Tapset

Name
function::mem_page size — Number of bytesin a page for this architecture
Synopsis
mem page_si ze: |l ong()
Arguments
None
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Memory Tapset

Name

function::pages_to_string — Turns pages into a human readable string

Synopsis

pages_to_string:string(pages:|ong)
Arguments

pages Number of pagesto trandate.

Description

Multiplies pages by page_si ze to get the number of bytes and returnsthe result of byt es_to_stri ng.
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Memory Tapset

Name

function::proc_mem_data— Program data size (data + stack) in pages

Synopsis

proc_mem dat a: | ong()

Arguments
None
Description

Returnsthe current process data size (data + stack) in pages, or zero when thereisno current process or the number
of pages couldn't be retrieved.
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Memory Tapset

Name
function::proc_mem_data pid — Program data size (data + stack) in pages

Synopsis

proc_nem dat a_pi d: | ong(pi d: | ong)
Arguments

pi d Thepid of processto examine

Description

Returns the given process data size (data + stack) in pages, or zero when the process doesn't exist or the number
of pages couldn't be retrieved.
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Memory Tapset

Name

function::proc_mem_rss— Program resident set sizein pages

Synopsis

proc_nemrss: | ong()

Arguments
None
Description

Returnsthe resident set sizein pages of the current process, or zero when thereis no current process or the number
of pages couldn't be retrieved.
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Memory Tapset

Name

function::proc_mem_rss pid — Program resident set size in pages

Synopsis

proc_nemrss_pid: | ong(pid:Iong)
Arguments

pi d Thepid of processto examine

Description

Returns the resident set size in pages of the given process, or zero when the process doesn't exist or the number
of pages couldn't be retrieved.
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Memory Tapset

Name
function::proc_mem_shr — Program shared pages (from shared mappings)

Synopsis

proc_nem shr: 1 ong()

Arguments
None
Description

Returns the shared pages (from shared mappings) of the current process, or zero when there is no current process
or the number of pages couldn't be retrieved.
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Memory Tapset

Name
function::proc_mem_shr_pid — Program shared pages (from shared mappings)

Synopsis

proc_nem shr_pid: | ong(pid:Iong)
Arguments

pi d Thepid of processto examine

Description

Returns the shared pages (from shared mappings) of the given process, or zero when the process doesn't exist or
the number of pages couldn't be retrieved.
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Memory Tapset

Name

function::proc_mem_size — Total program virtual memory size in pages

Synopsis

proc_mem si ze: | ong()
Arguments

None

Description

Returns the total virtual memory size in pages of the current process, or zero when there is no current process or
the number of pages couldn't be retrieved.

167



Memory Tapset

Name

function::proc_mem_size pid — Total program virtual memory size in pages

Synopsis

proc_nem si ze_pid: | ong(pid:|ong)
Arguments
pi d Thepid of processto examine

Description

Returns the total virtual memory sizein pages of the given process, or zero when that process doesn't exist or the
number of pages couldn't be retrieved.
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Memory Tapset

Name

function::proc_mem_string — Human readable string of current proc memory usage

Synopsis

proc_nmemstring:string()
Arguments
None

Description

Returns a human readable string showing the size, rss, shr, txt and data of the memory used by the current process.
For example “size: 301m, rss: 11m, shr: 8m, txt: 52k, data: 2248k”.
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Memory Tapset

Name

function::proc_mem_string_pid — Human readable string of process memory usage

Synopsis

proc_nem string_pid:string(pid:long)
Arguments
pi d Thepid of processto examine

Description

Returns a human readable string showing the size, rss, shr, txt and data of the memory used by the given process.
For example “size: 301m, rss: 11m, shr: 8m, txt: 52k, data: 2248k”.
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Memory Tapset

Name

function::proc_mem_txt — Program text (code) size in pages

Synopsis

proc_nemtxt: |l ong()
Arguments
None

Description

Returns the current process text (code) size in pages, or zero when there is no current process or the number of
pages couldn't be retrieved.
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Memory Tapset

Name

function::proc_mem_txt_pid — Program text (code) size in pages

Synopsis

proc_nemtxt_pid: | ong(pid:Iong)
Arguments

pi d Thepid of processto examine

Description

Returns the given process text (code) size in pages, or zero when the process doesn't exist or the number of pages
couldn't be retrieved.

172



Memory Tapset

Name

function::vm_fault_contains — Test return value for page fault reason

Synopsis

vm fault _contai ns: | ong(val ue: | ong, test: | ong)

Arguments

val ue thefault_typereturned by vm.page fault.return

t est the type of fault to test for (VM_FAULT_OOM or similar)
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Memory Tapset

Name

probe::vm.brk — Fires when a brk is requested (i.e. the heap will be resized)
Synopsis

vm brk

Values

| engt h  thelength of the memory segment
addr ess therequested address

nane name of the probe point

Context

The process calling brk.
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Memory Tapset

Name

probe::vm.kfree — Fireswhen kfree is requested

Synopsis

vm kfree

Values

cal l er_function nameof thecaller function.

ptr pointer to the kmemory allocated which is returned by kmalloc
nane name of the probe point

call _site address of the function calling this kmemory function
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Memory Tapset

Name

probe::vm.kmalloc — Fires when kmalloc is requested
Synopsis
vm kmal | oc

Values

ptr pointer to the kmemory alocated
cal l er_function nameof thecaller function
bytes_req regquested Bytes

bytes_all oc alocated Bytes

of p_fl ag_nane type of kmemory to allocate (in String format)

nane name of the probe point
call _site address of the kmemory function
of p_fl ags type of kmemory to allocate
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Memory Tapset

Name

probe::vm.kmalloc_node — Fires when kmalloc_node is requested
Synopsis
vm knal | oc_node

Values

gf p_flag_nane type of kmemory to allocate(in string format)

call _site address of the function caling this kmemory function
nane name of the probe point

bytes_all oc alocated Bytes

bytes_req requested Bytes

of p_fl ags type of kmemory to allocate

cal l er_function nameof thecaller function

ptr pointer to the kmemory alocated
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Memory Tapset

Name

probe::vm.kmem_cache aloc — Fires when kmem_cache alloc is requested
Synopsis

vm knem cache_al | oc

Values

gf p_fl ags type of kmemory to allocate
bytes_all oc alocated Bytes
bytes_req regquested Bytes

gf p_flag_nane type of kmemory to allocate(in string format)

nane name of the probe point
call _site address of the function calling this kmemory function.
ptr pointer to the kmemory alocated

cal l er_function nameof thecaller function.

178



Memory Tapset

Name

probe::vm.kmem_cache aloc_node — Fires when kmem_cache alloc_node is requested
Synopsis
vm knem cache_al | oc_node

Values

ptr pointer to the kmemory alocated

cal l er_function nameof thecaller function

of p_fl ags type of kmemory to allocate
bytes _req regquested Bytes
bytes_all oc alocated Bytes

of p_fl ag_nane type of kmemory to allocate(in string format)
call _site address of the function calling this kmemory function

nane name of the probe point
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Memory Tapset

Name

probe::vm.kmem_cache free — Fires when kmem_cache freeis requested

Synopsis

vm knem cache_free

Values

cal l er_function Nameof thecaller function.

ptr Pointer to the kmemory allocated which is returned by kmem_cache
nane Name of the probe point

call _site Address of the function calling this kmemory function
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Memory Tapset

Name

probe::vm.mmap — Fires when an mmap is requested
Synopsis
vm mrap

Values

| engt h  thelength of the memory segment
addr ess therequested address

nane name of the probe point

Context

The process calling mmap.
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Memory Tapset

Name

probe::vm.munmap — Fires when an munmap is requested
Synopsis
vm rmunmap

Values

nane name of the probe point
addr ess therequested address
 engt h  thelength of the memory segment

Context

The process calling munmap.
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Memory Tapset

Name
probe::vm.oom_kill — Fireswhen athread is selected for termination by the OOM Kkiller

Synopsis
vm oom ki | |

Values

nane name of the probe point

task thetask being killed

Context

The process that tried to consume excessive memory, and thus triggered the OOM.

183



Memory Tapset

Name
probe::vm.pagefault — Records that a page fault occurred

Synopsis

vm pagef aul t

Values
nane name of the probe point
addr ess the address of the faulting memory access; i.e. the address that caused the page fault

write_access indicates whether thiswas awrite or read access; 1 indicates awrite, while O indicates aread

Context

The process which triggered the fault
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Memory Tapset

Name
probe::vm.pagefault.return — Indicates what type of fault occurred

Synopsis
vm pagefaul t.return

Values

nane name of the probe point

fault _type returnseither 0 (VM_FAULT_OOM) for out of memory faults, 2 (VM_FAULT_MINOR) for
minor faults, 3 (VM_FAULT_MAJOR) for major faults, or 1 (VM_FAULT_SIGBUS) if the
fault was neither OOM, minor fault, nor major fault.
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Memory Tapset

Name
probe::vm.write_shared — Attempts at writing to a shared page

Synopsis
vmwite shared

Values

nane name of the probe point

addr ess the address of the shared write

Context

The context is the process attempting the write.

Description

Fires when a process attempts to write to a shared page. If a copy is necessary, this will be followed by a
vm.write_shared_copy.
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Memory Tapset

Name

probe::vm.write_shared copy — Page copy for shared page write

Synopsis

vm write_shared_copy

Values

zero boolean indicating whether it is a zero page (can do a clear instead of a copy)

addr ess The address of the shared write

nane Name of the probe point

Context

The process attempting the write.

Description

Fires when awrite to a shared page requires a page copy. Thisis always preceded by avm.write _shared.
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Chapter 7. Task Time Tapset

This tapset defines utility functions to query time related properties of the current tasks, trandate those in
miliseconds and human readable strings.
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Task Time Tapset

Name

function::cputime_to_msecs — Tranglates the given cputime into milliseconds

Synopsis

cputime_to_msecs: | ong(cputime: | ong)

Arguments

cputime Timeto convert to milliseconds.
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Task Time Tapset

Name

function::cputime_to_string — Human readable string for given cputime

Synopsis

cputime_to_string:string(cputine:long)

Arguments

cputime Timetotrandate.

Description

Equivalent to calling: msec_to_string (cputime_to_msecs (cputime).
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Task Time Tapset

Name

function::cputime_to_usecs — Translates the given cputime into microseconds

Synopsis

cputime_to_usecs: | ong(cputime: | ong)

Arguments

cputi me Timeto convert to microseconds.
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Task Time Tapset

Name

function::msecs_to_string — Human readable string for given milliseconds

Synopsis

msecs_to_string:string(nsecs:|ong)

Arguments

nsecs Number of milliseconds to translate.

Description

Returns a string representing the number of milliseconds as a human readable string consisting of “XmY.zZzZZs",
where X isthe number of minutes, Y isthe number of seconds and ZZZ is the number of milliseconds.
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Task Time Tapset

Name

function::nsecs _to_string— Human readable string for given nanoseconds

Synopsis

nsecs_to_string:string(nsecs:|ong)

Arguments

nsecs Number of nanoseconds to trandlate.

Description

Returns a string representing the number of nanoseconds as a human readable string consisting of
“XmY.ZZzZ7Zs', where X isthe number of minutes, Y isthe number of secondsand 2277277777 isthe number
of nanoseconds.
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Task Time Tapset

Name
function::task_start_time — Start time of the given task

Synopsis

task_start _time:long(tid:Iong)

Arguments

tid Threadid of the given task

Description

Returns the start time of the given task in nanoseconds since boot time or O if the task does not exist.
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Task Time Tapset

Name
function::task_stime — System time of the current task

Synopsis

task_stine: | ong()

Arguments
None

Description

Returns the system time of the current task in cputime. Does not include any time used by other tasks in this
process, nor does it include any time of the children of this task.
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Task Time Tapset

Name
function::task_stime_tid — System time of the given task

Synopsis

task_stime_tid:long(tid:long)
Arguments
tid Threadid of the given task

Description

Returns the system time of the given task in cputime, or zero if the task doesn't exist. Does not include any time
used by other tasksin this process, nor does it include any time of the children of this task.
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Task Time Tapset

Name
function::task_time_string — Human readable string of task time usage

Synopsis

task_tinme_string:string()
Arguments

None

Description

Returnsahuman readabl e string showing the user and system timethe current task has used up to now. For example
“usr: 0Om12.908s, sys. 1m6.851s”.
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Task Time Tapset

Name
function::task_time_string_tid — Human readabl e string of task time usage

Synopsis

task _time_string_tid:string(tid:|long)
Arguments

tid Threadid of the given task

Description

Returns a human readabl e string showing the user and system time the given task has used up to now. For example
“usr: 0Om12.908s, sys. 1m6.851s”.
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Task Time Tapset

Name

function::task_utime — User time of the current task

Synopsis

task_utine:long()

Arguments
None

Description

Returnsthe user time of the current task in cputime. Does not include any time used by other tasks in this process,
nor does it include any time of the children of this task.
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Task Time Tapset

Name

function::task_utime_tid — User time of the given task

Synopsis

task_utime_tid:long(tid:long)
Arguments
tid Threadid of the given task

Description

Returnsthe user time of the given task in cputime, or zero if the task doesn't exist. Does not include any time used
by other tasksin this process, nor does it include any time of the children of this task.
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Task Time Tapset

Name

function::usecs to_string — Human readable string for given microseconds

Synopsis

usecs_to_string:string(usecs:|ong)

Arguments

usecs Number of microseconds to trandate.

Description

Returns a string representing the number of microseconds as a human readable string consisting of
“XmY.ZZz277Z7Zs', where X is the number of minutes, Y is the number of seconds and ZZZZZ7Z7 is the number
of microseconds.
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Chapter 8. Scheduler Tapset

Thisfamily of probe pointsis used to probe the task scheduler activities. It contains the following probe points:
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Scheduler Tapset

Name

probe::scheduler.balance — A cpu attempting to find more work.
Synopsis
schedul er . bal ance

Values

nane name of the probe point

Context

The cpu looking for more work.
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Scheduler Tapset

Name

probe::scheduler.cpu_off — Process is about to stop running on a cpu
Synopsis
schedul er. cpu_of f

Values

nane name of the probe point
task_next the process replacing current
idle boolean indicating whether current is the idle process

task_prev the processleaving the cpu (same as current)

Context

The process leaving the cpul.
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Scheduler Tapset

Name

probe::scheduler.cpu_on — Process is beginning execution on a cpu
Synopsis
schedul er. cpu_on

Values

task_prev the processthat was previously running on this cpu

nane name of the probe point
idle - boolean indicating whether current is the idle process
Context

The resuming process.
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Scheduler Tapset

Name

probe::scheduler.ctxswitch — A context switch is occuring.
Synopsis
schedul er. ct xswi tch

Values

prev_tid The TID of the process to be switched out
prev_priority  Thepriority of the processto be switched out
prev_task_name Thename of the process to be switched out
prev_pid The PID of the process to be switched out
prevtsk_state thestateof the processto be switched out
next _priority  Thepriority of the processto be switched in

nexttsk _state thestateof the processto be switched in

nane name of the probe point
next _pid The PID of the process to be switched in
next tid The TID of the process to be switched in

next task _name The name of the processto be switched in
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Scheduler Tapset

Name
probe::scheduler.kthread stop — A thread created by kthread create is being stopped

Synopsis
schedul er. kt hread_st op

Values

thread_priority priority of thethread
thread_pid PID of the thread being stopped
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Scheduler Tapset

Name

probe::scheduler.kthread stop.return — A kthread is stopped and gets the return value
Synopsis

schedul er. kt hread_stop.return

Values

nane name of the probe point

return_val ue returnvalue after stopping the thread
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Scheduler Tapset

Name

probe::scheduler.migrate — Task migrating across cpus
Synopsis

schedul er. mgrate

Values

priority priority of thetask being migrated

cpu_to the destination cpu

pi d PID of the task being migrated
nane name of the probe point
t ask the process that is being migrated

cpu_from theorigina cpu
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Scheduler Tapset

Name

probe::scheduler.process _exit — Process exiting
Synopsis

schedul er. process_exi t

Values

priority priority of the process exiting

name name of the probe point

pi d PID of the process exiting
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Scheduler Tapset

Name

probe::scheduler.process fork — Process forked
Synopsis
schedul er. process_fork

Values

child _pid PID of the child process
parent pid PID of the parent process

nane name of the probe point
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Scheduler Tapset

Name

probe::scheduler.process free — Scheduler freeing a data structure for a process
Synopsis

schedul er. process_free

Values
nane name of the probe point
pi d PID of the process getting freed

priority priority of the process getting freed

212



Scheduler Tapset

Name

probe::scheduler.process wait — Scheduler starting to wait on a process
Synopsis
schedul er. process_wai t

Values

nane name of the probe point

pi d  PID of the process scheduler is waiting on
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Scheduler Tapset

Name
probe::scheduler.signal_send — Sending a signal

Synopsis
schedul er. si gnal _send

Values

si gnal _nunber signa number
pi d pid of the process sending signal

nane name of the probe point
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Scheduler Tapset

Name

probe::scheduler.tick — Schedulersinternal tick, a processes timeslice accounting is updated
Synopsis
schedul er.tick

Values

i dl e boolean indicating whether current is the idle process

name name of the probe point

Context

The process whose accounting will be updated.
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Scheduler Tapset

Name

probe::scheduler.wait_task — Waiting on atask to unschedule (become inactive)
Synopsis

schedul er.wait _task

Values

nane name of the probe point

task _priority priority of the task

task_pid PID of the task the scheduler is waiting on
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Scheduler Tapset

Name
probe::schedul er.wakeup — Task iswoken up

Synopsis
schedul er . wakeup

Values

task tid tid of the task being woken up

task _priority priority of the task being woken up

nane name of the probe point
task_state state of the task being woken up
task_cpu cpu of the task being woken up
task_pid PID of the task being woken up
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Scheduler Tapset

Name

probe::scheduler.wakeup _new — Newly created task iswoken up for thefirst time
Synopsis

schedul er. wakeup_new

Values

nane name of the probe point

task tid TID of the new task woken up

task_priority priority of the new task

task_state state of the task woken up
task_cpu cpu of the task woken up
task_pid PID of the new task woken up
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Chapter 9. IO Scheduler and block 10
Tapset

This family of probe pointsis used to probe block 1O layer and 10 scheduler activities. It contains the following
probe points:
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IO Scheduler and block 10 Tapset

Name

probe::ioblock.end — Fires whenever ablock /O transfer is complete.
Synopsis
i obl ock. end

Values

None

Description

nane - name of the probe point devnane - block device name i no - i-node number of the mapped file
byt es_done - number of bytes transferred sect or - beginning sector for the entire bio f | ags - see below
BIO_UPTODATE 0 ok after 1/0 completion BIO_ RW_BLOCK 1 RW_AHEAD set, and read/write would block
BIO_EOF 2 out-out-bounds error BIO_SEG _VALID 3 nr_hw_seg valid BIO_CLONED 4 doesn't own data
BIO_BOUNCED 5 bhio is a bounce bio BIO_USER_MAPPED 6 contains user pages BIO_EOPNOTSUPP 7
not supported er r or - 0 on success r w - binary trace for read/write request vcnt - bio vector count which
represents number of array element (page, offset, length) which makesup thisl/O requesti dx - offset into the bio
vector array phys_segnent s - number of segmentsin this bio after physical address coalescing is performed.
hw_segment s - number of segments after physical and DMA remapping hardware coalescing is performed
Si ze - total sizein bytes

Context

The process signals the transfer is done.
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IO Scheduler and block 10 Tapset

Name
probe::ioblock.request — Fires whenever making a generic block 1/0 request.

Synopsis
i obl ock. request

Values

None

Description

nane - name of the probe point devhane - block device name i no - i-node number of the mapped
file sect or - beginning sector for the entire bio fl ags - see below BIO_UPTODATE 0 ok after 1/O
completion BIO_RW_BLOCK 1 RW_AHEAD set, and read/write would block BIO_EOF 2 out-out-bounds error
BIO_SEG VALID 3nr_hw_segvaid BIO_CLONED 4 doesn't own dataBIO_BOUNCED 5 hio isabounce bio
BIO_USER_MAPPED 6 contains user pages BIO_EOPNOTSUPP 7 not supported

r w- binary trace for read/write request vent - bio vector count which represents number of array element (page,
offset, length) which make up this I/O request i dx - offset into the bio vector array phys_segnent s - number
of segmentsin thisbio after physical address coalescing is performed hw_segnent s - number of segments after
physical and DMA remapping hardware coalescing is performed si ze - total size in bytesbdev - target block
devicebdev_cont ai ns - pointsto the device object which contains the partition (when bio structure represents
apartition) p_start _sect - pointsto the start sector of the partition structure of the device

Context

The process makes block 1/0 request
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IO Scheduler and block 10 Tapset

Name

probe::ioblock_trace.bounce — Fires whenever a buffer bounce is needed for at least one page of a block 10
request.

Synopsis
i obl ock_trace. bounce

Values

None

Description

nane - name of the probe point q - request queue on which this bio was queued. devnamne - device for
which a buffer bounce was needed. i no - i-node number of the mapped file byt es_done - number of bytes
transferred sect or - beginning sector for the entire bio f | ags - see below BIO_UPTODATE 0 ok after 1/O
completion BIO_RW_BLOCK 1 RW_AHEAD set, and read/write would block BIO_EOF 2 out-out-bounds error
BIO_SEG VALID 3nr_hw_segvaid BIO_CLONED 4 doesn't own dataBIO_BOUNCED 5 hio is abounce bio
BIO_USER_MAPPED 6 contains user pages BIO_EOPNOTSUPP 7 not supported r w - binary trace for read/
write request vent - bio vector count which represents number of array element (page, offset, length) which
makes up this I/O request i dx - offset into the bio vector array phys_segnent s - number of segments in
this bio after physical address coalescing is performed. si ze - total size in bytes bdev - target block device
bdev_cont ai ns - points to the device object which contains the partition (when bio structure represents a
partition) p_st art _sect - pointsto the start sector of the partition structure of the device

Context

The process creating a block 10 request.
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IO Scheduler and block 10 Tapset

Name

probe::ioblock_trace.end — Fires whenever ablock 1/0 transfer is complete.
Synopsis
i obl ock_trace. end

Values

None

Description

nane - name of the probe point q - request queue on which this bio was queued. devnarne - block device
namei no - i-node number of the mapped file byt es_done - number of bytestransferred sect or - beginning
sector for the entire bio f | ags - see below BIO_UPTODATE 0 ok after 1/0O completion BIO_ RW_BLOCK 1
RW_AHEAD set, and read/write would block BIO_EOF 2 out-out-bounds error BIO_SEG_VALID 3nr_hw_seg
valid BIO_CLONED 4 doesn't own dataBIO_BOUNCED 5 hioisabouncebioBIO_USER_MAPPED 6 contains
user pages BIO_ EOPNOTSUPP 7 not supported

r w- binary trace for read/write request vent - bio vector count which represents number of array element (page,
offset, length) which makes up this1/O request i dx - offset into the bio vector array phys_segnent s - number
of segments in this bio after physical address coalescing is performed. si ze - total sizein bytes bdev - target
block device bdev_cont ai ns - points to the device object which contains the partition (when bio structure
represents apartition) p_st art _sect - pointsto the start sector of the partition structure of the device

Context

The process signals the transfer is done.
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IO Scheduler and block 10 Tapset

Name
probe::ioblock_trace.request — Fires just as ageneric block 1/O request is created for abio.

Synopsis
i obl ock_trace. request

Values

None

Description

nane - name of the probe point q - request queue on which this bio was queued. devnarne - block device
namei no - i-node number of the mapped file byt es_done - number of bytestransferred sect or - beginning
sector for the entire bio f | ags - see below BIO_UPTODATE 0 ok after 1/0O completion BIO_ RW_BLOCK 1
RW_AHEAD set, and read/write would block BIO_EOF 2 out-out-bounds error BIO_SEG_VALID 3nr_hw_seg
valid BIO_CLONED 4 doesn't own dataBIO_BOUNCED 5 hioisabouncebioBIO_USER_MAPPED 6 contains
user pages BIO_ EOPNOTSUPP 7 not supported

r w- binary trace for read/write request vent - bio vector count which represents number of array element (page,
offset, length) which make up this I/O request i dx - offset into the bio vector array phys_segnent s - number
of segments in this bio after physical address coalescing is performed. si ze - total sizein bytes bdev - target
block device bdev_cont ai ns - points to the device object which contains the partition (when bio structure
represents apartition) p_st art _sect - pointsto the start sector of the partition structure of the device

Context

The process makes block 1/0 request
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IO Scheduler and block 10 Tapset

Name
probe::ioscheduler.elv_add request — probe to indicate request is added to the request queue.

Synopsis

i oschedul er. el v_add_r equest

Values

rq Address of request.

di sk_mmaj or Disk major no of reguest.

q Pointer to request queue.
rg_flags Request flags.

di sk_mi nor Disk minor number of reguest.

el evat or _name Thetype of I/O elevator currently enabled.
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IO Scheduler and block 10 Tapset

Name

probe::ioscheduler.elv_add request.kp — kprobe based probe to indicate that a request was added to the request
queue

Synopsis
i oschedul er. el v_add_request. kp

Values

el evat or _name Thetypeof I/O elevator currently enabled

di sk_mi nor Disk minor number of the request
rg_flags Request flags

q pointer to request queue

di sk_mmaj or Disk major number of the request
rq Address of the request

nane Name of the probe point
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IO Scheduler and block 10 Tapset

Name
probe::ioscheduler.elv_add request.tp— tracepoint based probeto indicate arequest isadded to the request queue.

Synopsis

i oschedul er. el v_add_request.tp

Values

nane Name of the probe point

rq Address of request.

di sk_mmj or Disk major no of request.

q Pointer to request queue.
rg_flags Request flags.

di sk_m nor Disk minor number of request.

el evat or _name Thetypeof |/O elevator currently enabled.
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IO Scheduler and block 10 Tapset

Name
probe::ioscheduler.elv_completed request — Fires when arequest is completed

Synopsis

i oschedul er. el v_conpl et ed_r equest

Values

rq Address of the request
nane Name of the probe point
rg_flags Request flags

el evat or _name Thetypeof I/O elevator currently enabled
di sk_mi nor Disk minor number of the request

di sk_mmj or Disk major number of the request
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IO Scheduler and block 10 Tapset

Name

probe::ioscheduler.elv_next_request — Fires when arequest is retrieved from the request queue
Synopsis
i oschedul er. el v_next _request

Values

el evat or _name Thetypeof I/O elevator currently enabled

nane Name of the probe point
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IO Scheduler and block 10 Tapset

Name

probe::ioscheduler.elv_next_request.return — Fireswhen arequest retrieval issues areturn signal
Synopsis

i oschedul er. el v_next _request.return

Values
rq Address of the request
nane Name of the probe point

di sk_maj or Disk major number of the request
di sk_m nor Disk minor number of the request

rg_fl ags Request flags
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IO Scheduler and block 10 Tapset

Name
probe::ioscheduler_trace.elv_abort_request — Fires when arequest is aborted.

Synopsis

i oschedul er _trace. el v_abort _request

Values
di sk_mmj or Disk major no of request.
di sk_mi nor Disk minor number of reguest.

el evat or _name Thetype of I/O elevator currently enabled.

rg_flags Request flags.
nane Name of the probe point
rq Address of request.
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IO Scheduler and block 10 Tapset

Name
probe::ioscheduler_trace.elv_completed request — Fires when arequest is

Synopsis
i oschedul er _trace. el v_conpl et ed_r equest

Values

el evat or _name Thetypeof |/O elevator currently enabled.

di sk_mi nor Disk minor number of reguest.
rg_flags Request flags.

di sk_mmj or Disk major no of request.

rq Address of request.

nane Name of the probe point
Description

compl eted.
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IO Scheduler and block 10 Tapset

Name

probe::ioscheduler_trace.elv_issue request — Fireswhen arequest is
Synopsis

i oschedul er _trace. el v_i ssue_request

Values
di sk_mmj or Disk major no of request.
di sk_mi nor Disk minor number of reguest.

el evat or _name Thetype of I/O elevator currently enabled.

rg_flags Request flags.

rq Address of request.
nane Name of the probe point
Description

scheduled.
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IO Scheduler and block 10 Tapset

Name

probe::ioscheduler_trace.elv_requeue request — Fireswhen arequest is
Synopsis

i oschedul er _trace. el v_requeue_request

Values

nane Name of the probe point
rq Address of request.
rg_flags Request flags.

el evat or _name Thetypeof |/O elevator currently enabled.

di sk_mi nor Disk minor number of reguest.
di sk_mmj or Disk major no of request.
Description

put back on the queue, when the hadware cannot accept more requests.
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IO Scheduler and block 10 Tapset

Name

probe::ioscheduler_trace.plug — Fires when arequest queue is plugged;
Synopsis
i oschedul er _trace. pl ug

Values

nane Name of the probe point

rg_queue request queue

Description

ie, requests in the queue cannot be serviced by block driver.
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IO Scheduler and block 10 Tapset

Name

probe::ioscheduler_trace.unplug_io — Fires when arequest queue is unplugged;
Synopsis
i oschedul er _trace.unplug_io

Values

rg_queue request queue

name Name of the probe point

Description

Either, when number of pending requests in the queue exceeds threshold or, upon expiration of timer that was
activated when queue was plugged.
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IO Scheduler and block 10 Tapset

Name

probe::ioscheduler_trace.unplug_timer — Fires when unplug timer associated
Synopsis

i oschedul er _trace. unplug_ti mer

Values

rg_queue request queue

name Name of the probe point

Description

with arequest queue expires.
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Chapter 10. SCSI Tapset

Thisfamily of probe pointsis used to probe SCSI activities. It contains the following probe points:
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SCSI Tapset

Name

probe::scsi.iocompleted — SCSI mid-layer running the completion processing for block device 1/0 requests
Synopsis
scsi . i oconpl et ed

Values

req_addr The current struct request pointer, as a number

data_direction_str Datadirection, asastring

goodbyt es The bytes completed

host _no The host number

dev_id The scsi deviceid

device_state_str The current state of the device, asastring

[un The lun number

device_state The current state of the device

data_direction The data_direction specifies whether this command is from/to the device
channel The channel number
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SCSI Tapset

Name

probe::scsi.iodispatching — SCSI mid-layer dispatched low-level SCSI command

Synopsis

scsi . i odi spat chi ng

Values

request _bufflen The request buffer length

data_direction The data direction specifies whether this command is from/to the device 0
(DMA_BIDIRECTIONAL), 1(DMA_TO_DEVICE), 2(DMA_FROM_DEVICE),
3 (DMA_NONE)

channel The channel number

device_state The current state of the device

device_state_str The current state of the device, asastring

[ un The lun number

request _buffer The request buffer address

dev_id The scsi deviceid

host _no The host number

data_direction_str Datadirection, asastring

req_addr The current struct request pointer, as a number
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SCSI Tapset

Name

probe::scsi.iodone — SCSI command completed by low level driver and enqueued into the done queue.
Synopsis

scsi . i odone

Values

device_state_str The current state of the device, asastring

[ un The lun number

device_state The current state of the device

data_direction The data_direction specifies whether this command is from/to the device.
channel The channel number

dat a_direction_str Datadirection, asastring

req_addr The current struct request pointer, as a number
host _no The host number

scsi _timer_pendi ng 1if atimerispending on thisrequest

dev_id The scsi deviceid
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SCSI Tapset

Name

probe::scsi.ioentry — Prepares a SCS| mid-layer request

Synopsis
scsi.ioentry

Values

device_state

di sk_mi nor

di sk_mmj or
device_state_str

req_addr

The current state of the device

The minor number of the disk (-1 if no information)
The major number of the disk (-1 if no information)
The current state of the device, asastring

The current struct request pointer, as a number
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SCSI Tapset

Name

probe::scsi.ioexecute — Create mid-layer SCSI request and wait for the result
Synopsis
scsi . i oexecute

Values

data_direction_str Datadirection, asastring

host _no The host number

retries Number of times to retry request

ti meout Request timeout in seconds

dev_id The scsi deviceid

request _buffer The data buffer address
device_state_str The current state of the device, asastring
[ un The lun number

device_state The current state of the device
data_direction The data_direction specifies whether this command is from/to the device.
channel The channel number

request _bufflen The data buffer buffer length
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SCSI Tapset

Name

probe::scsi.set_state — Order SCSI device state change

Synopsis

scsi.set_state

Values

host _no
dev_id
state_str

old state str
channel

old state
state

| un

The host number

The scsi deviceid

The new state of the device, asastring
The current state of the device, asastring
The channel number

The current state of the device

The new state of the device

The lun number
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Chapter 11. TTY Tapset

Thisfamily of probe pointsisused to probe TTY (Teletype) activities. It contains the following probe points:
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TTY Tapset

Name
probe::tty.init — Called when atty is being initalized

Synopsis
tty.init
Values

nane the driver .dev_name name
dri ver_nane thedriver name

nodul e the module name
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TTY Tapset

Name

probe::tty.ioctl — called when aioctl is request to the tty
Synopsis

tty.ioctl

Values

cmd  theioctl command
arg theioctl argument

nane thefile name
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TTY Tapset

Name
probe::tty.open — Called when atty is opened
Synopsis

tty. open

Values

file flags thefileflags
file_name the file name
file_node the file mode

i node_nunber theinode number
i node_flags theinodeflags

i node_state theinode state
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TTY Tapset

Name

probe::tty.poll — Called when atty device is being polled
Synopsis

tty. pol |

Values

file_nanme thettyfilename

wai t _key  thewait queue key
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TTY Tapset

Name

probe::tty.read — called when atty line will be read
Synopsis

tty.read

Values

driver_nane thedriver name
file_name the file name Ireated to the tty
buf f er the buffer that will receive the characters

nr The amount of characters to be read
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TTY Tapset

Name

probe::tty.receive — called when atty receives a message
Synopsis

tty.receive

Values
id thetty id
name the name of the module file

driver _nane thedriver name

i ndex The tty Index

count The amount of characters received
fp The flag buffer

cp the buffer that was received

251



TTY Tapset

Name
probe::tty.register — Called when atty deviceisregistred

Synopsis
tty.register

Values

nodul e the module name
dri ver_nane thedriver name
namne the driver .dev_name name

i ndex the tty index requested
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TTY Tapset

Name
probe::tty.release — Called when the tty is closed

Synopsis
tty.rel ease

Values

file flags thefileflags
file_name the file name

i node_fl ags theinodeflags

i node_nunber theinode number
file_node the file mode

i node_state theinode state
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TTY Tapset

Name

probe::tty.resize — Called when aterminal resize happens
Synopsis

tty.resize

Values
nane the tty name
new_r ow the new row value

ol d_xpi xel theold xpixel
ol d_ypi xel theoldypixel
new_ypi xel the new ypixel value

new_xpi xel thenew xpixel value

ol d_col the old col value
ol d_row the old row value
new_col the new col value
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TTY Tapset

Name
probe::tty.unregister — Called when atty device is being unregistered

Synopsis
tty.unregister

Values

nodul e the module name
dri ver_nane thedriver name
namne the driver .dev_name name

i ndex the tty index requested

255



TTY Tapset

Name

probe::tty.write — write to the tty line
Synopsis
tty.wite

Values

buf f er the buffer that will be written
nr The amount of characters
file_name the file name Ireated to the tty

driver_nane thedriver name
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Chapter 12. Interrupt Request (IRQ)
Tapset

This family of probe points is used to probe interrupt request (IRQ) activities. It contains the following probe
points:
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Interrupt Request (IRQ) Tapset

Name

probe::irq_handler.entry — Execution of interrupt handler starting

Synopsis

irq_handler.entry

Values

thread fn
flags

t hr ead

t hread _fl ags
dir

dev_narme
handl er
action
flags_str
next irqaction
dev_id

irq

interrupt handler function for threaded interrupts
Flags for IRQ handler

thread pointer for threaded interrupts

Flags related to thread

pointer to the proc/irg/NN/name entry

name of device

interrupt handler function

struct irgaction* for thisinterrupt num
symbolic string representation of IRQ flags
pointer to next irgaction for shared interrupts
Cookie to identify device

irq number
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Interrupt Request (IRQ) Tapset

Name

probe::irq_handler.exit — Execution of interrupt handler completed
Synopsis
i rq_handl er.exit

Values

irq interrupt number

next _i rqacti on pointerto next irgaction for shared interrupts

dev_id Cookie to identify device

dir pointer to the proc/irg/NN/name entry
dev_nane name of device

handl er interrupt handler function that was executed
action struct irgaction*

flags_str symbolic string representation of IRQ flags
thread_fn interrupt handler function for threaded interrupts
flags flags for IRQ handler

t hr ead thread pointer for threaded interrupts

t hread_fl ags Flags related to thread

ret return value of the handler
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Interrupt Request (IRQ) Tapset

Name

probe::softirg.entry — Execution of handler for a pending softirg starting
Synopsis

softirqg.entry

Values
vec softirq_action vector
h struct softirg_action* for current pending softirq

action pointer to softirg handler just about to execute

vec_nr softirg vector number

260



Interrupt Request (IRQ) Tapset

Name

probe::softirg.exit — Execution of handler for a pending softirq compl eted
Synopsis

softirq.exit

Values

vec_nr softirg vector number

vec softirg_action vector

h struct softirg_action* for just executed softirq

action pointer to softirg handler that just finished execution
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Interrupt Request (IRQ) Tapset

Name

probe::workqueue.create — Creating a new workqueue
Synopsis
wor kqueue. creat e

Values

cpu cpu for which the worker thread is created

wg_t hread task_struct of the workqueue thread
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Interrupt Request (IRQ) Tapset

Name

probe::workqueue.destroy — Destroying workqueue
Synopsis
wor kqueue. dest r oy

Values

wg_t hread task_struct of the workqueue thread
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Interrupt Request (IRQ) Tapset

Name

probe::workqueue.execute — Executing deferred work
Synopsis
wor kqueue. execut e

Values

wor k_func pointer to handler function
wor k work_struct* being executed

wg_t hread task_struct of the workqueue thread
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Interrupt Request (IRQ) Tapset

Name

probe::workqueue.insert — Queuing work on aworkqueue
Synopsis
wor kqueue. i nsert

Values

wor k_func pointer to handler function
wor k work_struct* being queued

wg_t hread task_struct of the workqueue thread
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Chapter 13. Networking Tapset

Thisfamily of probe pointsis used to probe the activities of the network device and protocol layers.
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Networking Tapset

Name

function::format_ipaddr — Returns a string representation for an | P address

Synopsis

format _i paddr:string(addr:|long,famly:Ilong)

Arguments

addr the IP address

fam |y thelP addressfamily (either AF_INET or AF_INET6)
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Networking Tapset

Name

function::htonl — Convert 32-bit long from host to network order

Synopsis

ht onl : | ong(x: | ong)

Arguments

X Vaueto convert
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Networking Tapset

Name
function::htonll — Convert 64-bit long long from host to network order
Synopsis
htonl | : 1 ong(x: 1 ong)
Arguments

X Vaueto convert
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Networking Tapset

Name

function::htons — Convert 16-bit short from host to network order

Synopsis

ht ons: | ong(x: | ong)

Arguments

X Vaueto convert
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Networking Tapset

Name

function::ip_ntop — Returns a string representation for an 1Pv4 address

Synopsis

i p_ntop:string(addr:|ong)

Arguments

addr thelPv4 address represented as an integer
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Networking Tapset

Name

function::ntohl — Convert 32-bit long from network to host order

Synopsis

nt ohl : | ong(x: | ong)

Arguments

X Vaueto convert
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Networking Tapset

Name
function::ntohll — Convert 64-bit long long from network to host order
Synopsis
nt ohl I : 1 ong(x: 1 ong)
Arguments

X Vaueto convert
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Networking Tapset

Name

function::ntohs — Convert 16-bit short from network to host order

Synopsis

nt ohs: | ong(x: | ong)

Arguments

X Vaueto convert
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Networking Tapset

Name
probe::netdev.change_mac — Called when the netdev_name has the MAC changed

Synopsis
net dev. change_mac

Values

mac_|l en  TheMAC length
old_mac  Thecurrent MAC address
new mac  Thenew MAC address

dev_nanme Thedevicethat will have the MAC changed
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Networking Tapset

Name
probe::netdev.change_mtu — Called when the netdev MTU is changed

Synopsis
net dev. change_mtu

Values

dev_nanme Thedevicethat will have the MTU changed
old_mu  Thecurrent MTU

new mtu Thenew MTU
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Networking Tapset

Name
probe::netdev.change rx_flag — Called when the device RX flag will be changed

Synopsis
net dev. change_rx_fl ag

Values

dev_nanme Thedevicethat will be changed

fl ags The new flags

277



Networking Tapset

Name

probe::netdev.close — Called when the device is closed

Synopsis
net dev. cl ose

Values

dev_nanme Thedevicethat isgoingto be closed

278



Networking Tapset

Name
probe::netdev.get_stats — Called when someone asks the device statistics

Synopsis
net dev. get _stats

Values

dev_nanme Thedevicethat isgoing to provide the statistics
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Networking Tapset

Name
probe::netdev.hard_transmit — Called when the devicesis going to TX (hard)

Synopsis
net dev. hard_transnit

Values

prot ocol Theprotocol used in the transmission
[ ength The length of the transmit buffer.
truesi ze Thesizeof the datato be transmitted.

dev_nanme Thedevice scheduled to transmit
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Networking Tapset

Name
probe::netdev.ioctl — Called when the device suffersan IOCTL

Synopsis
net dev. i oct |

Values

arg ThelOCTL argument (usually the netdev interface)

cmd ThelOCTL request
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Networking Tapset

Name

probe::netdev.open — Called when the device is opened

Synopsis
net dev. open

Values

dev_nanme Thedevicethat isgoing to be opened
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Networking Tapset

Name

probe::netdev.receive — Data received from network device.
Synopsis
net dev. recei ve

Values

| ength The length of the receiving buffer.
dev_nane The name of the device. e.g: ethO, athl.

prot ocol Protocol of received packet.
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Networking Tapset

Name
probe::netdev.register — Called when the device is registered

Synopsis
net dev. r egi ster

Values

dev_nane Thedevicethat isgoing to be registered

284



Networking Tapset

Name

probe::netdev.rx — Called when the device is going to receive a packet
Synopsis
net dev. r x

Values

pr ot ocol The packet protocol

dev_nane The device received the packet
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Networking Tapset

Name

probe::netdev.set_promiscuity — Called when the device enters/leaves promiscuity
Synopsis
net dev. set _prom scuity

Values

inc Count the number of promiscuity openers
dev_nanme Thedevicethat isentering/leaving promiscuity mode
enabl e If the deviceis entering promiscuity mode

di sabl e If thedeviceisleaving promiscuity mode

286



Networking Tapset

Name

probe::netdev.transmit — Network device transmitting buffer
Synopsis
netdev. transmit

Values

prot ocol Theprotocol of this packet(defined in include/linux/if_ether.h).
dev_nane The name of the device. e.g: ethO, athl.
| ength The length of the transmit buffer.

truesi ze Thesize of the datato be transmitted.
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Networking Tapset

Name
probe::netdev.unregister — Called when the device is being unregistered

Synopsis
net dev. unr egi st er

Values

dev_nanme Thedevicethat isgoing to be unregistered

288



Networking Tapset

Name

probe::netfilter.arp.forward — - Called for each ARP packet to be forwarded

Synopsis

netfilter.arp.forward

Values

ar phdr

[ ength

nf _stolen
nf _accept
ar_data

i ndev

ar _tip
ar_hrd

pf

ar_tha
ar_pro

nf _stop
ar_hln
ar_op

out dev

nf _queue

i ndev_nane

out dev_nane

ar_sip
ar_sha
nf _repeat
ar_pln

nf_drop

Address of ARP header

The length of the packet buffer contents, in bytes

Constant used to signify a'stolen’ verdict

Constant used to signify an "accept' verdict

Address of ARP packet data region (after the header)

Address of net_device representing input device, 0 if unknown
Ethernet+IP only (ar_pro==0x800): target | P address

Format of hardware address

Protocol family -- always“arp”

Ethernet+IP only (ar_pro==0x800): target hardware (MAC) address
Format of protocol address

Constant used to signify a'stop’ verdict

Length of hardware address

ARP opcode (command)

Address of net_device representing output device, 0 if unknown
Constant used to signify a'queue’ verdict

Name of network device packet was received on (if known)
Name of network device packet will be routed to (if known)
Ethernet+IP only (ar_pro==0x800): source IP address
Ethernet+IP only (ar_pro==0x800): source hardware (MAC) address
Constant used to signify a'repesat’ verdict

Length of protocol address

Constant used to signify a'drop' verdict
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Networking Tapset

Name

probe::netfilter.arp.in — - Called for each incoming ARP packet

Synopsis

netfilter.arp.in

Values

| ength

ar phdr

i ndev

nf _accept
ar_data
nf _stolen
ar_tha

pf

ar_hrd

ar _tip

nf _queue
out dev
ar_op

nf _stop
ar_hln

ar_pro

out dev_nane

i ndev_nane
ar_sha
ar_sip
nf _drop
ar_pln

nf _repeat

The length of the packet buffer contents, in bytes
Address of ARP header

Address of net_device representing input device, 0 if unknown
Constant used to signify an "accept' verdict

Address of ARP packet data region (after the header)

Constant used to signify a'stolen’ verdict

Ethernet+IP only (ar_pro==0x800): target hardware (MAC) address
Protocol family -- always“arp”

Format of hardware address

Ethernet+IP only (ar_pro==0x800): target | P address

Constant used to signify a'queue’ verdict

Address of net_device representing output device, 0 if unknown
ARP opcode (command)

Constant used to signify a'stop' verdict

Length of hardware address

Format of protocol address

Name of network device packet will be routed to (if known)
Name of network device packet was received on (if known)
Ethernet+IP only (ar_pro==0x800): source hardware (MAC) address
Ethernet+IP only (ar_pro==0x800): source IP address

Constant used to signify a'drop’ verdict

Length of protocol address

Constant used to signify a'repeat’ verdict
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Networking Tapset

Name

probe::netfilter.arp.out — - Called for each outgoing ARP packet

Synopsis

netfilter.arp. out

Values

nf _accept
ar_data

i ndev

nf _stol en
[ ength

ar phdr

nf _queue
out dev
ar_op

nf _stop
ar_hln
ar_pro
ar_tha

pf

ar_hrd

ar _tip
ar_sha

ar_sip

out dev_nane

i ndev_nane
ar_pln
nf _drop

nf _repeat

Constant used to signify an "accept' verdict

Address of ARP packet data region (after the header)

Address of net_device representing input device, 0 if unknown
Constant used to signify a'stolen’ verdict

The length of the packet buffer contents, in bytes
Address of ARP header

Constant used to signify a'queue’ verdict

Address of net_device representing output device, 0 if unknown
ARP opcode (command)

Constant used to signify a'stop' verdict

Length of hardware address

Format of protocol address

Ethernet+IP only (ar_pro==0x800): target hardware (MAC) address
Protocol family -- aways“arp”

Format of hardware address

Ethernet+IP only (ar_pro==0x800): target | P address
Ethernet+IP only (ar_pro==0x800): source hardware (MAC) address
Ethernet+IP only (ar_pro==0x800): source IP address

Name of network device packet will be routed to (if known)
Name of network device packet was received on (if known)
Length of protocol address

Constant used to signify a'drop' verdict

Constant used to signify a'repeat’ verdict
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Networking Tapset

Name

probe::netfilter.bridge.forward — Called on an incoming bridging packet destined for some other computer

Synopsis

netfilter.bridge.forward

Values
br _msg

br vid

[l cpdu
nf_drop
br _prid

nf _repeat

out dev_nane

br _max

i ndev_nane

br_fd

pr ot ocol
br _poid
pf

br _mac
nf _queue
br _type
out dev
br_flags
nf _stop
br _cost
br rid

[ ength
nf _accept
br_rmac
i ndev

br hdr

Message age in 1/256 secs

Protocol version identifier

Address of LLC Protocol Data Unit

Constant used to signify a'drop' verdict

Protocol identifier

Constant used to signify a'repeat’ verdict

Name of network device packet will be routed to (if known)
Max age in 1/256 secs

Name of network device packet was received on (if known)
Forward delay in 1/256 secs

Packet protocol

Port identifier

Protocol family -- aways “bridge”

Bridge MAC address

Constant used to signify a'queue’ verdict

BPDU type

Address of net_device representing output device, 0 if unknown
BPDU flags

Constant used to signify a'stop’ verdict

Total cost from transmitting bridge to root

Identity of root bridge

The length of the packet buffer contents, in bytes

Constant used to signify an "accept' verdict

Root bridge MAC address

Address of net_device representing input device, 0 if unknown

Address of bridge header
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Networking Tapset

nf _stol en Constant used to signify a'stolen’ verdict
br _bid Identity of bridge
br_htinme Hello timein 1/256 secs

Il cproto_stp Constant used to signify Bridge Spanning Tree Protocol packet
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Name

probe::netfilter.bridge.local_in — Called on a bridging packet destined for the local computer

Synopsis

netfilter.bridge.local_in

Values
br _msg

br vid

[l cpdu
nf_drop
br _prid

nf _repeat

out dev_nane

i ndev_nane

br _max
br_fd

br _poid
pr ot ocol
pf

br _mac
nf _queue
br _type
out dev
br_flags
nf _stop
br _cost
br rid

[ ength
br_rmac
nf _accept
i ndev

br hdr

Message age in 1/256 secs

Protocol version identifier

Address of LLC Protocol Data Unit

Constant used to signify a'drop' verdict

Protocol identifier

Constant used to signify a'repeat’ verdict

Name of network device packet will be routed to (if known)
Name of network device packet was received on (if known)
Max age in 1/256 secs

Forward delay in 1/256 secs

Port identifier

Packet protocol

Protocol family -- aways “bridge”

Bridge MAC address

Constant used to signify a'queue’ verdict

BPDU type

Address of net_device representing output device, 0 if unknown
BPDU flags

Constant used to signify a'stop’ verdict

Total cost from transmitting bridge to root

Identity of root bridge

The length of the packet buffer contents, in bytes

Root bridge MAC address

Constant used to signify an "accept' verdict

Address of net_device representing input device, 0 if unknown

Address of bridge header
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nf _stol en Constant used to signify a'stolen’ verdict
br _bid Identity of bridge
Il cproto_stp Constant used to signify Bridge Spanning Tree Protocol packet

br_htine Hello timein 1/256 secs
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Name
probe::netfilter.bridge.local_out — Called on a bridging packet coming from alocal process

Synopsis
netfilter.bridge.local out

Values

out dev_nane  Name of network device packet will be routed to (if known)

i ndev_nane Name of network device packet was received on (if known)
br _max Max age in 1/256 secs

br _msg Message age in 1/256 secs

br_vid Protocol version identifier

Il cpdu Address of LLC Protocol Data Unit

nf _drop Constant used to signify a'drop' verdict

br _prid Protocol identifier

nf _repeat Constant used to signify a'repeat’ verdict

br _rid Identity of root bridge

l ength The length of the packet buffer contents, in bytes

i ndev Address of net_device representing input device, 0 if unknown
nf _accept Constant used to signify an "accept' verdict

br_rnmac Root bridge MAC address

br hdr Address of bridge header

br _bid Identity of bridge

nf _stol en Constant used to signify a'stolen’ verdict

br_htine Hello timein 1/256 secs

Il cproto_stp Constant used to signify Bridge Spanning Tree Protocol packet

br_fd Forward delay in 1/256 secs

pr ot ocol Packet protocol

br_poi d Port identifier

pf Protocol family -- aways “bridge”
br_nmac Bridge MAC address

nf _queue Constant used to signify a'queue’ verdict
br _type BPDU type
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out dev Address of net_device representing output device, 0 if unknown
br_flags BPDU flags

nf_stop Constant used to signify a'stop' verdict

br cost Total cost from transmitting bridge to root
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Name

probe::netfilter.bridge.post_routing — - Called before a bridging packet hits the wire

Synopsis

netfilter.bridge.post_routing

Values

| ength

br rid

nf _stol en
br_bid

Il cproto_stp
br_htinme
nf _accept
br_rmac

br hdr

i ndev

pf

br _mac

br fd
br_poid

pr ot ocol

nf _stop
br_flags
br cost

br _type

nf _queue
out dev

br max

i ndev_nane
out dev_nane
br_vid

Il cpdu

The length of the packet buffer contents, in bytes

Identity of root bridge

Constant used to signify a'stolen’ verdict

Identity of bridge

Constant used to signify Bridge Spanning Tree Protocol packet
Hellotimein 1/256 secs

Constant used to signify an "accept' verdict

Root bridge MAC address

Address of bridge header

Address of net_device representing input device, 0 if unknown
Protocol family -- aways “bridge”

Bridge MAC address

Forward delay in 1/256 secs

Port identifier

Packet protocol

Constant used to signify a'stop' verdict

BPDU flags

Total cost from transmitting bridge to root

BPDU type

Constant used to signify a'queue’ verdict

Address of net_device representing output device, 0 if unknown
Max agein 1/256 secs

Name of network device packet was received on (if known)
Name of network device packet will be routed to (if known)
Protocol version identifier

Address of LLC Protocol Data Unit
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br _nsg
nf _repeat
nf_drop

br _prid

Message age in 1/256 secs
Constant used to signify a'repeat’ verdict
Constant used to signify a'drop’ verdict

Protocol identifier
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Name

probe::netfilter.bridge.pre_routing — - Called before a bridging packet is routed

Synopsis

netfilter.bridge.pre_routing

Values

out dev

br _type
nf _queue
br _cost
br flags
nf _stop
pr ot ocol
br _poid
br fd

br _mac

pf

nf _accept
br rmac

i ndev

br hdr
br_htine
Il cproto_stp
br _bid

nf _stol en
br rid

| ength
br_prid
nf _drop
nf _repeat
br _mnsg

br vid

Address of net_device representing output device, 0 if unknown
BPDU type

Constant used to signify a'queue’ verdict

Total cost from transmitting bridge to root

BPDU flags

Constant used to signify a'stop' verdict

Packet protocol

Port identifier

Forward delay in 1/256 secs

Bridge MAC address

Protocol family -- aways “bridge”

Constant used to signify an "accept’ verdict

Root bridge MAC address

Address of net_device representing input device, 0 if unknown
Address of bridge header

Hello timein 1/256 secs

Constant used to signify Bridge Spanning Tree Protocol packet
Identity of bridge

Constant used to signify a'stolen’ verdict

Identity of root bridge

The length of the packet buffer contents, in bytes

Protocol identifier

Constant used to signify a'drop' verdict

Constant used to signify a'repeat’ verdict

Message age in 1/256 secs

Protocol version identifier
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Il cpdu
out dev_nane
br _max

i ndev_nane

Address of LLC Protocol Data Unit
Name of network device packet will be routed to (if known)
Max agein 1/256 secs

Name of network device packet was received on (if known)
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Name

probe::netfilter.ip.forward — Called on an incoming | P packet addressed to some other computer

Synopsis

netfilter.ip.forward

Values

psh

dport

[ ength

urg
nf_stol en
rst

nf _accept

i ndev

syn

i pproto_udp
pf

pr ot ocol

i phdr

nf _stop

out dev

nf _queue
sport

ack

i ndev_nane
saddr

out dev_nane
fin

famly
daddr

i pproto_tcp

nf _repeat

TCP PSH flag (if protocol is TCP; ipv4 only)

TCP or UDP destination port (ipv4 only)

The length of the packet buffer contents, in bytes

TCP URG flag (if protocol is TCP; ipv4 only)

Constant used to signify a'stolen’ verdict

TCP RST flag (if protocol is TCP; ipv4 only)

Constant used to signify an "accept' verdict

Address of net_device representing input device, 0 if unknown
TCP SYN flag (if protocol is TCP; ipv4 only)

Constant used to signify that the packet protocol is UDP
Protocol family -- either “ipv4” or “ipv6”

Packet protocol from driver (ipv4 only)

Address of IP header

Constant used to signify a'stop' verdict

Address of net_device representing output device, 0 if unknown
Constant used to signify a'queue’ verdict

TCP or UDP source port (ipv4 only)

TCP ACK flag (if protocol is TCP; ipv4 only)

Name of network device packet was received on (if known)
A string representing the source |P address

Name of network device packet will be routed to (if known)
TCP FIN flag (if protocol is TCP; ipv4 only)

IP address family

A string representing the destination | P address

Constant used to signify that the packet protocol is TCP

Constant used to signify a'repeat’ verdict
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nf _drop Constant used to signify a'drop' verdict
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Name

probe::netfilter.ip.local_in — Called on an incoming IP packet addressed to the local computer

Synopsis

netfilter.ip.local_in

Values

i ndev

rst

nf _accept
nf_stol en
urg

psh

dport

| ength

out dev
sport

nf _queue
nf _stop

pr ot ocol

i phdr

syn

i pproto_udp
pf

fam ly

out dev_nane
saddr

fin

i ndev_nane
ack
nf_drop

nf _repeat

daddr

Address of net_device representing input device, 0 if unknown
TCP RST flag (if protocol is TCP; ipv4 only)

Constant used to signify an "accept’ verdict

Constant used to signify a'stolen’ verdict

TCP URG flag (if protocol is TCP; ipv4 only)

TCP PSH flag (if protocol is TCP; ipv4 only)

TCP or UDP destination port (ipv4 only)

The length of the packet buffer contents, in bytes

Address of net_device representing output device, 0 if unknown
TCP or UDP source port (ipv4 only)

Constant used to signify a'queue’ verdict

Constant used to signify a'stop' verdict

Packet protocol from driver (ipv4 only)

Address of IP header

TCP SYN flag (if protocol is TCP; ipv4 only)

Constant used to signify that the packet protocol is UDP
Protocol family -- either “ipv4” or “ipv6”

IP address family

Name of network device packet will be routed to (if known)
A string representing the source |P address

TCPFIN flag (if protocol is TCP; ipv4 only)

Name of network device packet was received on (if known)
TCP ACK flag (if protocol is TCP; ipv4 only)

Constant used to signify a'drop' verdict

Constant used to signify a'repeat’ verdict

A string representing the destination | P address
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i pproto_tcp Constant used to signify that the packet protocol is TCP
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Name

probe::netfilter.ip.local_out — Called on an outgoing I P packet

Synopsis

netfilter.ip.local_out

Values

urg
psh

dport

[ ength

rst

i ndev

nf _accept

nf _stol en

i phdr

pr ot ocol

pf

i pproto_udp
syn

sport

nf _queue
out dev

nf _stop

fin

saddr

out dev_nane
ack

i ndev_nane
famly

i pproto_tcp
daddr

nf _drop

TCP URG flag (if protocol is TCP; ipv4 only)

TCP PSH flag (if protocol is TCP; ipv4 only)

TCP or UDP destination port (ipv4 only)

The length of the packet buffer contents, in bytes

TCP RST flag (if protocol is TCP; ipv4 only)

Address of net_device representing input device, 0 if unknown
Constant used to signify an "accept' verdict

Constant used to signify a'stolen’ verdict

Address of |P header

Packet protocol from driver (ipv4 only)

Protocol family -- either “ipv4” or “ipv6”

Constant used to signify that the packet protocol is UDP
TCP SYN flag (if protocol is TCP; ipv4 only)

TCP or UDP source port (ipv4 only)

Constant used to signify a'queue’ verdict

Address of net_device representing output device, 0 if unknown
Constant used to signify a'stop' verdict

TCPFIN flag (if protocol is TCP; ipv4 only)

A string representing the source | P address

Name of network device packet will be routed to (if known)
TCP ACK flag (if protocol is TCP; ipv4 only)

Name of network device packet was received on (if known)
IP address family

Constant used to signify that the packet protocol is TCP

A string representing the destination | P address

Constant used to signify a'drop' verdict
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nf _repeat Constant used to signify a'repeat’ verdict
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Name

probe::netfilter.ip.post_routing — Called immediately before an outgoing | P packet leaves the computer

Synopsis

netfilter.ip.post_routing

Values

nf _drop

nf _repeat

i pproto_tcp
daddr
famly

fin

saddr

out dev_nane
i ndev_nane
ack

sport

nf _queue
out dev

nf _stop

i phdr

pr ot ocol

pf

syn

i pproto_udp
i ndev

rst

nf _accept
nf_stol en
urg

psh

dport

Constant used to signify a'drop’ verdict

Constant used to signify a'repeat’ verdict

Constant used to signify that the packet protocol is TCP

A string representing the destination | P address

IP address family

TCP FIN flag (if protocol is TCP; ipv4 only)

A string representing the source | P address

Name of network device packet will be routed to (if known)
Name of network device packet was received on (if known)
TCP ACK flag (if protocol is TCP; ipv4 only)

TCP or UDP source port (ipv4 only)

Constant used to signify a'queue’ verdict

Address of net_device representing output device, 0 if unknown
Constant used to signify a'stop' verdict

Address of IP header

Packet protocol from driver (ipv4 only)

Protocol family -- either “ipv4” or “ipv6”

TCP SYN flag (if protocol is TCP; ipv4 only)

Constant used to signify that the packet protocol is UDP
Address of net_device representing input device, 0 if unknown
TCP RST flag (if protocol is TCP; ipv4 only)

Constant used to signify an "accept’ verdict

Constant used to signify a'stolen’ verdict

TCP URG flag (if protocol is TCP; ipv4 only)

TCP PSH flag (if protocol is TCP; ipv4 only)

TCP or UDP destination port (ipv4 only)
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| ength The length of the packet buffer contents, in bytes
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Name

probe::netfilter.ip.pre_routing — Called before an IP packet is routed

Synopsis

netfilter.ip.pre_routing

Values

nf _stolen
nf _accept
rst

i ndev

psh

 ength
dport

urg

nf _stop
out dev

nf _queue
sport

i pproto_udp
syn

pf

pr ot ocol

i phdr

fam ly

i ndev_nane
ack

saddr

out dev_nane
fin

nf _repeat
nf_drop

daddr

Constant used to signify a'stolen’ verdict

Constant used to signify an "accept’ verdict

TCP RST flag (if protocol is TCP; ipv4 only)

Address of net_device representing input device, 0 if unknown
TCP PSH flag (if protocol is TCP; ipv4 only)

The length of the packet buffer contents, in bytes

TCP or UDP destination port (ipv4 only)

TCP URG flag (if protocol is TCP; ipv4 only)

Constant used to signify a'stop’ verdict

Address of net_device representing output device, 0 if unknown
Constant used to signify a'queue’ verdict

TCP or UDP source port (ipv4 only)

Constant used to signify that the packet protocol is UDP
TCP SYN flag (if protocol is TCP; ipv4 only)

Protocol family - either 'ipv4' or 'ipv6'

Packet protocol from driver (ipv4 only)

Address of |P header

IP address family

Name of network device packet was received on (if known)
TCP ACK flag (if protocol is TCP; ipv4 only)

A string representing the source |P address

Name of network device packet will be routed to (if known)
TCP FIN flag (if protocol is TCP; ipv4 only)

Constant used to signify a'repeat’ verdict

Constant used to signify a'drop' verdict

A string representing the destination | P address
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i pproto_tcp Constant used to signify that the packet protocol is TCP
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Name

probe::sunrpc.clnt.bind_new_program — Bind a new RPC program to an existing client
Synopsis

sunrpc. cl nt. bi nd_new_program

Values

ol d vers the version of old RPC program
pr og the number of new RPC program
ol d_prog the number of old RPC program

server name the server machine name
ol d_progname the name of old RPC program
pr ogharme the name of new RPC program

vers the version of new RPC program
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Name

probe::sunrpc.clnt.call_async — Make an asynchronous RPC call

Synopsis

sunrpc.clnt.call_async

Values

pr ot
server name
procnane
vers
flags

pr ognane
proc
prog
port
dead

xi d

the | P protocol number

the server machine name

the procedure name in this RPC call
the RPC program version humber
flags

the RPC program name

the procedure number in this RPC call
the RPC program number

the port number

whether this client is abandoned

current transmission id
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Name

probe::sunrpc.clnt.call_sync — Make a synchronous RPC call

Synopsis

sunrpc.clnt.call_sync

Values

prog

port

proc

xi d

dead

pr ocnane
pr ot
server name
pr ognane
flags

vers

the RPC program number

the port number

the procedure number in this RPC call
current transmission id

whether this client is abandoned

the procedure name in this RPC call
the | P protocol number

the server machine name

the RPC program name

flags

the RPC program version number
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Name

probe::sunrpc.clnt.clone_client — Clone an RPC client structure
Synopsis
sunrpc.clnt.clone_client

Values

vers the RPC program version humber
aut hf | avor the authentication flavor

server name the server machine name

pr ot the | P protocol number

port the port number

pr ogname the RPC program name

pr og the RPC program number
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Name

probe::sunrpc.clnt.create client — Create an RPC client
Synopsis

sunrpc.clnt.create_client

Values
port the port number
pr og the RPC program number

pr ogname the RPC program name

vers the RPC program version humber
aut hfl avor the authentication flavor

server name the server machine name

pr ot the | P protocol number
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Name
probe::sunrpc.clnt.restart_call — Restart an asynchronous RPC call

Synopsis
sunrpc.clnt.restart_call

Values

tk_flags the task flags

pr og the RPC program number
tk_priority thetask priority

xi d the transmission id
tk_pid the debugging aid of task
servernanme theserver machine name

tk_runstate thetaskrun status

317



Networking Tapset

Name

probe::sunrpc.clnt.shutdown_client — Shutdown an RPC client

Synopsis

sunrpc. cl nt. shut down_cl i ent

Values

om queue
netreconn
aut hf | avor
port

om byt es_sent
prog

om ntrans

om ops

vers

t asks

cl ones

pr ogname
rpcecnt

omrtt

server nane

pr ot

om execut e

om bytes_recv

the jiffies queued for xmit

the count of reconnections

the authentication flavor

the port number

the count of bytes out

the RPC program number

the count of RPC transmissions
the count of operations

the RPC program version number
the number of references

the number of clones

the RPC program name

the count of RPC calls

the RPC RTT jiffies

the server machine name

the I P protocol number

the RPC execution jiffies

the count of bytesin
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Name

probe::sunrpc.sched.delay — Delay an RPC task
Synopsis

sunr pc. sched. del ay

Values

tk _pid the debugging id of the task

xi d the transmission id in the RPC call
pr og the program number in the RPC call

tk_flags theflagsof thetask

vers the program version in the RPC call
del ay the time delayed
pr ot the IP protocol in the RPC call
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Name

probe::sunrpc.sched.execute — Execute the RPC “scheduler’
Synopsis
sunrpc. sched. execut e

Values

Xi d the transmission id in the RPC call
tk_pid the debugging id of the task

tk_flags theflagsof thetask

pr og the program number in the RPC call
vers the program version in the RPC call
pr ot the IP protocol in the RPC call
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Name

probe::sunrpc.sched.new_task — Create new task for the specified client
Synopsis

sunrpc. sched. new_t ask

Values

vers the program version in the RPC call

pr ot the IP protocol in the RPC call

xid the transmission id in the RPC call

pr og the program number in the RPC call

tk_flags theflagsof thetask
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Name

probe::sunrpc.sched.release task — Release all resources associated with a task
Synopsis
sunrpc. sched. rel ease_t ask

Values

tk_flags theflagsof thetask

pr og the program number in the RPC call
xid the transmission id in the RPC call
pr ot the IP protocol in the RPC call
vers the program version in the RPC call
Description

rpc_rel ease_t ask function might not be found for a particular kernel. So, if we can't find it, just return '-1'
for everything.
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Name

probe::sunrpc.svc.create — Create an RPC service
Synopsis
sunrpc. svc. create

Values

pr og the number of the program
prognamne the name of the program
buf si ze  thebuffer size

pg_nvers the number of supported versions
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Name

probe::sunrpc.svc.destroy — Destroy an RPC service
Synopsis
sunrpc. svc. dest r oy

Values

r pcbadaut h the count of requests drooped for authentication failure
r pcbadf m the count of requests dropped for bad formats
sv_prognane  thename of the program

rpccnt the count of valid RPC requests

Sv_nane the service name

nett cpconn the count of accepted TCP connections
sv_nrthreads thenumber of concurrent threads

net cnt the count of received RPC requests

SvV_prog the number of the program
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Name
probe::sunrpc.svc.drop — Drop RPC request

Synopsis
sunrpc. svc. drop

Values

rg_xid thetransmissionid intherequest
rg_prog theprogram number in the request
rgq_prot thelP protocol of the reqeust

peer i p thepeer address where the request is from
rg_proc theprocedure number in the request
rg_vers theprogram versionin the request

sv_nane the service name
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Name

probe::sunrpc.sve.process — Process an RPC request
Synopsis

sunrpc. svc. process

Values

rq_prog the program number in the request
rg_xid the transmission id in the request
sv_nane the service name

rg_vers the program version in the request

peer _ip the peer address where the request is from
rg_proc the procedure number in the request

sv_nrthreads thenumber of concurrent threads
rqg_pr ot the IP protocol of the reqeust

SvV_prog the number of the program

326



Networking Tapset

Name

probe::sunrpc.sve.recv — Listen for the next RPC request on any socket
Synopsis

sunrpc. svc. recv

Values
SV_hane the service name
ti meout the timeout of waiting for data

sv_nrthreads thenumber of concurrent threads

SV_prog the number of the program

327



Networking Tapset

Name

probe::sunrpc.svc.register — Register an RPC service with the local portmapper
Synopsis

sunrpc. svc. regi st er

Values
pr og the number of the program
port the port number

pr ogname the name of the program
sv_nane theservice name

pr ot the IP protocol number

Description

If prot o and port areboth O, then unregister a service.
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Name

probe::sunrpc.sve.send — Return reply to RPC client
Synopsis
sunrpc. svc. send

Values

rg_xid thetransmissionid intherequest
rg_prog theprogram number in the request
rg_proc theprocedure number in the request

peer i p thepeer address where the request is from
rg_prot thelP protocol of the regeust

sv_name the service name

rg_vers theprogram versionin the request

329



Networking Tapset

Name

probe::tcp.disconnect — TCP socket disconnection
Synopsis
t cp. di sconnect

Values

sport TCP source port

flags TCPflags(eg. FIN, etc)

sock Network socket

dport TCP destination port

nane Name of this probe

fam |y 1P addressfamily

saddr A string representing the source |P address

daddr A string representing the destination | P address

Context

The process which disconnects tcp
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Name

probe::tcp.disconnect.return — TCP socket disconnection complete
Synopsis
tcp. di sconnect.return

Values

ret Error code (0: no error)

nanme Name of thisprobe

Context

The process which disconnects tcp
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Name
probe::tcp.receive — Called when a TCP packet is received

Synopsis
tcp. receive

Values

prot ocol Packet protocol from driver

rst TCPRST flag

sport TCP source port

fin TCPFIN flag

psh TCP PSH flag

urg TCP URG flag

saddr A string representing the source | P address
daddr A string representing the destination | P address
syn TCP SYN flag

dport TCP destination port

famly IP address family

nane Name of the probe point

ack TCPACK flag

i phdr IP header address
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Name

probe::tcp.recvmsg — Receiving TCP message
Synopsis

tcp. recvisg

Values

sport TCP source port

si ze Number of bytes to be received
sock Network socket

dport TCP destination port

nane Name of this probe

fam |y 1P addressfamily

daddr A string representing the destination | P address

saddr A string representing the source | P address

Context

The process which receives a tcp message
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Name
probe::tcp.recvmsg.return — Receiving TCP message compl ete

Synopsis
tcp.recvimsg. return

Values

si ze Number of bytesreceived or error code if an error occurred.
dport TCP destination port

nane Name of this probe

fam |y |Paddressfamily

saddr A string representing the source | P address

daddr A string representing the destination | P address

sport TCP source port

Context

The process which receives atcp message
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Name
probe::tcp.sendmsg — Sending a tcp message

Synopsis
t cp. sendnsg

Values

fam |y |Paddressfamily
nane Name of this probe
sock Network socket

si ze Number of bytesto send

Context

The process which sends a tcp message
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Name
probe::tcp.sendmsg.return — Sending TCP message is done

Synopsis
tcp. sendnmsg. return

Values

si ze Number of bytes sent or error code if an error occurred.

nanme Name of thisprobe

Context

The process which sends a tcp message
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Name
probe::tcp.setsockopt — Call to set sockopt

Synopsis
t cp. set sockopt

Values

| evel Thelevel at which the socket options will be manipul ated
optlen  Usedtoaccessvaluesfor set sockopt

opt name TCP socket options (e.g. TCP_NODELAY, TCP_MAXSEG, etc)
optstr Resolves optname to a human-readabl e format

famly  IPaddressfamily

nane Name of this probe
sock Network socket
Context

The process which calls setsockopt
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Name

probe::tcp.setsockopt.return — Return from set sockopt
Synopsis
tcp. setsockopt.return

Values

ret Error code (0: no error)

nanme Name of thisprobe

Context

The process which calls setsockopt
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Name

probe::udp.disconnect — Fires when a process requests for a UDP disconnection
Synopsis
udp. di sconnect

Values

sock Network socket used by the process

saddr A string representing the source | P address
sport UDP source port

fam |y |Paddressfamily

flags Flags(eg. FIN, etc)

daddr A string representing the destination | P address
nane The name of this probe

dport UDP destination port

Context

The process which requests a UDP disconnection
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Networking Tapset

Name
probe::udp.disconnect.return — UDP has been disconnected successfully

Synopsis
udp. di sconnect.return

Values

saddr A string representing the source |P address
ret Error code (0: no error)

sport UDP source port

fam |y |Paddressfamily

nane The name of this probe

dport UDP destination port

daddr A string representing the destination | P address

Context

The process which requested a UDP disconnection




Networking Tapset

Name

probe::udp.recvmsg — Fires whenever a UDP message is received
Synopsis
udp. recvnsg

Values

sport UDP source port

sock Network socket used by the process

saddr A string representing the source |P address
nane The name of this probe

dport UDP destination port

daddr A string representing the destination | P address
fam |y |Paddressfamily

si ze Number of bytes received by the process

Context

The process which received a UDP message
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Networking Tapset

Name

probe::udp.recvmsg.return — Fires whenever an attempt to receive a UDP message received is completed
Synopsis
udp. recvnsg. return

Values

sport UDP source port

saddr A string representing the source | P address
daddr A string representing the destination | P address
nane The name of this probe

dport UDP destination port

si ze Number of bytes received by the process

fam |y |Paddressfamily

Context

The process which received a UDP message
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Networking Tapset

Name

probe::udp.sendmsg — Fires whenever a process sends a UDP message
Synopsis
udp. sendnsg

Values

dport UDP destination port

nane The name of this probe

daddr A string representing the destination | P address
fam |y |Paddressfamily

si ze Number of bytes sent by the process

sport UDP source port

saddr A string representing the source |P address

sock Network socket used by the process

Context

The process which sent a UDP message




Networking Tapset

Name

probe::udp.sendmsg.return — Fires whenever an attempt to send a UDP message is completed
Synopsis
udp. sendnsg. return

Values

nane The name of this probe

si ze Number of bytes sent by the process

Context

The process which sent a UDP message




Chapter 14. Socket Tapset

Thisfamily of probe pointsis used to probe socket activities. It contains the following probe points:




Socket Tapset

Name

function::inet_get_ip_source — Provide | P source address string for a kernel socket

Synopsis

i net_get _ip_source:string(sock:|ong)

Arguments

sock pointer to the kernel socket
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Socket Tapset

Name

function::inet_get_local_port — Provide local port number for a kernel socket

Synopsis

i net_get | ocal port:|ong(sock: | ong)

Arguments

sock pointer to the kernel socket
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Socket Tapset

Name

function::sock_fam_num2str — Given a protocol family number, return a string representation

Synopsis

sock_fam nunPstr:string(famly:|ong)

Arguments

fam |y Thefamily number




Socket Tapset

Name

function::sock_fam_str2num — Given a protocol family name (string), return the corresponding protocol family
number

Synopsis

sock_fam str2num |l ong(fam ly:string)

Arguments

fam |y Thefamily name
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Socket Tapset

Name

function::sock_prot_num2str — Given a protocol number, return a string representation

Synopsis

sock_prot _nunmRstr:string(proto:long)

Arguments

prot o The protocol number
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Socket Tapset

Name

function::sock_prot_str2num — Given a protocol name (string), return the corresponding protocol number

Synopsis

sock_prot _str2num | ong( proto:string)

Arguments

prot o The protocol name
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Socket Tapset

Name

function::sock_state num2str — Given a socket state number, return a string representation

Synopsis

sock_state _nunRstr:string(state:|long)

Arguments

state The state number
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Socket Tapset

Name

function::sock_state str2num — Given a socket state string, return the corresponding state number

Synopsis

sock_state_str2num | ong(state:string)

Arguments

state Thestate name

353



Socket Tapset

Name

probe::socket.aio_read — Receiving message viasock _ai o_r ead
Synopsis
socket . ai o_read

Values

prot ocol Protocol value

type Socket type value
famly Protocol family value
state Socket state value

fl ags Socket flags value
nane Name of this probe

si ze Message size in bytes
Context

The message sender
Description

Fires at the beginning of receiving a message on a socket viathe sock _ai o_r ead function
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Socket Tapset

Name

probe::socket.aio_read.return — Conclusion of message received viasock_ai o_r ead
Synopsis
socket.aio read.return

Values

success  Wasreceive successful? (1 = yes, 0 = no)
fl ags Socket flags value
state Socket state value

prot ocol Protocol value

famly Protocol family value

type Socket type value

si ze Size of message received (in bytes) or error code if success=0
nane Name of this probe

Context

The message receiver.

Description

Fires at the conclusion of receiving a message on asocket viathesock _ai o_r ead function
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Socket Tapset

Name

probe::socket.aio_write— Message send viasock_aio_wite
Synopsis

socket.aio wite

Values
flags Socket flags value
state Socket state value

pr ot ocol Protocol value

famly Protocol family value
type Socket type value

si ze Message size in bytes
nane Name of this probe
Context

The message sender
Description

Fires at the beginning of sending a message on a socket viathesock_ai o_wr i t e function
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Socket Tapset

Name

probe::socket.aio_write.return — Conclusion of message send viasock_ai o_wite
Synopsis
socket.aio wite.return

Values

success  Wasreceive successful? (1 = yes, 0 = no)
fl ags Socket flags value
state Socket state value

prot ocol Protocol value

famly Protocol family value

type Socket type value

si ze Size of message received (in bytes) or error code if success=0
nane Name of this probe

Context

The message receiver.

Description

Fires at the conclusion of sending a message on a socket viathesock_ai o_wri t e function
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Socket Tapset

Name

probe::socket.close — Close a socket
Synopsis
socket . cl ose

Values

type Socket type value
famly Protocol family value

pr ot ocol Protocol value

state Socket state value

fl ags Socket flags value

nane Name of this probe
Context

The requester (user process or kernel)

Description

Fires at the beginning of closing a socket.

358



Socket Tapset

Name

probe::socket.close.return — Return from closing a socket
Synopsis
socket.cl ose.return

Values

nane Name of this probe

Context

The requester (user process or kernel)

Description

Fires at the conclusion of closing a socket.
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Socket Tapset

Name

probe::socket.create — Creation of a socket
Synopsis

socket . create

Values

famly Protocol family value
type Socket type value

pr ot ocol Protocol value

nane Name of this probe

request er Requested by user process or the kernel (1 = kernel, 0 = user)

Context

The requester (see requester variable)

Description

Fires at the beginning of creating a socket.
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Socket Tapset

Name

probe::socket.create.return — Return from Creation of a socket
Synopsis
socket.create.return

Values

request er Requested by user process or the kernel (1 = kernel, 0 = user)

err Error codeif success ==

nane Name of this probe

success Was socket creation successful? (1 = yes, 0 = no)
pr ot ocol Protocol value

famly Protocol family value

type Socket type value

Context

The requester (user process or kernel)

Description

Fires at the conclusion of creating a socket.
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Socket Tapset

Name

probe::socket.read iter — Receiving messageviasock_read_i ter
Synopsis
socket.read iter

Values

state Socket state value

prot ocol Protocol value

famly Protocol family value
type Socket type value

fl ags Socket flags value

si ze Message size in bytes
nane Name of this probe
Context

The message sender
Description

Fires at the beginning of receiving a message on a socket viathesock_read_i t er function
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Socket Tapset

Name

probe::socket.read iter.return — Conclusion of message received viasock _read_iter
Synopsis
socket.read iter.return

Values

success  Wasreceive successful? (1 = yes, 0 = no)

fl ags Socket flags value
state Socket state value
famly Protocol family value
type Socket type value

pr ot ocol Protocol value
si ze Size of message received (in bytes) or error code if success=0

nane Name of this probe

Context

The message receiver.

Description

Fires at the conclusion of receiving a message on asocket viathesock _read_i t er function
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Socket Tapset

Name

probe::socket.readv — Receiving amessage viasock_r eadv
Synopsis
socket . r eadv

Values

state Socket state value

prot ocol Protocol value

famly Protocol family value
type Socket type value

fl ags Socket flags value

si ze Message size in bytes
nane Name of this probe
Context

The message sender
Description

Fires at the beginning of receiving a message on a socket viathe sock_r eadv function
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Socket Tapset

Name

probe::socket.readv.return — Conclusion of receiving amessageviasock_r eadv
Synopsis

socket.readv. return

Values
nane Name of this probe
si ze Size of message received (in bytes) or error code if success =0

pr ot ocol Protocol value

famly Protocol family value
type Socket type value
state Socket state value
flags Socket flags value

success  Wasreceive successful? (1 = yes, 0 = no)

Context

The message receiver.

Description

Fires at the conclusion of receiving a message on asocket viathesock_r eadv function
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Socket Tapset

Name

probe::socket.receive — Message received on a socket.
Synopsis

socket . recei ve

Values
si ze Size of message received (in bytes) or error code if success=0
nane Name of this probe

success  Wassend successful? (1 =yes, 0 = no)

flags Socket flags value
state Socket state value
famly Protocol family value
type Socket type value

prot ocol Protocol value

Context

The message receiver
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Socket Tapset

Name
probe::socket.recvmsg — Message being received on socket

Synopsis

socket . recvnsg

Values

si ze Message size in bytes
nane Name of this probe
state Socket state value
famly Protocol family value
type Socket type value

pr ot ocol Protocol value

flags Socket flags value

Context

The message receiver.

Description

Fires at the beginning of receiving a message on a socket viathesock_r ecvnsg function
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Socket Tapset

Name

probe::socket.recvmsg.return — Return from Message being received on socket
Synopsis

socket.recvnsg.return

Values

si ze Size of message received (in bytes) or error code if success=0
nane Name of this probe

state Socket state value

prot ocol Protocol value

type Socket type value

famly Protocol family value

success  Wasreceive successful? (1 =yes, 0 = no)

fl ags Socket flags value

Context

The message receiver.

Description

Fires at the conclusion of receiving a message on a socket viathe sock_r ecvnsg function.
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Socket Tapset

Name
probe::socket.send — Message sent on a socket.

Synopsis

socket . send

Values

nane Name of this probe

si ze Size of message sent (in bytes) or error code if success =0
fl ags Socket flags value

success  Wassend successful? (1 =yes, 0 =no)
prot ocol Protocol value

type Socket type value

famly Protocol family value

state Socket state value

Context

The message sender
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Socket Tapset

Name

probe::socket.sendmsg — Message is currently being sent on a socket.
Synopsis

socket . sendnsg

Values

si ze Message size in bytes

nane Name of this probe

state Socket state value

famly Protocol family value

type Socket type value

pr ot ocol Protocol value

flags Socket flags value

Context

The message sender

Description

Fires at the beginning of sending a message on a socket viathe sock _sendnsg function
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Socket Tapset

Name

probe::socket.sendmsg.return — Return from socket.sendmsg.
Synopsis
socket . sendnsg. return

Values

prot ocol Protocol value

famly Protocol family value
type Socket type value
state Socket state value
fl ags Socket flags value

success  Wassend successful? (1 =yes, 0 = no)
nane Name of this probe
si ze Size of message sent (in bytes) or error code if success =0

Context

The message sender.

Description

Fires at the conclusion of sending a message on a socket viathe sock _sendnsg function
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Socket Tapset

Name

probe::socket.write_iter — Message sendviasock_write_iter
Synopsis

socket.wite iter

Values

nane Name of this probe

si ze Message size in bytes

fl ags Socket flags value

prot ocol Protocol value

type Socket type value
famly Protocol family value
state Socket state value

Context

The message sender

Description

Fires at the beginning of sending a message on a socket viathesock_write_iter function
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Socket Tapset

Name

probe::socket.write_iter.return — Conclusion of message send viasock_wite_ iter
Synopsis
socket.wite iter.return

Values

flags Socket flags value

success  Wasreceive successful? (1 = yes, 0 = no)
type Socket type value

famly Protocol family value

prot ocol Protocol value

state Socket state value

nane Name of this probe

si ze Size of message received (in bytes) or error code if success =0

Context

The message receiver.

Description

Fires at the conclusion of sending a message on a socket viathesock_write_iter function
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Socket Tapset

Name

probe::socket.writev — Message sent viasocket _writ ev
Synopsis

socket.witev

Values

nane Name of this probe

si ze Message size in bytes

fl ags Socket flags value

prot ocol Protocol value

type Socket type value
famly Protocol family value
state Socket state value

Context

The message sender

Description

Fires at the beginning of sending a message on a socket viathe sock_wr i t ev function
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Socket Tapset

Name

probe::socket.writev.return — Conclusion of message sent viasocket _writev
Synopsis

socket.writev.return

Values

nane Name of this probe

si ze Size of message sent (in bytes) or error code if success =0
fl ags Socket flags value

success  Wassend successful? (1 =yes, 0 =no)
type Socket type value

famly Protocol family value

prot ocol Protocol value

state Socket state value

Context

The message receiver.

Description

Fires at the conclusion of sending a message on a socket viathesock _wr i t ev function
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Chapter 15. SNMP Information Tapset

This family of probe pointsis used to probe socket activities to provide SNMP type information. It contains the
following functions and probe points:
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SNMP Information Tapset

Name

function::ipmib_filter_key — Default filter function for ipmib.* probes

Synopsis

ipmb_filter_key:1ong(skb:Iong, op:long, Sourcel sLocal : 1 ong)

Arguments
skb pointer to the struct sk_buff
op value to be counted if skb passes the filter

Sour cel sLocal 1lislocal operation and Oisnon-local operation

Description

Thisfunctionisadefault filter function. The user can replace thisfunction with their own. The user-supplied filter
function returns an index key based on the values in skb. A return value of 0 means this particular skb should
be not be counted.

377



SNMP Information Tapset

Name
function::ipmib_get_proto — Get the protocol value

Synopsis

i pm b_get _proto:long(skb: | ong)

Arguments

skb pointer to a struct sk_buff

Description

Returns the protocol value from skb.
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SNMP Information Tapset

Name
function::ipmib_local_addr — Get the local ip address

Synopsis

i pm b_l ocal _addr: 1 ong(skb: I ong, Sourcel sLocal : | ong)

Arguments

skb pointer to a struct sk_buff

Sour cel sLocal flagto indicate whether local operation

Description

Returnsthe local ip address skb.
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SNMP Information Tapset

Name

function::ipmib_remote_addr — Get the remote ip address

Synopsis

i pm b_renot e_addr: | ong(skb: 1 ong, Sourcel sLocal : | ong)

Arguments

skb pointer to a struct sk_buff

Sour cel sLocal flagto indicate whether local operation

Description

Returns the remote ip address from skb.

380



SNMP Information Tapset

Name
function::ipmib_tcp_local_port — Get the local tcp port

Synopsis

i pm b_tcp_l ocal _port:Iong(skb: | ong, Sourcel sLocal : | ong)

Arguments

skb pointer to a struct sk_buff

Sour cel sLocal flagto indicate whether local operation

Description

Returnsthe local tcp port from skb.
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SNMP Information Tapset

Name

function::ipmib_tcp_remote_port — Get the remote tcp port

Synopsis

ipm b_tcp_remote_port: | ong(skb: | ong, Sourcel sLocal : | ong)

Arguments

skb pointer to a struct sk_buff

Sour cel sLocal flagto indicate whether local operation

Description

Returns the remote tcp port from skb.
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SNMP Information Tapset

Name

function::linuxmib_filter key — Default filter function for linuxmib.* probes

Synopsis

linuxm b_filter_key:long(sk:Iong, op:long)

Arguments

sk pointer to the struct sock

op vaueto becounted if sk passesthefilter

Description

Thisfunctionisadefault filter function. The user can replace thisfunction with their own. The user-supplied filter
function returns an index key based on the values in sk. A return value of 0 means this particular sk should be
not be counted.
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SNMP Information Tapset

Name

function::tcpmib_filter key — Default filter function for tcpmib.* probes

Synopsis

tcpm b_filter_key:long(sk: | ong, op:|ong)

Arguments

sk pointer to the struct sock being acted on

op vaueto becounted if sk passesthefilter

Description

Thisfunctionisadefault filter function. The user can replace thisfunction with their own. The user-supplied filter
function returns an index key based on the values in sk. A return value of 0 means this particular sk should be
not be counted.
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SNMP Information Tapset

Name
function::tcpmib_get_state — Get a socket's state

Synopsis

tcpm b_get _state:long(sk:Iong)

Arguments

sk pointer to astruct sock

Description

Returns the sk_state from a struct sock.
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SNMP Information Tapset

Name
function::tcpmib_local_addr — Get the source address

Synopsis

tcpm b_I ocal _addr: | ong(sk: | ong)

Arguments

sk pointer to astruct inet_sock

Description

Returns the saddr from a struct inet_sock in host order.
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SNMP Information Tapset

Name
function::tcpmib_local_port — Get the local port

Synopsis

tcpm b_I ocal _port: 1 ong(sk: | ong)

Arguments

sk pointer to astruct inet_sock

Description

Returns the sport from a struct inet_sock in host order.
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SNMP Information Tapset

Name

function::tcpmib_remote_addr — Get the remote address

Synopsis

tcpm b_renote_addr: | ong(sk: | ong)

Arguments

sk pointer to astruct inet_sock

Description

Returns the daddr from a struct inet_sock in host order.
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SNMP Information Tapset

Name

function::tcpmib_remote_port — Get the remote port

Synopsis

tcpm b_renote_port: | ong(sk: | ong)

Arguments

sk pointer to astruct inet_sock

Description

Returns the dport from a struct inet_sock in host order.
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SNMP Information Tapset

Name
probe::ipmib.ForwDatagrams — Count forwarded packet

Synopsis
i pm b. For wDat agr ams

Values

skb pointer to the struct sk_buff being acted on

op  vaueto be added to the counter (default value of 1)

Description

The packet pointed to by skb is filtered by the function i pmi b_filter_key. If the packet
passes the filter is is counted in the global ForwbDat agrams (equivalent to SNMPs MIB
IPSTATS MIB_OUTFORWDATAGRAMYS)
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SNMP Information Tapset

Name
probe::ipmib.FragFails — Count datagram fragmented unsuccessfully

Synopsis
i pm b. FragFail s

Values

op Vaueto be added to the counter (default value of 1)

skb pointer to the struct sk_buff being acted on

Description

The packet pointed to by skb isfiltered by the functioni pri b_fi | t er _key. If the packet passes thefilter is
is counted in the global Fr agFai | s (equivalent to SNMPsMIB IPSTATS MIB_FRAGFAILYS)
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SNMP Information Tapset

Name
probe::ipmib.FragOKs — Count datagram fragmented successfully

Synopsis
i pm b. FragOKs
Values

skb pointer to the struct sk_buff being acted on

op  vaueto be added to the counter (default value of 1)

Description

The packet pointed to by skb isfiltered by the functioni pri b_fi | t er _key. If the packet passes thefilter is
is counted in the global Fr agOKs (equivalent to SNMP'sMIB IPSTATS MIB_FRAGOKYS)
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SNMP Information Tapset

Name

probe::ipmib.InAddrErrors — Count arriving packets with an incorrect address

Synopsis
i pm b. I nAddrErrors

Values

op vaueto be added to the counter (default value of 1)

skb pointer to the struct sk_buff being acted on

Description

The packet pointed to by skb isfiltered by the functioni pri b_fi | t er _key. If the packet passes thefilter is
is counted in the global | nAddr Er r or s (equivalent to SNMP'sMIB IPSTATS MIB_INADDRERRORS)
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SNMP Information Tapset

Name

probe::ipmib.InDiscards — Count discarded inbound packets
Synopsis
i pm b. 1 nDi scards

Values

skb pointer to the struct sk_buff being acted on

op  vaueto be added to the counter (default value of 1)

Description

The packet pointed to by skb isfiltered by the functioni pri b_fi | t er _key. If the packet passes thefilter is
iscounted inthe global | nDi scar ds (equivalent to SNMPsMIB STATS MIB_INDISCARDS)
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SNMP Information Tapset

Name

probe::ipmib.InNoRoutes — Count an arriving packet with no matching socket
Synopsis
i pm b. 1 nNoRout es

Values

skb pointer to the struct sk_buff being acted on

op  vaueto be added to the counter (default value of 1)

Description

The packet pointed to by skb isfiltered by the functioni pri b_fi | t er _key. If the packet passes thefilter is
is counted in the global | nNoRout es (equivalent to SNMP'sMIB IPSTATS MIB_INNOROUTES)
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SNMP Information Tapset

Name

probe::ipmib.InReceives — Count an arriving packet
Synopsis
i pm b. |l nRecei ves

Values

skb pointer to the struct sk_buff being acted on

op  vaueto be added to the counter (default value of 1)

Description

The packet pointed to by skb isfiltered by the functioni pri b_fi | t er _key. If the packet passes thefilter is
iscounted in the global | nRecei ves (equivalent to SNMPsMIB IPSTATS MIB_INRECEIVES)

396



SNMP Information Tapset

Name

probe::ipmib.lnUnknownProtos — Count arriving packets with an unbound proto
Synopsis
i pm b. I nUnknownPr ot os

Values

op vaueto be added to the counter (default value of 1)

skb pointer to the struct sk_buff being acted on

Description

The packet pointed to by skb is filtered by the function i pmi b_filter_key. If the packet
passes the filter is is counted in the global | nUnknownProt os (equivdent to SNMPs MIB
IPSTATS _MIB_INUNKNOWNPROTOS)
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SNMP Information Tapset

Name
probe::ipmib.OutRequests — Count a request to send a packet

Synopsis
i pm b. Qut Request s

Values

op vaueto be added to the counter (default value of 1)

skb pointer to the struct sk_buff being acted on

Description

The packet pointed to by skb isfiltered by the functioni pri b_fi | t er _key. If the packet passes thefilter is
is counted in the global Qut Request s (equivalent to SNMPsMIB IPSTATS MIB_OUTREQUESTS)
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SNMP Information Tapset

Name

probe::ipmib.ReasmRegds — Count number of packet fragments reassembly requests

Synopsis
i pm b. ReasnReqds

Values

skb pointer to the struct sk_buff being acted on

op  vaueto be added to the counter (default value of 1)
Description

The packet pointed to by skb isfiltered by the functioni pri b_fi | t er _key. If the packet passes thefilter is
is counted in the global ReasmReqds (equivalent to SNMPsMIB IPSTATS MIB_REASMREQDS)
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SNMP Information Tapset

Name

probe::ipmib.ReasmTimeout — Count Reassembly Timeouts

Synopsis
i pm b. Reasnili neout

Values

op vaueto be added to the counter (default value of 1)

skb pointer to the struct sk_buff being acted on

Description

The packet pointed to by skb isfiltered by the functioni pri b_fi | t er _key. If the packet passes thefilter is
is counted in the global Reasnili meout (equivalent to SNMP'sMIB IPSTATS MIB_REASMTIMEOQOUT)
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SNMP Information Tapset

Name
probe::linuxmib.DelayedA CKs— Count of delayed acks

Synopsis
i nuxm b. Del ayedACKs

Values

op Valueto be added to the counter (default value of 1)

sk Pointer to the struct sock being acted on

Description

The packet pointed to by skb isfiltered by thefunction| i nuxni b_fi | t er _key. If the packet passesthefilter
isis counted in the global Del ayedACKs (equivalent to SNMPsMIB LINUX_MIB_DELAYEDACKS)
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SNMP Information Tapset

Name

probe::linuxmib.ListenDrops — Count of times conn request that were dropped

Synopsis
[ i nuxm b. Li st enDr ops

Values

op Valueto be added to the counter (default value of 1)

sk Pointer to the struct sock being acted on

Description

The packet pointed to by skb isfiltered by thefunction| i nuxni b_fi | t er _key. If the packet passesthefilter
isiscounted in the global Li st enDr ops (equivalent to SNMPsMIB LINUX_MIB_LISTENDROPS)
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SNMP Information Tapset

Name

probe::linuxmib.ListenOverflows — Count of times alisten queue overflowed
Synopsis
['i nuxm b. Li stenOverfl ows

Values

sk Pointer to the struct sock being acted on

op Vaueto be added to the counter (default value of 1)

Description

The packet pointed to by skb is filtered by the function i nuxmi b_filter_key. If the packet
passes the filter is is counted in the global ListenOverflows (equivdent to SNMPs MIB
LINUX_MIB_LISTENOVERFLOWS)
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SNMP Information Tapset

Name

probe::linuxmib. TCPMemoryPressures — Count of times memory pressure was used
Synopsis
i nuxm b. TCPMenor yPr essur es

Values

op Valueto be added to the counter (default value of 1)

sk Pointer to the struct sock being acted on

Description

The packet pointed to by skb is filtered by the function i nuxmi b_filter_key. If the packet
passes the filter is is counted in the globa TCPMenoryPressures (equivaent to SNMPs MIB
LINUX_MIB_TCPMEMORY PRESSURES)
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SNMP Information Tapset

Name

probe::tcpmib.ActiveOpens — Count an active opening of a socket

Synopsis
tcpm b. Acti veOpens

Values

op valueto be added to the counter (default value of 1)

sk pointer to the struct sock being acted on

Description

The packet pointed to by skb isfiltered by the functiont cpmi b_fil t er _key. If the packet passes the filter
isis counted in the global Act i veOpens (equivalent to SNMPsMIB TCP_MIB_ACTIVEOPENS)
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SNMP Information Tapset

Name
probe::tcpmib.AttemptFails — Count a failed attempt to open a socket

Synopsis
tcpm b. Attenpt Fail s

Values

sk pointer to the struct sock being acted on

op vaueto be added to the counter (default value of 1)
Description

The packet pointed to by skb isfiltered by the functiont cpmi b_fil t er _key. If the packet passes the filter
isis counted in the global At t enpt Fai | s (equivalent to SNMPsMIB TCP_MIB_ATTEMPTFAILYS)
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SNMP Information Tapset

Name
probe::tcpmib.CurrEstab — Update the count of open sockets

Synopsis
tcpm b. Curr Est ab

Values

op valueto be added to the counter (default value of 1)

sk pointer to the struct sock being acted on

Description

The packet pointed to by skb isfiltered by the functiont cpmi b_fil t er _key. If the packet passes the filter
isis counted in the global Cur r Est ab (equivalent to SNMPsMIB TCP_MIB_CURRESTAB)
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SNMP Information Tapset

Name
probe::tcpmib.EstabResets — Count the reset of a socket

Synopsis
tcpm b. Est abReset s

Values

op valueto be added to the counter (default value of 1)

sk pointer to the struct sock being acted on

Description

The packet pointed to by skb isfiltered by the functiont cpmi b_fil t er _key. If the packet passes the filter
isis counted in the global Est abReset s (equivalent to SNMPsMIB TCP_MIB_ESTABRESETS)
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SNMP Information Tapset

Name

probe::tcpmib.InSegs — Count an incoming tcp segment

Synopsis

tcpm b. 1 nSegs

Values

op valueto be added to the counter (default value of 1)

sk pointer to the struct sock being acted on

Description

The packet pointed to by skb is filtered by the functiont cpmi b_filter_key (oripm b_filter_key

for tcp v4). If the packet passes the filter is is counted in the global | nSegs (equivalent to SNMP's MIB
TCP_MIB_INSEGS)
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SNMP Information Tapset

Name
probe::tcpmib.OutRsts — Count the sending of areset packet

Synopsis
tcpm b. Qut Rst s

Values

sk pointer to the struct sock being acted on

op vaueto be added to the counter (default value of 1)

Description

The packet pointed to by skb isfiltered by the functiont cpmi b_fil t er _key. If the packet passes the filter
isis counted in the global Qut Rst s (equivalent to SNMPsMIB TCP_MIB_OUTRSTYS)
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SNMP Information Tapset

Name
probe::tcpmib.OutSegs — Count the sending of a TCP segment

Synopsis
tcpm b. Qut Segs

Values

sk pointer to the struct sock being acted on

op vaueto be added to the counter (default value of 1)

Description

The packet pointed to by skb isfiltered by the functiont cpmi b_fil t er _key. If the packet passes the filter
isis counted in the global Qut Segs (equivalent to SNMP'sMIB TCP_MIB_OUTSEGS)
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SNMP Information Tapset

Name
probe::tcpmib.PassiveOpens — Count the passive creation of a socket

Synopsis
tcpm b. Passi veQpens

Values

op valueto be added to the counter (default value of 1)

sk pointer to the struct sock being acted on

Description

The packet pointed to by skb isfiltered by the functiont cpmi b_fil t er _key. If the packet passes the filter
isis counted in the global Passi veQpens (equivalent to SNMPsMIB TCP_MIB_PASSIVEOPENS)
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SNMP Information Tapset

Name
probe::tcpmib.RetransSegs — Count the retransmission of a TCP segment

Synopsis
tcpm b. Ret ransSegs

Values

sk pointer to the struct sock being acted on

op vaueto be added to the counter (default value of 1)

Description

The packet pointed to by skb isfiltered by the functiont cpmi b_fil t er _key. If the packet passes the filter
isis counted in the global Ret r ans Segs (equivalent to SNMPsMIB TCP_MIB_RETRANSSEGS)
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Chapter 16. Kernel Process Tapset

Thisfamily of probe pointsis used to probe process-related activities. It contains the following probe points:
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Kernel Process Tapset

Name
function::get_loadavg_index — Get the load average for a specified interval

Synopsis

get | oadavg_i ndex: | ong(i ndx: | ong)

Arguments

i ndx Theload average interval to capture.

Description

This function returns the load average at a specified interval. The three load average values 1, 5 and 15 minute
average correspondsto indexes 0, 1 and 2 of the avenrun array - see linux/sched.h. Please note that the truncated-
integer portion of the load averageis returned. If the specified index is out-of-bounds, then an error message and
exception is thrown.
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Kernel Process Tapset

Name
function::sprint_loadavg — Report a pretty-printed load average

Synopsis

sprint_| oadavg: string()

Arguments

None

Description

Returns the a string with three decimal numbers in the usua format for 1-, 5- and 15-minute load averages.
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Kernel Process Tapset

Name

function::target_set pid — Does pid descend from target process?

Synopsis

target _set pid(pid:)
Arguments

pi d Thepid of the processto query

Description

This function returns whether the given process-id is within the “target set”, that is whether it is a descendant of
the top-level t ar get process.
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Kernel Process Tapset

Name
function::target_set report — Print areport about the target set

Synopsis

target_set_report()

Arguments

None

Description

This function prints a report about the processesin the target set, and their ancestry.
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Kernel Process Tapset

Name

probe::kprocess.create — Fires whenever a new process or thread is successfully created
Synopsis
kprocess. create

Values

new pi d ThePID of the newly created process

new_ tid TheTID of the newly created task

Context

Parent of the created process.

Description

Fires whenever a new process is successfully created, either as a result of fork (or one of its syscall variants), or
anew kernel thread.
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Kernel Process Tapset

Name

probe::kprocess.exec — Attempt to exec to a new program

Synopsis

kprocess. exec

Values

filenane The pathtothe new executable

args The arguments to pass to the new executable, including the Oth arg (SystemTap v2.5+)

nane Name of the system call (“execve’) (SystemTap v2.5+)

argstr A string containing the filename followed by the arguments to pass, excluding Oth arg (SystemTap
v2.5+)

Context

The caller of exec.

Description

Fires whenever a process attempts to exec to a new program. Aliased to the syscall.execve probe in SystemTap
Vv2.5+.
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Kernel Process Tapset

Name

probe::kprocess.exec_complete — Return from exec to a new program
Synopsis
kprocess. exec_conpl ete

Values

success A boolean indicating whether the exec was successful
nane Name of the system call (“execve’) (SystemTap v2.5+)
retstr A string representation of errno (SystemTap v2.5+)

errno The error number resulting from the exec

Context

On success, the context of the new executable. On failure, remains in the context of the caller.

Description

Fires at the completion of an exec call. Aliased to the syscall.execve.return probe in SystemTap v2.5+.
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Kernel Process Tapset

Name

probe::kprocess.exit — Exit from process
Synopsis
kprocess. exi t

Values

code Theexit code of the process

Context

The process which is terminating.

Description

Fires when a process terminates. This will always be followed by a kprocess.release, though the latter may be
delayed if the process waitsin azombie state.
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Kernel Process Tapset

Name

probe::kprocess.release — Process released
Synopsis
kprocess. rel ease

Values

rel eased _tid TID of thetask being released
pi d Sameasr el eased_pi d for compatibility (deprecated)
t ask A task handle to the process being rel eased

rel eased_pid PID of the process being released

Context

The context of the parent, if it wanted notification of this process termination, el se the context of the processitself.

Description

Fires when a process is released from the kernel. This always follows a kprocess.exit, though it may be delayed
somewhat if the process waitsin azombie state.
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Kernel Process Tapset

Name

probe::kprocess.start — Starting new process
Synopsis
kprocess. start

Values

None

Context

Newly created process.

Description

Firesimmediately before a new process begins execution.
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Chapter 17. Signal Tapset

Thisfamily of probe pointsis used to probe signal activities. It contains the following probe points:
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Signal Tapset

Name

function::get_sa flags— Returns the numeric value of sa flags

Synopsis

get _sa _flags:|ong(act: | ong)

Arguments

act address of the sigaction to query.
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Signal Tapset

Name

function::get_sa handler — Returns the numeric value of sa_handler

Synopsis

get _sa_handl er: l ong(act: | ong)

Arguments

act address of the sigaction to query.
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Signal Tapset

Name

function::is_sig_blocked — Returns 1 if the signal is currently blocked, or O if it is not

Synopsis

i s_sig bl ocked: | ong(task:|ong, sig:Ilong)

Arguments

t ask addressof thetask struct to query.

sig thesigna number to test.
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Signal Tapset

Name

function::sa flags_str — Returns the string representation of sa_flags

Synopsis

sa_flags_str:string(sa_flags:|ong)

Arguments

sa_flags thesetof flagsto convert to string.
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Signal Tapset

Name

function::sa_handler_str — Returns the string representation of an sa_handler

Synopsis

sa_handl er _str(handl er:)

Arguments

handl er thesa handler to convert to string.

Description

Returns the string representation of an sa_handler. If it isnot SIG_DFL, SIG_IGN or SIG_ERR, it will return
the address of the handler.
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Signal Tapset

Name

function::signal_str — Returns the string representation of a signal number

Synopsis

signal _str(num)

Arguments

num the signal number to convert to string.
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Signal Tapset

Name
function::sigset_mask_str — Returns the string representation of a sigset

Synopsis

si gset _mask_str:string(mask: | ong)

Arguments

mask thesigset to convert to string.
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Signal Tapset

Name
probe::signal.check_ignored — Checking to see signal isignored

Synopsis
si gnal . check_i gnor ed

Values

si g_nane A string representation of the signal
sig_pid ThePID of the process receiving the signal
pi d_name Name of the process receiving the signal

sig The number of the signal
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Signal Tapset

Name
probe::signal.check_ignored.return — Check to see signal isignored completed

Synopsis
signal . check_ignored.return

Values

retstr Returnvaueasastring

name Name of the probe point




Signal Tapset

Name

probe::signal.checkperm — Check being performed on a sent signal
Synopsis
si gnal . checkperm

Values

sinfo The address of the siginfo structure

pi d_name Name of the process receiving the signal
sig The number of the signal

t ask A task handle to the signal recipient

si g_nane A string representation of the signal
sig_pid ThePID of the process receiving the signal
nane Name of the probe point

si _code Indicatesthesignal type
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Signal Tapset

Name

probe::signal.checkperm.return — Check performed on a sent signal completed
Synopsis
signal . checkpermreturn

Values

retstr Returnvaueasastring

name Name of the probe point
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Signal Tapset

Name

probe::signal.do_action — Examining or changing a signal action
Synopsis

signal . do_action

Values

si g_nane A string representation of the signal
sa_mask The new mask of the signal

nane Name of the probe point
sa_handl er The new handler of the signal

sig The signal to be examined/changed

ol dsi gact _addr The address of the old sigaction struct associated with the signal

si gact _addr The address of the new sigaction struct associated with the signal
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Signal Tapset

Name

probe::signal.do_action.return — Examining or changing a signal action completed
Synopsis
signal .do_action.return

Values

nane Name of the probe point

retstr Returnvalueasastring
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Signal Tapset

Name
probe::signal.flush — Flushing all pending signals for atask

Synopsis
signal . flush

Values

pi d_nanme Thename of the process associated with the task performing the flush
name Name of the probe point
t ask The task handler of the process performing the flush

sig_pid ThePID of the process associated with the task performing the flush
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Signal Tapset

Name
probe::signal.force_segv — Forcing send of SIGSEGV

Synopsis
signal . force_segv

Values

pi d_nanme Name of the process receiving the signal
sig The number of the signal

nane Name of the probe point

si g_nane A string representation of the signal

sig_pid ThePID of the process receiving the signal




Signal Tapset

Name
probe::signal.force_segv.return — Forcing send of SIGSEGV complete

Synopsis
signal .force_segv.return

Values

retstr Returnvaueasastring

name Name of the probe point
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Signal Tapset

Name

probe::signal .handle — Signal handler being invoked

Synopsis

si gnal . handl e

Values

sig The signal number that invoked the signal handler

sinfo The address of the siginfo table

si g_node Indicates whether the signal was a user-mode or kernel-mode signal

ol dset _addr The address of the bitmask array of blocked signals (deprecated in SystemTap 2.1)

ka_addr The address of the k_sigaction table associated with the signa

nane Name of the probe point

si g_code The si_code value of the siginfo signal

si g_nane A string representation of the signal

regs The address of the kernel-mode stack area (deprecated in SystemTap 2.1)
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Signal Tapset

Name
probe::signal.handle.return — Signal handler invocation completed

Synopsis
signal . handl e.return

Values

retstr Returnvaueasastring

name Name of the probe point

Description

(deprecated in SystemTap 2.1)




Signal Tapset

Name
probe::signal .pending — Examining pending signal

Synopsis
si gnal . pendi ng
Values

si gset _si ze Thesizeof the user-space signal set
nane Name of the probe point

sigset _add  Theaddress of the user-space signal set (sigset_t)

Description

Thisprobeisused to examine a set of signals pending for delivery to a specific thread. Thisnormally occurswhen
the do_sigpending kernel function is executed.




Signal Tapset

Name
probe::signal.pending.return — Examination of pending signal completed

Synopsis
signal . pendi ng.return

Values

nane Name of the probe point

retstr Returnvalueasastring




Signal Tapset

Name
probe::signal .procmask — Examining or changing blocked signals
Synopsis

si gnal . procnask

Values

nane Name of the probe point
si gset _addr The address of the signal set (sigset_t) to be implemented
ol dsi gset _addr Theold address of the signal set (sigset_t)

how Indicates how to change the blocked signals; possible values are SIG_ BLOCK=0 (for
blocking signals), SIG_UNBLOCK=1 (for unblocking signals), and SIG_ SETMASK=2
for setting the signal mask.

si gset The actual value to be set for sigset_t (correct?)
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Signal Tapset

Name
probe::signal.procmask.return — Examining or changing blocked signals completed

Synopsis
signal . procnask. return

Values

retstr Returnvaueasastring

name Name of the probe point
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Signal Tapset

Name

probe::signal .send — Signal being sent to a process
Synopsis
signal . send

Values

send2queue Indicates whether the signal is sent to an existing sigqueue (deprecated in SystemTap 2.1)

si g_nane A string representation of the signal

t ask A task handle to the signal recipient

sig_pid The PID of the process receiving the signa

nane The name of the function used to send out the signal
shared Indicates whether the signal is shared by the thread group
si _code Indicates the signal type

sinfo The address of siginfo struct

sig The number of the signal

pi d_nane The name of the signal recipient

Context

The signal's sender.




Signal Tapset

Name
probe::signal.send.return — Signal being sent to a process completed (deprecated in SystemTap 2.1)

Synopsis

signal .send.return

Values

shar ed Indicates whether the sent signal is shared by the thread group.

nane The name of the function used to send out the signal

retstr Thereturn value to either __group_send_sig_info, specific_send_sig_info, or send_siggqueue

send2queue Indicates whether the sent signal was sent to an existing sigqueue

Context

The signa's sender. (correct?)

Description

Possible __group_send_sig_info and specific_send_sig_info return values are as follows;

0 -- The signal is successfully sent to a process, which means that, (1) the signal was ignored by the receiving
process, (2) thisis anon-RT signal and the system already has one queued, and (3) the signal was successfully
added to the sigqueue of the receiving process.

-EAGAIN -- The sigqueue of the receiving processis overflowing, the signal was RT, and the signal was sent by
auser using something other than ki | | .

Possible send_group_sigqueue and send_sigqueue return values are as follows;

0 -- The signal was either successfully added into the sigqueue of the receiving process, or aSI_TIMER entry is
already queued (in which case, the overrun count will be simply incremented).

1-- The signal was ignored by the receiving process.

-1 -- (send_siggqueue only) The task was marked exiting, allowing * posix_timer_event to redirect it to the group
leader.

449



Signal Tapset

Name

probe::signal.send_sig_queue — Queuing a signal to a process
Synopsis

signal . send_si g_queue

Values
sig The queued signal
pi d_name Name of the process to which the signal is queued

si gqueue_addr The address of the signal queue

si g_nane A string representation of the signal
sig_pid The PID of the process to which the signal is queued
nane Name of the probe point
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Signal Tapset

Name

probe::signal.send_sig_queue.return — Queuing a signal to a process completed
Synopsis
signal . send_si g_queue.return

Values

nane Name of the probe point

retstr Returnvalueasastring
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Signal Tapset

Name
probe::signal.sys_tgkill — Sending kill signal to athread group

Synopsis
signal . sys_tgkill
Values

sig_pid ThePID of the thread receiving the kill signal

si g_nane A string representation of the signal

t ask A task handle to the signal recipient

tgid The thread group ID of the thread receiving the kill signal
name Name of the probe point

sig The specific kill signal sent to the process

pi d_nanme Thename of the signal recipient

Description

The tgkill call is similar to tkill, except that it also allows the caller to specify the thread group ID of the thread
to be signalled. This protects against TID reuse.
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Signal Tapset

Name

probe::signal.sys_tgkill.return — Sending kill signal to athread group completed
Synopsis

signal .sys tgkill.return

Values

retstr Thereturnvaueto either _ group_send_sig info,

name Name of the probe point
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Signal Tapset

Name
probe::signal.sys_tkill — Sending akill signal to athread

Synopsis
signal .sys_tkill

Values

sig The specific signal sent to the process

pi d_name The name of the signal recipient

nane Name of the probe point

sig_pid ThePID of the process receiving the kill signal
si g_nane A string representation of the signal

t ask A task handle to the signal recipient

Description

Thetkill call isanalogoustokill(2), except that it also allowsaprocess within aspecific thread group to be targeted.
Such processes are targeted through their unique thread IDs (T1D).
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Signal Tapset

Name
probe::signal.syskill — Sending kill signal to a process
Synopsis

si gnal . syski ||

Values

nane Name of the probe point

t ask A task handle to the signal recipient

si g_nane A string representation of the signal
sig_pid ThePID of the process receiving the signal
sig The specific signal sent to the process

pi d_name The name of the signal recipient
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Signal Tapset

Name
probe::signal.syskill.return — Sending kill signal completed

Synopsis
signal .syskill.return

Values

None
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Signal Tapset

Name

probe::signal.systkill.return — Sending kill signal to a thread completed
Synopsis

signal .systkill.return

Values

nane Name of the probe point

retstr Thereturnvaueto either _ group_send_sig info,
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Signal Tapset

Name

probe::signal .wakeup — Sleeping process being wakened for signal

Synopsis

si gnal . wakeup

Values

pi d_nane Name of the process to wake

resune Indicates whether to wake up atask in a STOPPED or TRACED state

state_mask A string representation indicating the mask of task states to wake. Possible values are
TASK_INTERRUPTIBLE, TASK_STOPPED, TASK_TRACED, TASK_WAKEKILL, and
TASK_INTERRUPTIBLE.

sig_pid The PID of the process to wake
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Chapter 18. Errno Tapset

This set of functions is used to handle errno number values. It contains the following functions:
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Errno Tapset

Name

function::errno_str — Symbolic string associated with error code

Synopsis

errno_str:string(err:|ong)

Arguments

err Theerror number received

Description

This function returns the symbolic string associated with the giver error code, such as ENOENT for the number
2, or E#3333 for an out-of-range value such as 3333.
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Errno Tapset

Name

function::return_str — Formats the return value as a string

Synopsis

return_str:string(format:|long,ret:|ong)

Arguments

format Variableto determine return type base value
ret Return value (typically $r et ur n)
Description

This function is used by the syscall tapset, and returns a string. Set format equal to 1 for a decimal, 2 for hex,
3for octal.

Note that this function is preferred over r et ur nstr.
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Errno Tapset

Name

function::returnstr — Formats the return value as a string

Synopsis

returnstr:string(format:| ong)

Arguments

format Variableto determine return type base value

Description

Thisfunction is used by the nd_syscall tapset, and returns a string. Set format equal to 1 for adecimal, 2 for hex,
3for octal.

Note that thisfunction should only be used in dwarfless probes (i.e. 'kprobe.function(“foo”)"). Other probes should
usereturn_str.
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Errno Tapset

Name

function::returnval — Possible return value of probed function

Synopsis

returnval : |1 ong()

Arguments

None

Description

Return the value of the register in which function values are typically returned. Can be used in probes where
$r et ur n isn't available. Thisis only a guess of the actual return value and can be totally wrong. Normally only
used in dwarfless probes.
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Chapter 19. RLIMIT Tapset

Thisset of functionsis used to handle string which defines resource limits (RLIMIT_*) and returns corresponding
number of resource limit. It contains the following functions:
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RLIMIT Tapset

Name

function::rlimit_from_str — Symbolic string associated with resource limit code

Synopsis

rlimt _fromstr:long(limstr:string)
Arguments

i mstr Thestring representation of limit

Description

This function returns the number associated with the given string, such as 0 for the string RLIMIT_CPU, or -1
for an out-of-range value.
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Chapter 20. Device Tapset

This set of functionsis used to handle kernel and userspace device numbers. It contains the following functions:
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Device Tapset

Name

function::MAJOR — Extract major device number from a kernel device number (kdev_t)

Synopsis

MAJOR: | ong(dev: | ong)

Arguments

dev Kernd device number to query.
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Device Tapset

Name

function::MINOR — Extract minor device number from a kernel device number (kdev_t)

Synopsis

M NOR: | ong(dev: | ong)

Arguments

dev Kernd device number to query.
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Device Tapset

Name

function::MKDEV — Creates a value that can be compared to akernel device number (kdev_t)

Synopsis

MKDEV: | ong( mgj or : | ong, m nor: | ong)

Arguments

maj or Intended major device number.

m nor Intended minor device number.
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Device Tapset

Name

function::usrdev2kerndev — Converts a user-space device number into the format used in the kernel

Synopsis

usrdev2ker ndev: | ong(dev: | ong)

Arguments

dev Device number in user-space format.
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Chapter 21. Directory-entry (dentry)
Tapset

This family of functionsis used to map kernel VFS directory entry pointersto file or full path names.

471



Directory-entry (dentry) Tapset

Name

function::d_name — get the dirent name

Synopsis

d_nane: string(dentry: | ong)

Arguments

dentry Pointer to dentry.

Description

Returns the dirent name (path basename).
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Directory-entry (dentry) Tapset

Name
function::d_path — get the full nameidata path

Synopsis

d_pat h: string(nd: | ong)

Arguments

nd Pointer to nameidata.

Description

Returns the full dirent name (full path to the root), like the kernel d_path function.
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Directory-entry (dentry) Tapset

Name

function::inode_name — get the inode name

Synopsis

i node_nane: string(inode: | ong)

Arguments

i node Pointer to inode.

Description

Returns the first path basename associated with the given inode.
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Directory-entry (dentry) Tapset

Name
function::inode_path — get the path to an inode

Synopsis

i node_pat h: string(inode: | ong)

Arguments

i node Pointer to inode.

Description

Returns the full path associated with the given inode.
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Directory-entry (dentry) Tapset

Name

function::real_mount — get the 'struct mount' pointer

Synopsis

real _nount: | ong(vfsmt:| ong)

Arguments

vfsmmt Pointer to 'struct vfsmount'

Description

Returns the 'struct mount' pointer value for a'struct vfsmount' pointer.
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Directory-entry (dentry) Tapset

Name
function::reverse_path walk — get the full dirent path

Synopsis

reverse_pat h_wal k: string(dentry:|ong)

Arguments

dentry Pointer to dentry.

Description

Returns the path name (partial path to mount point).
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Directory-entry (dentry) Tapset

Name
function::task_dentry_path — get the full dentry path

Synopsis

task_dentry_path:string(task:|long, dentry:|ong, vfsmt: | ong)

Arguments

t ask task_struct pointer.
dentry direntry pointer.

vfsmmt vfsmnt pointer.

Description

Returns the full dirent name (full path to the root), like the kernel d_path function.
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Chapter 22. Logging Tapset

Thisfamily of functionsis used to send simple message strings to various destinations.
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Logging Tapset

Name

function::error — Send an error message

Synopsis

error(msg: string)
Arguments

nsg The formatted message string

Description

An implicit end-of-line is added. staprun prepends the string “ERROR:”. Sending an error message aborts the
currently running probe. Depending on the MAXERRORS parameter, it may trigger anexi t .
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Logging Tapset

Name

function::exit — Start shutting down probing script.

Synopsis

exit()
Arguments

None

Description

Thisonly enqueues arequest to start shutting down the script. New probes will not fire (except “end” probes), but
all currently running ones may complete their work.
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Logging Tapset

Name
function::ftrace — Send a message to the ftrace ring-buffer

Synopsis

ftrace(nsg: string)
Arguments
nsg The formatted message string

Description

If the ftrace ring-buffer is configured & available, see /debugfs/tracing/trace for the message. Otherwise, the
message may be quietly dropped. An implicit end-of-line is added.
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Logging Tapset

Name

function::log — Send aline to the common trace buffer

Synopsis

| og(msg: string)

Arguments

nsg The formatted message string

Description

This function logs data. log sends the message immediately to staprun and to the bulk transport (relayfs) if it is
being used. If the last character given is not a newline, then oneis added. Thisfunction is not as efficient as printf
and should be used only for urgent messages.
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Name
function::printk — Send a message to the kernel trace buffer

Synopsis

printk(level:Ilong, nsg:string)

Arguments
| evel aninteger for the severity level (0=KERN_EMERG ... 7=KERN_DEBUG)
nsg The formatted message string

Description

Print a line of text to the kernel dmesg/console with the given severity. An implicit end-of-line is added. This
function may not be safely called from all kernel probe contexts, so isrestricted to guru mode only.
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Name

function::warn — Send aline to the warning stream

Synopsis

war n(nsg: string)
Arguments

nsg The formatted message string

Description

This function sends a warning message immediately to staprun. It is also sent over the bulk transport (relayfs) if
it isbeing used. If the last characater is not a newline, the one is added.
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Chapter 23. Queue Statistics Tapset

Thisfamily of functionsis used to track performance of queuing systems.
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Queue Statistics Tapset

Name

function::gs_done — Function to record finishing request

Synopsis

gs_done( gnane: st ri ng)

Arguments
gnane the name of the service that finished

Description

This function records that a request originally from the given queue has completed being serviced.
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Name

function::gs_run — Function to record being moved from wait queue to being serviced

Synopsis

gs_run(gname: string)
Arguments

gnane the name of the service being moved and started

Description

This function records that the previous enqueued request was removed from the given wait queue and is now
being serviced.
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Name

function::gs_wait — Function to record enqueue regquests

Synopsis

gs_wai t (gname: st ring)
Arguments
gnane the name of the queue requesting enqueue

Description

This function records that a new request was enqueued for the given queue name.
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Name

function::gsq_blocked — Returns the time regest was on the wait queue

Synopsis

gsqg_bl ocked: | ong(gnane: stri ng, scal e: | ong)

Arguments

gnane queue name

scal e scalevariableto take account for interval fraction

Description

This function returns the fraction of elapsed time during which one or more requests were on the wait queue.
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Name

function::gsg_print — Prints aline of statistics for the given queue

Synopsis

gsqg_print (gname: string)

Arguments

gnane queue name

Description

This function prints aline containing the following

statistics for the given queue

the queue name, the average rate of requests per second, the average wait queue length, the averagetime on the wait
gueue, the average time to service a request, the percentage of time the wait queue was used, and the percentage
of time request was being serviced.
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Name

function::qsg_service time — Amount of time per request service

Synopsis

gsqg_service_tine: |l ong(qgnane: string, scal e: | ong)

Arguments

gnane queue name

scal e scalevariableto take account for interval fraction

Description

This function returns the average time in microseconds required to service a request once it is removed from the
wait queue.
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Name
function::gsg_start — Function to reset the stats for a queue

Synopsis

gsqg_start (gname: string)

Arguments

gnane the name of the service that finished

Description

This function resets the statistics counters for the given queue, and restarts tracking from the moment the function
was called. Thisfunction is also used to create intialize a queue.
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Name
function::gsq_throughput — Number of requests served per unit time

Synopsis

gsq_t hroughput : I ong(gnane: stri ng, scal e: | ong)

Arguments

gnane queue name

scal e scalevariableto take account for interval fraction

Description

This function returns the average number or requests served per microsecond.
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Name

function::qsqg_utilization — Fraction of time that any request was being serviced

Synopsis

gsqg_utilization:|ong(gname:string,scal e:long)

Arguments

gnane queue name

scal e scalevariableto take account for interval fraction

Description

This function returns the average time in microseconds that at least one request was being serviced.
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Name

function::gsg_wait_queue_length — length of wait queue

Synopsis

gsqg_wai t _queue_I| engt h: | ong(gnane: string, scal e: | ong)

Arguments

gnane queue name

scal e scalevariableto take account for interval fraction

Description

This function returns the average length of the wait queue
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Name

function::qsg_wait_time — Amount of time in queue + service per request

Synopsis

gsg_wait _time:long(gnane: string, scal e:long)

Arguments

gnane queue name

scal e scalevariableto take account for interval fraction

Description

This function returns the average time in microseconds that it took for a request to be serviced (Qs_wai t to
ga_done).

497



Chapter 24. Random functions Tapset

These functions deal with random number generation.
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Random functions Tapset

Name

function::randint — Return a random number between [0,n)

Synopsis

randi nt: | ong(n: | ong)

Arguments

n Number past upper limit of range, not larger than 2** 20.
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Chapter 25. String and data retrieving
functions Tapset

Functionsto retrieve strings and other primitive typesfrom the kernel or auser space programs based on addresses.
All strings are of a maximum length given by MAXSTRINGLEN.
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Name

function::atomic_long_read — Retrieves an atomic long variable from kernel memory

Synopsis

atom c_Il ong_read: | ong(addr: | ong)

Arguments

addr pointer to atomic long variable

Description

Safely perform the read of an atomic long variable. This will be a NOP on kernels that do not have
ATOMIC_LONG_INIT set on the kernel config.

501



String and data retrieving
functions Tapset

Name

function::atomic_read — Retrieves an atomic variable from kernel memory

Synopsis

at om c_read: | ong(addr: | ong)

Arguments

addr pointer to atomic variable

Description

Safely perform the read of an atomic variable.
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Name

function::kernel_char — Retrieves a char value stored in kernel memory

Synopsis

kernel _char: 1 ong(addr: | ong)

Arguments

addr Thekernel address to retrieve the char from

Description

Returnsthe char value from agiven kernel memory address. Reports an error when reading from the given address
fails.
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Name

function::kernel_int — Retrieves an int value stored in kernel memory

Synopsis

kernel _int: 1 ong(addr:I ong)

Arguments

addr Thekernel addressto retrieve theint from

Description

Returnsthe int value from a given kernel memory address. Reports an error when reading from the given address
fails.
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Name

function::kernel_long — Retrieves along value stored in kernel memory

Synopsis

kernel _| ong: | ong(addr: | ong)

Arguments

addr Thekernel address to retrieve the long from

Description

Returnsthelong value from agiven kernel memory address. Reports an error when reading from the given address
fails.
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Name

function::kernel_pointer — Retrieves a pointer value stored in kernel memory

Synopsis

kernel _poi nter:|ong(addr:|ong)

Arguments

addr Thekernel address to retrieve the pointer from

Description

Returns the pointer value from a given kernel memory address. Reports an error when reading from the given
addressfails.
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Name

function::kernel_short — Retrieves a short value stored in kernel memory

Synopsis

kernel _short: | ong(addr:| ong)

Arguments

addr Thekernel address to retrieve the short from

Description

Returnsthe short value from agiven kernel memory address. Reportsan error when reading from the given address
fails.
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Name

function::kernel_string — Retrieves string from kernel memory

Synopsis

kernel _string:string(addr:I ong)

Arguments

addr Thekernel address to retrieve the string from

Description

This function returns the null terminated C string from a given kernel memory address. Reports an error on string
copy fault.
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Name

function::kernel_string2 — Retrieves string from kernel memory with alternative error string

Synopsis

kernel _string2:string(addr:1ong,err_nsg:string)

Arguments

addr The kernel address to retrieve the string from
err_nsg Theerror message to return when dataisn't available
Description

This function returns the null terminated C string from a given kernel memory address. Reports the given error
message on string copy fault.
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Name
function::kernel_string2_utf16 — Retrieves UTF-16 string from kernel memory with alternative error string

Synopsis

kernel _string2_ utfl16:string(addr:|ong,err_nsg:string)

Arguments

addr The kernel address to retrieve the string from

err_msg Theerror message to return when dataisn't available

Description

This function returns a null terminated UTF-8 string converted from the UTF-16 string at a given kernel memory
address. Reports the given error message on string copy fault or conversion error.
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Name
function::kernel_string2_utf32 — Retrieves UTF-32 string from kernel memory with alternative error string

Synopsis

kernel _string2_ utf32:string(addr:|ong,err_nsg:string)

Arguments

addr The kernel address to retrieve the string from

err_msg Theerror message to return when dataisn't available

Description

This function returns a null terminated UTF-8 string converted from the UTF-32 string at a given kernel memory
address. Reports the given error message on string copy fault or conversion error.
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Name

function::kernel_string_n — Retrieves string of given length from kernel memory

Synopsis

kernel _string_n:string(addr:|ong,n:Iong)

Arguments
addr Thekernel address to retrieve the string from

n The maximum length of the string (if not null terminated)

Description

Returns the C string of a maximum given length from a given kernel memory address. Reports an error on string
copy fault.

512



String and data retrieving
functions Tapset

Name

function::kernel_string_quoted — Retrieves and quotes string from kernel memory

Synopsis

kernel _string_quoted: string(addr:|ong)

Arguments

addr thekernel memory addressto retrieve the string from

Description

Returns the null terminated C string from a given kernel memory address where any ASCI| characters that are
not printable are replaced by the corresponding escape sequence in the returned string. Note that the string will be
surrounded by double quotes. If the kernel memory data is not accessible at the given address, the address itself
isreturned as a string, without double quotes.
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Name
function::kernel_string_utf16 — Retrieves UTF-16 string from kernel memory

Synopsis

kernel _string_utf16:string(addr:|ong)

Arguments

addr Thekernel address to retrieve the string from

Description

This function returns a null terminated UTF-8 string converted from the UTF-16 string at a given kernel memory
address. Reports an error on string copy fault or conversion error.
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Name
function::kernel_string_utf32 — Retrieves UTF-32 string from kernel memory

Synopsis

kernel _string_utf32:string(addr:|ong)

Arguments

addr Thekernel address to retrieve the string from

Description

This function returns a null terminated UTF-8 string converted from the UTF-32 string at a given kernel memory
address. Reports an error on string copy fault or conversion error.
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Name

function::user_char — Retrieves a char value stored in user space

Synopsis

user _char: | ong(addr: | ong)

Arguments

addr theuser space address to retrieve the char from

Description

Returns the char value from a given user space address. Returns zero when user space datais not accessible.
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Name

function::user_char_warn — Retrieves a char value stored in user space

Synopsis

user _char _warn: | ong(addr: | ong)

Arguments

addr theuser space address to retrieve the char from

Description

Returns the char value from a given user space address. Returns zero when user space and warns (but does not
abort) about the failure.
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Name

function::user_int — Retrieves an int value stored in user space

Synopsis

user _i nt: 1 ong(addr: | ong)

Arguments

addr theuser space addressto retrieve the int from

Description

Returns the int value from a given user space address. Returns zero when user space data is not accessible.
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Name

function::user_int16 — Retrieves a 16-bit integer value stored in user space

Synopsis

user _int16: 1 ong(addr: | ong)

Arguments

addr theuser space address to retrieve the 16-bit integer from

Description

Returns the 16-bit integer value from a given user space address. Returns zero when user space data is not
accessible.
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Name

function::user_int32 — Retrieves a 32-bit integer value stored in user space

Synopsis

user _i nt32:1 ong(addr: I ong)

Arguments

addr theuser space address to retrieve the 32-hit integer from

Description

Returns the 32-bit integer value from a given user space address. Returns zero when user space data is not
accessible.
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Name

function::user_int64 — Retrieves a 64-bit integer value stored in user space

Synopsis

user _i nt64:1 ong(addr: I ong)

Arguments

addr theuser space address to retrieve the 64-hit integer from

Description

Returns the 64-bit integer value from a given user space address. Returns zero when user space data is not
accessible.
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Name

function::user_int8 — Retrieves a 8-bit integer value stored in user space

Synopsis

user _i nt 8: 1 ong(addr: | ong)

Arguments

addr theuser space address to retrieve the 8-bit integer from

Description

Returnsthe 8-bit integer value from agiven user space address. Returns zero when user space dataisnot accessible.
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Name

function::user_int_warn — Retrieves an int value stored in user space

Synopsis

user _i nt _warn: | ong(addr: | ong)

Arguments

addr theuser space addressto retrieve the int from

Description

Returns the int value from a given user space address. Returns zero when user space and warns (but does not
abort) about the failure.
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Name

function::user_long — Retrieves along value stored in user space

Synopsis

user | ong: | ong(addr: | ong)

Arguments

addr theuser space address to retrieve the long from

Description

Returns the long value from a given user space address. Returns zero when user space datais not accessible. Note
that the size of the long depends on the architecture of the current user space task (for those architectures that
support both 64/32 bit compat tasks).
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Name

function::user_long_warn — Retrieves along value stored in user space

Synopsis

user _| ong_war n: | ong(addr: | ong)

Arguments

addr theuser space address to retrieve the long from

Description

Returns the long value from a given user space address. Returns zero when user space and warns (but does not
abort) about the failure. Note that the size of the long depends on the architecture of the current user space task
(for those architectures that support both 64/32 bit compat tasks).
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Name

function::user_short — Retrieves a short value stored in user space

Synopsis

user_short: | ong(addr: I ong)

Arguments

addr theuser space address to retrieve the short from

Description

Returns the short value from a given user space address. Returns zero when user space datais not accessible.
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Name

function::user_short_warn — Retrieves a short value stored in user space

Synopsis

user _short _warn: | ong(addr: | ong)

Arguments

addr theuser space address to retrieve the short from

Description

Returns the short value from a given user space address. Returns zero when user space and warns (but does not
abort) about the failure.
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Name

function::user_string — Retrieves string from user space

Synopsis

user_string:string(addr:|ong)

Arguments

addr theuser space address to retrieve the string from

Description

Returns the null terminated C string from a given user space memory address. Reports an error on the rare cases
when userspace datais not accessible.
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Name

function::user_string2 — Retrieves string from user space with alternative error string

Synopsis

user_string2:string(addr:|ong, err_nsg:string)

Arguments

addr the user space address to retrieve the string from

err_mnsg theerror message to return when dataisn't available

Description

Returns the null terminated C string from a given user space memory address. Reports the given error message
on the rare cases when userspace data is not accessible.
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Name

function::user_string2_n_warn — Retrieves string from user space with alternative warning string

Synopsis

user_string2_n_warn:string(addr:|ong, n:long,warn_nsg: string)

Arguments
addr the user space address to retrieve the string from
n the maximum length of the string (if not null terminated)

war n_nsg thewarning message to return when dataisn't available

Description

Returns up to n characters of a C string from a given user space memory address. Reports the given warning
message on the rare cases when userspace data is not accessible and warns (but does not abort) about the failure.
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Name

function::user_string2_utf16 — Retrieves UTF-16 string from user memory with alternative error string

Synopsis

user_string2_utfl6:string(addr:Ilong,err_nsg:string)

Arguments

addr The user address to retrieve the string from

err_msg Theerror message to return when dataisn't available

Description

This function returns a null terminated UTF-8 string converted from the UTF-16 string at a given user memory
address. Reports the given error message on string copy fault or conversion error.
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Name

function::user_string2_utf32 — Retrieves UTF-32 string from user memory with alternative error string

Synopsis

user_string2_utf32:string(addr:long, err_nsg:string)

Arguments

addr The user address to retrieve the string from

err_msg Theerror message to return when dataisn't available

Description

This function returns a null terminated UTF-8 string converted from the UTF-32 string at a given user memory
address. Reports the given error message on string copy fault or conversion error.
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Name

function::user_string2_warn — Retrieves string from user space with alternative warning string

Synopsis

user_string2_warn:string(addr:|ong,warn_nsg: string)

Arguments

addr the user space address to retrieve the string from

war n_nsg thewarning message to return when dataisn't available

Description

Returnsthe null terminated C string from a given user space memory address. Reports the given warning message
on the rare cases when userspace data is not accessible and warns (but does not abort) about the failure.
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Name

function::user_string_n — Retrieves string of given length from user space

Synopsis

user_string_n:string(addr:Iong, n:long)

Arguments
addr theuser space address to retrieve the string from

n the maximum length of the string (if not null terminated)

Description

Returns the C string of a maximum given length from a given user space address. Reports an error on the rare
cases when userspace data is not accessible at the given address.
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Name

function::user_string_n2 — Retrieves string of given length from user space

Synopsis

user_string_n2:string(addr:1ong, n:long,err_mnsg:string)

Arguments
addr the user space address to retrieve the string from
n the maximum length of the string (if not null terminated)

err_nsg theerror message to return when dataisn't available

Description

Returnsthe C string of amaximum given length from a given user space address. Returns the given error message
string on the rare cases when userspace datais not accessible at the given address.
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Name

function::user_string_n2_quoted — Retrieves and quotes string from user space

Synopsis

user_string_n2_quoted:string(addr:Ilong,inlen:long,outlen:|ong)

Arguments

addr the user space address to retrieve the string from
i nl en  the maximum length of the string to read (if not null terminated)

out | en the maximum length of the output string

Description

Reads up to inlen characters of a C string from the given user space memory address, and returns up to outlen
characters, where any ASCII characters that are not printable are replaced by the corresponding escape sequence
in the returned string. Note that the string will be surrounded by double quotes. On the rare cases when userspace
datais not accessible at the given address, the address itself is returned as a string, without double quotes.
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Name

function::user_string_n_quoted — Retrieves and quotes string from user space

Synopsis

user_string_n_quoted: string(addr:|ong,n:|ong)

Arguments

addr theuser space address to retrieve the string from

n the maximum length of the string (if not null terminated)

Description

Returns up to n characters of a C string from the given user space memory address where any ASCII characters
that are not printable are replaced by the corresponding escape sequence in the returned string. Note that the string
will be surrounded by double quotes. On the rare cases when userspace dataiis not accessible at the given address,
the address itself is returned as a string, without double quotes.
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Name

function::user_string_n_warn — Retrieves string from user space

Synopsis

user_string_n_warn:string(addr:Iong, n:long)

Arguments

addr theuser space address to retrieve the string from

n the maximum length of the string (if not null terminated)

Description

Returns up to n characters of a C string from a given user space memory address. Reports “<unknown>" on the
rare cases when userspace data is not accessible and warns (but does not abort) about the failure.
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Name

function::user_string_quoted — Retrieves and quotes string from user space

Synopsis

user _string_quoted: string(addr:|ong)

Arguments

addr theuser space address to retrieve the string from

Description

Returnsthe null terminated C string from a given user space memory address where any ASCII charactersthat are
not printable are replaced by the corresponding escape sequence in the returned string. Note that the string will
be surrounded by double quotes. On the rare cases when userspace datais not accessible at the given address, the
addressitself is returned as a string, without double quotes.
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Name

function::user_string_utf16 — Retrieves UTF-16 string from user memory

Synopsis

user_string_ utfl6:string(addr:|ong)

Arguments

addr  The user address to retrieve the string from

Description

This function returns a null terminated UTF-8 string converted from the UTF-16 string at a given user memory
address. Reports an error on string copy fault or conversion error.
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Name

function::user_string_utf32 — Retrieves UTF-32 string from user memory

Synopsis

user_string_utf32:string(addr:|ong)

Arguments

addr  The user address to retrieve the string from

Description

This function returns a null terminated UTF-8 string converted from the UTF-32 string at a given user memory
address. Reports an error on string copy fault or conversion error.
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Name

function::user_string_warn — Retrieves string from user space

Synopsis

user_string _warn:string(addr:I|ong)

Arguments

addr theuser space address to retrieve the string from

Description

Returns the null terminated C string from a given user space memory address. Reports "" on the rare cases when
userspace data is not accessible and warns (but does not abort) about the failure.
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Name

function::user_uint16 — Retrieves an unsigned 16-bit integer value stored in user space

Synopsis

user _ui nt16:1 ong(addr: | ong)
Arguments
addr theuser space address to retrieve the unsigned 16-bit integer from
Description

Returns the unsigned 16-bit integer value from a given user space address. Returns zero when user space data
isnot accessible.
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Name

function::user_uint32 — Retrieves an unsigned 32-bit integer value stored in user space

Synopsis

user _ui nt 32: 1 ong(addr: | ong)
Arguments
addr theuser space address to retrieve the unsigned 32-bit integer from
Description

Returns the unsigned 32-bit integer value from a given user space address. Returns zero when user space data
isnot accessible.
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Name

function::user_uint64 — Retrieves an unsigned 64-bit integer value stored in user space

Synopsis

user _ui nt 64:1 ong(addr: | ong)

Arguments

addr theuser space address to retrieve the unsigned 64-bit integer from

Description

Returns the unsigned 64-bit integer value from a given user space address. Returns zero when user space data
isnot accessible.
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Name

function::user_uint8 — Retrieves an unsigned 8-bit integer value stored in user space

Synopsis

user _ui nt 8:1 ong(addr: I ong)
Arguments
addr theuser space address to retrieve the unsigned 8-bit integer from
Description

Returns the unsigned 8-bit integer value from a given user space address. Returns zero when user space data is
not accessible.
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Name

function::user_ulong — Retrieves an unsigned long value stored in user space

Synopsis

user _ul ong: | ong(addr: | ong)

Arguments

addr the user space address to retrieve the unsigned long from

Description

Returns the unsigned long value from a given user space address. Returns zero when user space data is not
accessible. Note that the size of the unsigned long depends on the architecture of the current user space task (for
those architectures that support both 64/32 bit compat tasks).
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Name

function::user_ulong_warn — Retrieves an unsigned long value stored in user space

Synopsis

user _ul ong_war n: | ong(addr: | ong)

Arguments

addr the user space address to retrieve the unsigned long from

Description

Returns the unsigned long value from a given user space address. Returns zero when user space and warns (but
does not abort) about the failure. Note that the size of the unsigned long depends on the architecture of the current
user space task (for those architectures that support both 64/32 bit compat tasks).
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Name

function::user_ushort — Retrieves an unsigned short value stored in user space

Synopsis

user _ushort: | ong(addr: | ong)

Arguments

addr theuser space address to retrieve the unsigned short from

Description

Returns the unsigned short value from a given user space address. Returns zero when user space data is not
accessible.
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Name

function::user_ushort_warn — Retrieves an unsigned short value stored in user space

Synopsis

user _ushort _warn: | ong(addr: | ong)

Arguments

addr theuser space address to retrieve the unsigned short from

Description

Returns the unsigned short value from a given user space address. Returns zero when user space and warns (but
does not abort) about the failure.
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Chapter 26. String and data writing
functions Tapset

The SystemTap guru mode can be used to test error handling in kernel code by simulating faults. The functions
in the this tapset provide standard methods of writing to primitive typesin the kernel's memory. All the functions
in this tapset require the use of guru mode (-g).
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Name

function::set_kernel_char — Writes a char value to kernel memory

Synopsis

set _kernel _char (addr: 1 ong, val : | ong)

Arguments

addr Thekernel address to write the char to
val The char which is to be written
Description

Writes the char value to a given kernel memory address. Reports an error when writing to the given address fails.
Requires the use of guru mode (-g).
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Name

function::set_kernel_int — Writes an int value to kernel memory

Synopsis

set _kernel _int(addr:1ong, val : | ong)

Arguments

addr Thekerndl addressto writetheint to
val Theint which isto be written
Description

Writes the int value to a given kernel memory address. Reports an error when writing to the given address fails.
Requires the use of guru mode (-g).
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String and data writing
functions Tapset

Name

function::set_kernel_long — Writes along value to kernel memory

Synopsis

set _kernel _| ong(addr: | ong, val : |l ong)

Arguments

addr Thekernel address to write the long to
val The long which isto be written
Description

Writes the long value to a given kernel memory address. Reports an error when writing to the given address fails.
Requires the use of guru mode (-g).
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String and data writing
functions Tapset

Name

function::set_kernel_pointer — Writes a pointer value to kernel memory.

Synopsis

set _kernel _pointer(addr:|ong,val:Ilong)

Arguments

addr Thekernel address to write the pointer to

val The pointer which isto be written

Description

Writes the pointer value to a given kernel memory address. Reports an error when writing to the given address
fails. Requires the use of guru mode (-g).
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String and data writing
functions Tapset

Name

function::set_kernel_short — Writes a short value to kernel memory

Synopsis

set _kernel _short (addr: I ong, val : 1 ong)

Arguments

addr Thekernel address to write the short to
val The short which is to be written
Description

Writes the short value to agiven kernel memory address. Reports an error when writing to the given address fails.
Requires the use of guru mode (-g).
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String and data writing
functions Tapset

Name

function::set_kernel_string — Writes a string to kernel memory

Synopsis

set _kernel _string(addr:1ong, val:string)

Arguments

addr Thekernel address to write the string to
val The string which isto be written
Description

Writes the given string to a given kernel memory address. Reports an error on string copy fault. Requires the use
of guru mode (-g).
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String and data writing
functions Tapset

Name

function::set_kernel_string_n— Writes a string of given length to kernel memory

Synopsis

set _kernel _string_n(addr:Iong, n:|ong, val :string)

Arguments

addr Thekernel address to write the string to
n The maximum length of the string

val The string which isto be written

Description

Writes the given string up to a maximum given length to a given kernel memory address. Reports an error on
string copy fault. Requires the use of guru mode (-g).
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Chapter 27. Guru tapsets

Functions to deliberately interfere with the system's behavior, in order to inject faults or improve observability.
All the functionsin this tapset require the use of guru mode (-g).
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Guru tapsets

Name
function::mdelay — millisecond delay

Synopsis

ndel ay(ms: | ong)

Arguments

ns  Number of millisecondsto delay.

Description

This function inserts a multi-millisecond busy-delay into a probe handler. It requires guru mode.
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Guru tapsets

Name

function::panic — trigger a panic

Synopsis

pani c(nmsg: string)
Arguments
nNsg message to passto kernel's pani ¢ function

Description

This function triggers an immediate panic of the running kernel with a user-specified panic message. It requires
guru mode.
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Guru tapsets

Name

function::raise — raise asignal in the current thread

Synopsis

rai se(si gno: | ong)
Arguments

si gno signal number
Description

Thisfunction callsthe kernel send_sig routine on the current thread, with the given raw unchecked signal number.
It may raise an error if send_si g failed. It requires guru mode.
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Guru tapsets

Name

function::udelay — microsecond delay

Synopsis

udel ay(us: | ong)

Arguments

us Number of microsecondsto delay.

Description

This function inserts a multi-microsecond busy-delay into a probe handler. It requires guru mode.
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Chapter 28. A collection of standard
string functions

Functionsto get the length, a substring, getting at individual characters, string seaching, escaping, tokenizing, and
converting strings to longs.

564



A collection of standard
string functions

Name
function::isdigit — Checksfor adigit

Synopsis

isdigit:long(str:string)

Arguments

str string to check

Description

Checksfor adigit (0 through 9) as the first character of a string. Returns non-zero if true, and a zero if false.
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A collection of standard
string functions

Name

function::isinstr — Returns whether a string is a substring of another string

Synopsis

isinstr:long(sl:string,s2:string)

Arguments

sl stringtosearchin

s2 substring to find

Description

Thisfunction returns 1 if string s1 contains s 2, otherwise zero.
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A collection of standard
string functions

Name

function::str_replace — str_replace Replaces al instances of a substring with another

Synopsis

str_replace:string(prnt_str:string,srch_str:string,rplc_str:string)

Arguments

prnt_str thestring to search and replacein
srch_str thesubstring which isused to searchin pr nt _str string
rplc_str thesubstring whichisusedtoreplacesrch_str

Description

This function returns the given string with substrings replaced.
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A collection of standard
string functions

Name

function::stringat — Returns the char at a given position in the string

Synopsis

stringat:long(str:string, pos:|ong)

Arguments

str thestring to fetch the character from

pos the position to get the character from (first character is 0)
Description

This function returns the character at a given position in the string or zero if the string doesn't have as many
characters. Reports an error if posisout of bounds.
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A collection of standard
string functions

Name

function::strlen — Returns the length of a string

Synopsis

strlen:long(s:string)

Arguments

s thestring

Description

This function returns the length of the string, which can be zero up to MAXSTRINGLEN.
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A collection of standard
string functions

Name

function::strtol — strtol - Convert a string to along

Synopsis

strtol:long(str:string, base: | ong)

Arguments

str string to convert

base thebasetouse

Description

This function converts the string representation of a number to an integer. The base parameter indicates the
number base to assume for the string (eg. 16 for hex, 8 for octal, 2 for binary).
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A collection of standard
string functions

Name

function::substr — Returns a substring

Synopsis

substr:string(str:string,start:long,!|ength:Ilong)

Arguments

str the string to take a substring from
start starting position of the extracted string (first character is 0)

I engt h length of string to return

Description

Returns the substring of the given string at the given start position with the given length (or smaller if the length
of the original string is less than start + length, or length is bigger than MAXSTRINGLEN).
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A collection of standard
string functions

Name

function::text_str — Escape any non-printable charsin astring

Synopsis

text _str:string(input:string)
Arguments
i nput thestring to escape

Description

This function accepts a string argument, and any ASCII characters that are not printable are replaced by the
corresponding escape sequence in the returned string.
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A collection of standard
string functions

Name

function::text_strn — Escape any non-printable charsin a string

Synopsis

text _strn:string(input:string,len:|ong, quoted:| ong)

Arguments

i nput the string to escape

I en maximum length of string to return (0 implies MAXSTRINGLEN)

guot ed put double quotes around the string. If input string is truncated it will have“...” after the second quote

Description

This function accepts a string of designated length, and any ASCII characters that are not printable are replaced
by the corresponding escape sequence in the returned string.
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A collection of standard
string functions

Name

function::tokenize — Return the next non-empty token in a string

Synopsis

t okeni ze: string(input:string,delimstring)

Arguments

i nput string to tokenize. If empty, returns the next non-empty token in the string passed in the previous call
tot okeni ze.

del i m set of characters that delimit the tokens

Description

This function returns the next non-empty token in the given input string, where the tokens are delimited by
charactersin the delim string. If the input string is non-empty, it returnsthefirst token. If the input string is empty,
it returns the next token in the string passed in the previous call to tokenize. If no delimiter is found, the entire
remaining input string is returned. It returns empty when no more tokens are available.
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Chapter 29. Utility functions for using
ansi control chars in logs

Utility functions for logging using ansi control characters. This lets you manipulate the cursor position and
character color output and attributes of log messages.

575



Utility functions for using
ansi control charsinlogs

Name

function::ansi_clear_screen — Move cursor to top left and clear screen.

Synopsis

ansi _cl ear _screen()

Arguments

None

Description

Sends ansi code for moving cursor to top left and then the ansi code for clearing the screen from the cursor position
to the end.
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Utility functions for using
ansi control charsinlogs

Name

function::ansi_cursor_hide — Hides the cursor.

Synopsis

ansi _cursor_hi de()

Arguments

None

Description

Sends ansi code for hiding the cursor.
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Utility functions for using
ansi control charsinlogs

Name

function::ansi_cursor_move — Move cursor to new coordinates.

Synopsis

ansi _cursor_nove(x:1long,y:|ong)

Arguments

X Row to move the cursor to.

y Colomn to move the cursor to.

Description

Sends ansi code for positioning the cursor at row x and column y. Coordinates start at one, (1,1) is the top-left
corner.
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Utility functions for using
ansi control charsinlogs

Name

function::ansi_cursor_restore — Restores a previously saved cursor position.

Synopsis

ansi _cursor_restore()

Arguments

None

Description

Sends ansi code for restoring the current cursor position previously saved with ansi _cur sor _save.
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Utility functions for using
ansi control charsinlogs

Name

function::ansi_cursor_save — Saves the cursor position.

Synopsis

ansi _cursor_save()

Arguments

None

Description

Sends ansi code for saving the current cursor position.
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Utility functions for using
ansi control charsinlogs

Name

function::ansi_cursor_show — Shows the cursor.

Synopsis

ansi _cursor_show()

Arguments

None

Description

Sends ansi code for showing the cursor.
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Utility functions for using
ansi control charsinlogs

Name

function::ansi_new_line— Move cursor to new line.

Synopsis

ansi _new | ine()

Arguments

None

Description

Sends ansi code new line.
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Utility functions for using
ansi control charsinlogs

Name
function::ansi_reset_color — Resets Select Graphic Rendition mode.

Synopsis

ansi _reset _col or ()

Arguments

None

Description

Sends ansi code to reset foreground, background and color attribute to default values.
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Utility functions for using
ansi control charsinlogs

Name

function::ansi_set_color — Set the ansi Select Graphic Rendition mode.

Synopsis

ansi _set _col or(fg:1ong)
Arguments

fg Foreground color to set.

Description

Sends ansi code for Select Graphic Rendition mode for the given forground color. Black (30), Blue (34), Green
(32), Cyan (36), Red (31), Purple (35), Brown (33), Light Gray (37).
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Utility functions for using
ansi control charsinlogs

Name

function::ansi_set_color2 — Set the ansi Select Graphic Rendition mode.

Synopsis

ansi _set _col or2(fg:1ong, bg: | ong)

Arguments

fg Foreground color to set.

bg Background color to set.

Description

Sends ansi code for Select Graphic Rendition mode for the given forground color, Black (30), Blue (34), Green

(32), Cyan (36), Red (31), Purple (35), Brown (33), Light Gray (37) and the given background color, Black (40),
Red (41), Green (42), Yellow (43), Blue (44), Magenta (45), Cyan (46), White (47).
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Utility functions for using
ansi control charsinlogs

Name

function::ansi_set_color3 — Set the ansi Select Graphic Rendition mode.

Synopsis

ansi _set _col or3(fg:1ong, bg:1ong, attr:1ong)

Arguments

fg Foreground color to set.
bg Background color to set.

attr Color atribute to set.

Description

Sends ansi code for Select Graphic Rendition maode for the given forground color, Black (30), Blue (34), Green
(32), Cyan (36), Red (31), Purple (35), Brown (33), Light Gray (37), the given background color, Black (40), Red
(41), Green (42), Yellow (43), Blue (44), Magenta (45), Cyan (46), White (47) and the color attribute All attributes
off (0), Intensity Bold (1), Underline Single (4), Blink Slow (5), Blink Rapid (6), Image Negative (7).
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Utility functions for using
ansi control charsinlogs

Name

function::indent — returns an amount of space to indent

Synopsis

i ndent: string(delta:l ong)

Arguments

del ta theamount of space added/removed for each call

Description

Thisfunction returns astring with appropriate indentation. Call it with asmall positive or matching negative delta.
Unlike the thread_indent function, the indent does not track individual indent values on a per thread basis.
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Utility functions for using
ansi control charsinlogs

Name
function::indent_depth — returns the global nested-depth

Synopsis

i ndent _dept h:  ong(del ta: | ong)

Arguments

del ta theamount of depth added/removed for each call

Description

This function returns a number for appropriate indentation, similar to i ndent . Cal it with a small positive or
matching negative delta. Unlike the thread_indent_depth function, the indent does not track individual indent
values on a per thread basis.
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Utility functions for using
ansi control charsinlogs

Name

function::thread indent — returns an amount of space with the current task information

Synopsis

t hread_i ndent: string(delta:l ong)

Arguments

del ta theamount of space added/removed for each call

Description

This function returns a string with appropriate indentation for athread. Call it with a small positive or matching
negative delta. If this is the real outermost, initial level of indentation, then the function resets the relative
timestamp base to zero. The timestamp is as per provided by the _indent_timestamp function, which by default
measures microseconds.
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Utility functions for using
ansi control charsinlogs

Name
function::thread_indent_depth — returns the nested-depth of the current task

Synopsis

t hread_i ndent _dept h: 1 ong(del ta: | ong)

Arguments

del ta theamount of depth added/removed for each call

Description

Thisfunction returnsan integer equal to the nested function-call depth starting from the outermost initial level. This
function is useful for saving space (consumed by whitespace) in traces with long nested function calls. Use this
function in asimilar fashiontot hr ead_i ndent , i.e, in call-probe, use thread_indent_depth(1) and in return-
probe, use thread indent_depth(-1)
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Chapter 30. SystemTap Translator
Tapset

This family of user-space probe points is used to probe the operation of the SystemTap trandator (stap) and
run command (staprun). The tapset includes probes to watch the various phases of SystemTap and SystemTap's
management of instrumentation cache. It contains the following probe points:
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SystemTap Trandator Tapset

Name

probe::stap.cache_add_mod — Adding kernel instrumentation module to cache
Synopsis
st ap. cache_add_nod

Values

sour ce_pat h thepath the .kofileis coming from (incl filename)

dest _path the path the .ko fileis going to (incl filename)

Description

Firesjust before the file is actually moved. Note: if moving fails, cache add_src and cache _add_nsswill not fire.
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SystemTap Trandator Tapset

Name
probe::stap.cache add_nss— Add NSS (Network Security Services) information to cache

Synopsis

st ap. cache_add_nss

Values

dest _path the path the .sgn file is coming from (incl filename)
sour ce_pat h thepath the .sgn fileis coming from (incl filename)

Description

Fires just before the file is actually moved. Note: stap must compiled with NSS support; if moving the kernel
module fails, this probe will not fire.
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SystemTap Trandator Tapset

Name
probe::stap.cache_add_src — Adding C code translation to cache

Synopsis
stap. cache_add_src

Values

sour ce_pat h thepath the .cfileiscoming from (incl filename)

dest _path the path the .c fileis going to (incl filename)

Description

Firesjust before the file is actually moved. Note: if moving the kernel module fails, this probe will not fire.
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SystemTap Trandator Tapset

Name

probe::stap.cache _clean — Removing file from stap cache
Synopsis
st ap. cache_cl ean

Values

pat h the path to the .ko/.c file being removed

Description

Fires just before the call to unlink the module/sourcefile.
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SystemTap Trandator Tapset

Name
probe::stap.cache get — Found item in stap cache

Synopsis
st ap. cache_get

Values

nodul e_pat h the path of the .ko kernel modulefile

sour ce_pat h thepath of the .c sourcefile

Description

Firesjust before the return of get_from_cache, when the cache grab is successful.
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SystemTap Trandator Tapset

Name
probe::stap.pass0 — Starting stap passO (parsing command line arguments)

Synopsis
st ap. passO

Values

sessi on thesystemtap session variable s

Description

pass0 fires after command line arguments have been parsed.
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SystemTap Trandator Tapset

Name
probe::stap.pass0.end — Finished stap passO (parsing command line arguments)

Synopsis
st ap. pass0. end

Values

sessi on thesystemtap session variable s

Description

passO.end fires just beforethe get t i meof day call for passl.

598



SystemTap Trandator Tapset

Name
probe::stap.passl.end — Finished stap passl (parsing scripts)

Synopsis
st ap. passl. end

Values

sessi on thesystemtap session variable s

Description

passl.end fires just before the jump to cleanup if s.last_pass=1.
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SystemTap Trandator Tapset

Name
probe::stap.passla— Starting stap passl (parsing user script)

Synopsis
st ap. passla

Values

sessi on thesystemtap session variable s

Description

passlafiresjust after the call to get t i meof day, before the user script is parsed.
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SystemTap Trandator Tapset

Name
probe::stap.passlb — Starting stap passl (parsing library scripts)

Synopsis
st ap. passlb

Values

sessi on thesystemtap session variable s

Description

passib fires just before the library scripts are parsed.
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SystemTap Trandator Tapset

Name
probe::stap.pass2 — Starting stap pass2 (elaboration)

Synopsis
st ap. pass?2

Values

sessi on thesystemtap session variable s

Description

pass2 firesjust after the call to get t i meof day, just before the call to semantic_pass.
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SystemTap Trandator Tapset

Name
probe::stap.pass2.end — Finished stap pass2 (elaboration)

Synopsis
st ap. pass2. end

Values

sessi on thesystemtap session variable s

Description

pass2.end fires just before the jJump to cleanup if s.last_pass= 2
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SystemTap Trandator Tapset

Name
probe::stap.pass3 — Starting stap pass3 (trandation to C)

Synopsis
st ap. pass3

Values

sessi on thesystemtap session variable s

Description

pass3 firesjust after the call to get t i meof day, just before the call to trandate pass.
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SystemTap Trandator Tapset

Name
probe::stap.pass3.end — Finished stap pass3 (trandation to C)

Synopsis
st ap. pass3. end

Values

sessi on thesystemtap session variable s

Description

pass3.end fires just before the jJump to cleanup if s.last_pass=3
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SystemTap Trandator Tapset

Name
probe::stap.pass4 — Starting stap pass4 (compile C code into kernel module)

Synopsis
st ap. pass4

Values

sessi on thesystemtap session variable s

Description

pass4 firesjust after the call to get t i neof day, just before the call to compile pass.
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SystemTap Trandator Tapset

Name
probe::stap.pass4.end — Finished stap pass4 (compile C code into kernel module)

Synopsis
st ap. pass4. end

Values

sessi on thesystemtap session variable s

Description

pass4.end fires just before the jJump to cleanup if slast_pass=4
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SystemTap Trandator Tapset

Name
probe::stap.passb — Starting stap pass5 (running the instrumentation)

Synopsis
st ap. pass5

Values

sessi on thesystemtap session variable s

Description

pass5 firesjust after the call to get t i nmeof day, just before the call to run_pass.
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SystemTap Trandator Tapset

Name
probe::stap.passb.end — Finished stap passb (running the instrumentation)

Synopsis
st ap. passb5. end

Values

sessi on thesystemtap session variable s

Description

passb.end fires just before the cleanup 1abel
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SystemTap Trandator Tapset

Name
probe::stap.pass6 — Starting stap pass6 (cleanup)

Synopsis
st ap. pass6

Values

sessi on thesystemtap session variable s

Description

pass6 fires just after the cleanup label, essentially the same spot as passb.end
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SystemTap Trandator Tapset

Name
probe::stap.pass6.end — Finished stap pass6 (cleanup)

Synopsis
st ap. pass6. end

Values

sessi on thesystemtap session variable s

Description

pass6.end fires just before main's return.
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SystemTap Trandator Tapset

Name
probe::stap.system — Starting a command from stap

Synopsis
stap. system

Values

conmand the command string to be run by posix_spawn (as sh -c <str>)

Description

Fires at the entry of the stap_system command.
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SystemTap Trandator Tapset

Name
probe::stap.system.return — Finished a command from stap

Synopsis
stap.systemreturn

Values

ret areturn code associated with running waitpid on the spawned process; a non-zero value indicates error

Description

Firesjust before the return of the stap_system function, after waitpid.
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SystemTap Trandator Tapset

Name
probe::stap.system.spawn — stap spawned new process

Synopsis
st ap. syst em spawn

Values

ret thereturn valuefrom posix_spawn

pi d thepid of the spawned process

Description

Firesjust after the call to posix_spawn.
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SystemTap Trandator Tapset

Name

probe::stapio.receive_control_message — Received a control message
Synopsis
st api 0. recei ve_control _nessage

Values

| en thelength (in bytes) of the data blob

type type of message being send; defined in runtime/transport/transport_msgs.h
dat a aptrtoabinary blob of data sent as the control message

Description

Firesjust after a message was receieved and before it's processed.
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SystemTap Trandator Tapset

Name

probe::staprun.insert_module — Inserting SystemTap instrumentation module
Synopsis
staprun.insert_nodul e

Values

pat h thefull path to the .ko kernel module about to be inserted

Description

Fires just before the call to insert the module.
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SystemTap Trandator Tapset

Name

probe::staprun.remove_module — Removing SystemTap instrumentation module
Synopsis
staprun. renmove_nodul e

Values

nanme the stap module name to be removed (without the .ko extension)

Description

Fires just before the call to remove the module.
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SystemTap Trandator Tapset

Name
probe::staprun.send_control_message — Sending a control message

Synopsis
staprun. send_control _nmessage

Values

dat a aptrtoabinary blob of data sent as the control message
type type of message being send; defined in runtime/transport/transport_msgs.h
I en  thelength (in bytes) of the data blob

Description

Fires at the beginning of the send_request function.
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Chapter 31. Network File Storage
Tapsets

This family of probe pointsis used to probe network file storage functions and operations.
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Network File Storage Tapsets

Name

function::nfsderror — Convert nfsd error number into string

Synopsis

nfsderror:string(err:Iong)

Arguments

err errnum
Description

This function returns a string for the error number passed into the function.
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Network File Storage Tapsets

Name
probe::nfs.aop.readpage — NFS client synchronously reading a page

Synopsis
nfs. aop. r eadpage

Values

i no inode number

page_i ndex offset within mapping, can used a page identifier and position identifier in the page frame

i _size filelength in bytes

___page the address of page

rsize read size (in bytes)

si ze number of pagesto be read in this execution
dev device identifier

file file argument

sb_fl ag super block flags

i _flag fileflags

Description

Read the page over, only fires when a previous async read operation failed
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Network File Storage Tapsets

Name
probe::nfs.aop.readpages — NFS client reading multiple pages

Synopsis
nfs. aop. r eadpages

Values

nr_pages nhumber of pages attempted to read in this execution
rsize read size (in bytes)

r pages read size (in pages)

i no inode number

file filp argument

dev deviceidentifier

si ze number of pages attempted to read in this execution
Description

Fires when in readahead way, read several pages once
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Network File Storage Tapsets

Name

probe::nfs.aop.release page — NFS client releasing page
Synopsis

nfs. aop. rel ease_page

Values

si ze release pages

dev deviceidentifier

page_i ndex offset within mapping, can used a page identifier and position identifier in the page frame

i no inode number
__page the address of page
Description

Fires when do a release operation on NFS.
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Network File Storage Tapsets

Name
probe::nfs.aop.set_page dirty — NFS client marking page as dirty

Synopsis

nfs. aop. set_page dirty
Values

page flag pageflags
__page the address of page
Description

This probe attaches to the generic __set_page dirty_nobuffers function. Thus, this probe is going to fire on many
other file systems in addition to the NFS client.
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Network File Storage Tapsets

Name
probe::nfs.aop.write_begin — NFS client begin to write data

Synopsis

nfs.aop.wite_begin

Values

si ze write bytes

dev device identifier

of f set start address of this write operation

page_i ndex offset within mapping, can used a page identifier and position identifier in the page frame

i no inode number

to end address of this write operation
___page the address of page
Description

Occurs when write operation occurs on nfs. It prepare a page for writing, look for aregquest corresponding to the
page. If thereis one, and it belongs to another file, it flush it out beforeit triesto copy anything into the page. Also
do the sameif it finds a request from an existing dropped page
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Network File Storage Tapsets

Name

probe::nfs.aop.write_end — NFS client complete writing data
Synopsis

nfs.aop.wite_end

Values

si ze write bytes

sb_flag super block flags

of f set start address of this write operation
i _flag fileflags

dev device identifier

i _size filelength in bytes

i no inode number

page_i ndex offset within mapping, can used a page identifier and position identifier in the page frame

to end address of this write operation
___page the address of page
Description

Fires when do awrite operation on nfs, often after prepare_write

Update and possibly write a cached page of an NFSfile.
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Network File Storage Tapsets

Name
probe::nfs.aop.writepage — NFS client writing a mapped page to the NFS server

Synopsis
nfs. aop. witepage

Values

sb_flag super block flags

for_kupdat e aflagof writeback_control, indicatesif it's a kupdate writeback

wsi ze write size

i _flag fileflags

dev device identifier

si ze number of pages to be written in this execution
___page the address of page

i _state inode state flags

i _size filelength in bytes

for_reclai m aflagof writeback control, indicatesif it's invoked from the page allocator
i no inode number
page_i ndex  offset within mapping, can used a page identifier and position identifier in the page frame

Description

The priority of wb isdecided by theflagsf or _recl ai mandf or _kupdat e.
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Name
probe::nfs.aop.writepages — NFS client writing several dirty pages to the NFS server

Synopsis
nfs. aop. witepages

Values

i no inode number

for_recl ai m aflagof writeback_control, indicatesif it'sinvoked from the page allocator
wpages write size (in pages)

si ze number of pages attempted to be written in this execution

nr_to wite numberof pagesattempted to be written in this execution

dev deviceidentifier

wsi ze write size

for_kupdat e aflagof writeback_control, indicatesif it's a kupdate writeback

Description

The priority of wb isdecided by theflagsf or _r ecl ai mand f or _kupdat e.
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Name
probe::nfs.fop.aio_read — NFS client aio_read file operation

Synopsis
nfs.fop.aio_read

Values

count read bytes

cache_time  whenwe started read-caching thisinode
buf the address of buf in user space

i no inode number

cache_valid cacherelated bit mask flag

attrtinmeo how long the cached information is assumed to be valid. We need to revalidate the cached attrs
for thisinodeiif jiffies - read_cache jiffies > attrtimeo.

par ent _name parent dir name
pos current position of file
file_name file name

dev deviceidentifier
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Name

probe::nfs.fop.aio_write— NFSclient aio_write file operation
Synopsis
nfs.fop.aio_ wite

Values

file_nane file name

pos offset of thefile

dev device identifier

buf the address of buf in user space
i no inode number

count read bytes

par ent _name parent dir name

630



Network File Storage Tapsets

Name
probe::nfs.fop.check_flags — NFS client checking flag operation

Synopsis
nfs.fop.check_fl ags

Values

flag fileflag
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Name
probe::nfs.fop.flush — NFS client flush file operation

Synopsis
nfs.fop.flush

Values

dev deviceidentifier
node file mode
i no inode number

ndi rty number of dirty page
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Name
probe::nfs.fop.fsync — NFS client fsync operation

Synopsis
nfs.fop.fsync

Values

dev deviceidentifier
ndi rty number of dirty pages

i no inode number
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Name
probe::nfs.fop.llseek — NFS client [Iseek operation

Synopsis

nfs.fop. |l seek

Values

whence_str symbolic string representation of the position to seek from
dev device identifier

of f set the offset of the file will be repositioned

i no inode number

whence the position to seek from
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Name

probe::nfs.fop.lock — NFS client file lock operation
Synopsis
nfs.fop. | ock

Values

cmd cmd arguments

dev device identifier

fl _type locktype

i _node file type and access rights

fl _end ending offset of locked region
fl _flag lockflags

i no inode number

fl_start starting offset of locked region
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Name
probe::nfs.fop.mmap — NFS client mmap operation

Synopsis

nfs. fop. mmap

Values

dev device identifier

vm f | ag vm flags

vm end the first byte after end address within vm_mm

file_nane file name
par ent _name parent dir name
vm st art start address within vm_mm

attrtinmeo how long the cached information is assumed to be valid. We need to revalidate the cached attrs
for thisinodeif jiffies- read cache jiffies > attrtimeo.

cache_valid cacherelated bit mask flag
i no inode number
cache_tinme  whenwe started read-caching thisinode

buf the address of buf in user space
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Name

probe::nfs.fop.open — NFS client file open operation
Synopsis
nfs. fop. open

Values

flag fileflag

file_name filename

dev device identifier
i _size filelength in bytes
i no inode number
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Name
probe::nfs.fop.read — NFS client read operation

Synopsis
nfs. fop.read

Values

devnane block device name

Description

SystemTap usesthe vfs.do_sync_read probe to implement this probe and as aresult will get operations other than
the NFS client read operations.
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Name
probe::nfs.fop.read_iter — NFS client read_iter file operation
Synopsis

nfs.fop.read_iter

Values

i no inode number
cache_time  whenwe started read-caching thisinode
count read bytes

attrtinmeo how long the cached information is assumed to be valid. We need to revalidate the cached attrs
for thisinodeif jiffies- read cache jiffies > attrtimeo.

cache_valid cacherelated bit mask flag
par ent _name parent dir name
file_nane file name

pos current position of file

dev device identifier
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Name

probe::nfs.fop.release — NFS client release page operation
Synopsis
nfs.fop.rel ease

Values

dev deviceidentifier
node file mode

i no inode number
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Name

probe::nfs.fop.sendfile — NFS client send file operation
Synopsis
nfs.fop.sendfile

Values

dev deviceidentifier

attrtinmeo how long the cached information is assumed to be valid. We need to revalidate the cached attrs
for thisinodeif jiffies - read_cache jiffies > attrtimeo.

cache_valid cacherelated bit mask flag

cache_tinme  whenwe started read-caching thisinode

count read bytes
i no inode number
ppos current position of file
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Name

probe::nfs.fop.write— NFS client write operation
Synopsis
nfs.fop.wite

Values

devnane block device name

Description

SystemTap usesthevfs.do _sync write probeto implement this probe and as aresult will get operations other than
the NFS client write operations.

642



Network File Storage Tapsets

Name

probe::nfs.fop.write_iter — NFS client write _iter file operation
Synopsis

nfs.fop.wite_iter

Values
count read bytes
i no inode number

par ent _name parent dir name

pos offset of thefile
file_name file name
dev deviceidentifier
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Name

probe::nfs.proc.commit — NFS client committing data on server
Synopsis
nfs. proc. comm t

Values

server _ip [|Paddressof server

version NFSversion
pr ot transfer protocol
of f set the file offset

bi t maskO V4 bitmask representing the set of attributes supported on this filesystem
si ze read bytes in this execution

bi t maskl V4 bitmask representing the set of attributes supported on this filesystem

Description

All the nfs.proc.commit kernel functions were removed in kernel commit 200baa in December 2006, so these
probes do not exist on Linux 2.6.21 and newer kernels.

Fires when client writes the buffered data to disk. The buffered data is asynchronously written by client earlier.
The commit function worksin sync way. This probe point does not exist in NFSv2.
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Name

probe::nfs.proc.commit_done — NFS client response to a commit RPC task
Synopsis
nfs. proc.commit_done

Values

ti mestanp V4 timestamp, which is used for lease renewal

status result of last operation

valid fattr->valid, indicates which fields are valid
count number of bytes committed

pr ot transfer protocol

server _i p [Paddressof server

ver si on NFS version

Description

Fires when areply to a commit RPC task is received or some commit operation error occur (timeout or socket
shutdown).
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Name
probe::nfs.proc.commit_setup — NFS client setting up a commit RPC task

Synopsis
nfs.proc.commt_setup

Values

count bytes in this commit

server _ip [|Paddressof server

version NFSversion
pr ot transfer protocol
of f set the file offset

bi t mpaskO V4 bitmask representing the set of attributes supported on this filesystem
si ze bytes in this commit

bi t maskl V4 bitmask representing the set of attributes supported on this filesystem

Description

The commit_setup function is used to setup a commit RPC task. Isis not doing the actual commit operation. It
does not exist in NFSv2.
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Name

probe::nfs.proc.create — NFS client creating file on server
Synopsis

nfs.proc.create

Values

filelen length of file name

fh file handle of parent dir

flag indicates create mode (only for NFSv3 and NFSv4)

filename filename
pr ot transfer protocol
server _i p [Paddressof server

version NFS version (the function is used for all NFS version)
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Name
probe::nfs.proc.handle_exception — NFS client handling an NFSv4 exception

Synopsis
nfs. proc. handl e_excepti on

Values

errorcode indicatesthetype of error

Description

Thisisthe error handling routine for processes for NFSv4.
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Name

probe::nfs.proc.lookup — NFS client opens/searches afile on server
Synopsis
nfs. proc. | ookup

Values

bi t maskl V4 bitmask representing the set of attributes supported on this filesystem
pr ot transfer protocol

nane_| en  thelength of file name

bi t maskO V4 bitmask representing the set of attributes supported on this filesystem
filenane thename of file which client opens/searches on server

version NFSversion

server _ip [|Paddressof server
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Name

probe::nfs.proc.open — NFS client alocates file read/write context information
Synopsis
nfs. proc. open

Values

filename filename

flag fileflag
node file mode
version NFS version (the function is used for all NFS version)

server _ip [|Paddressof server

pr ot transfer protocol

Description

Allocate file read/write context information
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Name

probe::nfs.proc.read — NFS client synchronously reads file from server
Synopsis

nfs. proc. read

Values
pr ot transfer protocol
version NFSversion

server _i p [Paddressof server

flags used to set task->tk_flagsin rpc_init_task function
of f set the file offset

count read bytes in this execution
Description

All the nfs.proc.read kernel functions were removed in kernel commit 820969 in December 2006, so these probes
do not exist on Linux 2.6.21 and newer kernels.

651



Network File Storage Tapsets

Name
probe::nfs.proc.read_done — NFS client response to aread RPC task

Synopsis

nfs. proc. read_done

Values
count number of bytes read
pr ot transfer protocol

server _i p [Paddressof server
versi on NFSversion
ti mestanp V4 timestamp, which is used for lease renewal

st at us result of last operation

Description

Fireswhen areply to aread RPC task isreceived or some read error occurs (timeout or socket shutdown).
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Name

probe::nfs.proc.read_setup — NFS client setting up aread RPC task
Synopsis

nfs. proc.read_setup

Values

si ze read bytes in this execution

of f set the file offset

pr ot transfer protocol

version NFSversion

server _ip [|Paddressof server

count read bytes in this execution

Description

Theread_setup function is used to setup aread RPC task. It is not doing the actual read operation.
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Name

probe::nfs.proc.release — NFS client rel eases file read/write context information
Synopsis

nfs. proc.rel ease

Values

node file mode

pr ot transfer protocol

version NFS version (the function is used for all NFS version)

server _ip [|Paddressof server
flag fileflag
filenane filename

Description

Release fil e read/write context information
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Name

probe::nfs.proc.remove — NFS client removes afile on server
Synopsis

nfs. proc. renmove

Values

server _ip [|Paddressof server

version NFS version (the function is used for all NFS version)
pr ot transfer protocol

fh file handle of parent dir

filelen length of file name

filenane file name
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Name

probe::nfs.proc.rename — NFS client renames afile on server
Synopsis
nfs. proc. renane

Values

new fil el en lengthof new file name

new_f h file handle of new parent dir
old_fh file handle of old parent dir
new_nane new file name

ol d_nane old file name

ol d_filelen lengthof oldfile name

server_ip IP address of server
version NFS version (the function is used for all NFS version)
pr ot transfer protocol
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Name

probe::nfs.proc.rename_done — NFS client response to a rename RPC task
Synopsis

nfs. proc. renane_done

Values
pr ot transfer protocol
version NFSversion

server _i p [Paddressof server

st at us result of last operation
old_fh file handle of old parent dir
new fh file handle of new parent dir

ti mestanp V4 timestamp, which is used for lease renewal

Description

Fireswhen areply to arename RPC task is received or some rename error occurs (timeout or socket shutdown).
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Name
probe::nfs.proc.rename_setup — NFS client setting up a rename RPC task

Synopsis
nfs. proc. renane_setup

Values

ver si on NFS version

server _ip [|Paddressof server

pr ot transfer protocol
fh file handle of parent dir
Description

The rename_setup function is used to setup arename RPC task. Isis not doing the actual rename operation.
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Name

probe::nfs.proc.write — NFS client synchronously writes file to server
Synopsis
nfs.proc.wite

Values

of f set thefile offset

bi t maskO V4 bitmask representing the set of attributes supported on this filesystem
si ze read bytes in this execution

bi t maskl V4 bitmask representing the set of attributes supported on this filesystem
flags used to set task->tk_flagsin rpc_init_task function

server _i p [Paddressof server

versi on NFSversion
pr ot transfer protocol
Description

All the nfs.proc.write kernel functions were removed in kernel commit 200baain December 2006, so these probes
do not exist on Linux 2.6.21 and newer kernels.
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Name
probe::nfs.proc.write_done — NFS client response to awrite RPC task

Synopsis
nfs.proc.wite_done

Values

ti mestanp V4 timestamp, which is used for lease renewal

valid fattr->valid, indicates which fields are valid
st at us result of last operation

count number of byteswritten

version NFSversion

server _i p [Paddressof server

pr ot transfer protocol

Description

Fireswhen areply to awrite RPC task isreceived or some write error occurs (timeout or socket shutdown).
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Name
probe::nfs.proc.write_setup — NFS client setting up awrite RPC task

Synopsis
nfs.proc.wite_setup

Values

of f set thefile offset

bi t maskO V4 bitmask representing the set of attributes supported on this filesystem
si ze bytes written in this execution

bi t maskl V4 bitmask representing the set of attributes supported on this filesystem
count bytes written in this execution

how used to set args.stable. The stable value could be:
NFS_UNSTABLE,NFS DATA_SYNC,NFS FILE_SYNC (in nfsproc3.write setup and
nfs.proc4.write_setup)

ver si on NFS version
server _ip [|Paddressof server

pr ot transfer protocol

Description

The write_setup function is used to setup awrite RPC task. It is not doing the actual write operation.
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Name

probe::nfsd.close — NFS server closing afile for client
Synopsis
nf sd. cl ose

Values

fil ename filename
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Name

probe::nfsd.commit — NFS server committing all pending writes to stable storage
Synopsis

nf sd. conmi t

Values

of f set the offset of file

count read bytes

fh file handle (the first part is the length of the file handle)

flag indicates whether this execution is a sync operation

client_ip theipaddressof client

si ze read bytes
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Name
probe::nfsd.create — NFS server creating afile(regular,dir,device,fifo) for client

Synopsis
nfsd. create

Values

fh file handle (the first part is the length of the file handle)
filelen the length of file name

i ap_nmode fileaccess mode

iap_valid Attributeflags

client_ip theipaddressof client

type file type(regular,dir,devicefifo ...)

filename filename

Description

Sometimes nfsd will call nfsd_create v3 instead of this this probe point.
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Name

probe::nfsd.createv3 — NFS server creating aregular file or set file attributes for client
Synopsis

nf sd. createv3

Values

fh file handle (the first part is the length of the file handle)

filelen the length of file name

truncp trunp arguments, indicatesif the file shouldbe truncate

iap_valid Attributeflags

i ap_node file access mode

verifier file attributes (atime,mtime,mode). It's used to reset file attributes for CREATE_EXCLUSIVE
client ip theipaddressof client

fil enane file name

createnmpde create mode .The possible values could be NFS3_ CREATE EXCLUSIVE,
NFS3_CREATE_UNCHECKED, or NFS3_CREATE_GUARDED

Description

This probepoints is only called by nfsd3 proc create and nfsd4 open when op_clam_ type is
NFS4_OPEN_CLAIM_NULL.
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Name

probe::nfsd.dispatch — NFS server receives an operation from client

Synopsis

nf sd. di spat ch

Values

client ip theipaddressof client
xid transmission id

pr og program number
versi on nfsversion

proto transfer protocol

pr oc procedure number
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Name

probe::nfsd.lookup — NFS server opening or searching file for afile for client
Synopsis
nf sd. | ookup

Values

filelen the length of file name
fh file handle of parent dir(the first part is the length of the file handle)
client_ip theipaddressof client

filename filename
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Name

probe::nfsd.open — NFS server opening afile for client
Synopsis

nf sd. open

Values

client ip theipaddressof client

type type of file (regular file or dir)

fh file handle (the first part is the length of the file handle)
access indicates the type of open (read/write/commit/readdir...)
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Name

probe::nfsd.proc.commit — NFS server performing a commit operation for client
Synopsis
nf sd. proc. commi t

Values

si ze read bytes

client_ip theipaddressof client

count read bytes

of f set the offset of file

proto transfer protocol

version nfsversion

gid reguester's group id

fh file handle (the first part is the length of the file handle)
ui d requester's user id
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Name

probe::nfsd.proc.create — NFS server creating afile for client
Synopsis
nf sd. proc. create

Values

client ip theipaddressof client

filenane file name

filelen length of file name

ui d reguester's user id

fh file handle (the first part is the length of the file handle)
gid reguester'sgroup id

proto transfer protocol

version nfsversion
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Name

probe::nfsd.proc.lookup — NFS server opening or searching for afile for client
Synopsis
nf sd. proc. | ookup

Values

filename filename
client_ip theipaddressof client
gid reguester'sgroup id

filelen the length of file name

ui d regquester's user id

fh file handle of parent dir (the first part is the length of the file handle)
versi on nfsversion

proto transfer protocol
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Name
probe::nfsd.proc.read — NFS server reading file for client

Synopsis

nf sd. proc. read

Values

of f set the offset of file

count read bytes

gid reguester'sgroup id

ui d reguester's user id

fh file handle (the first part is the length of the file handle)

version nfsversion

proto transfer protocol

vec struct kvec, includes buf addressin kernel address and length of each buffer

client_ip theipaddressof client
vl en read blocks

si ze read bytes
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Name

probe::nfsd.proc.remove — NFS server removing afile for client
Synopsis
nf sd. proc. renmove

Values

client ip theipaddressof client

filenane file name

gid reguester'sgroup id

filelen length of file name

ui d regquester's user id

fh file handle (the first part is the length of the file handle)
proto transfer protocol

version nfsversion
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Name

probe::nfsd.proc.rename — NFS Server renaming afile for client
Synopsis
nf sd. proc. r enane

Values

client ip theipaddressof client
tfh file handler of new path
tlen length of new file name

filename  oldfilename

gid reguester'sgroup id
flen length of old file name
ui d reguester's user id

fh file handler of old path
t name new file name
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Name

probe::nfsd.proc.write — NFS server writing data to file for client
Synopsis

nfsd. proc.wite

Values

stabl e argp->stable

vec struct kvec, includes buf addressin kernel address and length of each buffer
si ze read bytes

vl en read blocks

client_ip theipaddressof client

count read bytes

of f set the offset of file

version nfsversion

proto transfer protocol

fh file handle (the first part is the length of the file handle)
ui d regquester's user id

gid reguester'sgroup id
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Name
probe::nfsd.read — NFS server reading data from afile for client

Synopsis
nf sd. r ead

Values

si ze read bytes
vl en read blocks

client_ip theipaddressof client

vec struct kvec, includes buf addressin kernel address and length of each buffer
fh file handle (the first part is the length of the file handle)

count read bytes

file argument file, indicates if the file has been opened.

of f set the offset of file
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Name

probe::nfsd.rename — NFS server renaming afile for client
Synopsis

nf sd. r enane

Values

fh file handler of old path
flen length of old file name
t name new file name

client _ip theipaddressof client
tfh file handler of new path
filenane oldfilename

tlen length of new file name
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Name

probe::nfsd.unlink — NFS server removing afile or adirectory for client
Synopsis

nf sd. unl i nk

Values

type file type (file or dir)

client_ip theipaddressof client

filenanme filename

filelen the length of file name

fh file handle (the first part is the length of the file handle)
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Name

probe::nfsd.write — NFS server writing data to afile for client

Synopsis

nfsd.wite

Values

of f set the offset of file

file argument file, indicatesif the file has been opened.

count read bytes

fh file handle (the first part is the length of the file handle)

vec struct kvec, includes buf addressin kernel address and length of each buffer

client_ip theipaddressof client
si ze read bytes

vl en read blocks
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Chapter 32. Speculation

This family of functions provides the ability to speculative record information and then at a later point in the
SystemTap script either commit the information or discard it.
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Name

function::commit — Write out all output related to a speculation buffer

Synopsis

conmit (id:Iong)

Arguments

i d of the buffer to store the information in

Description

Output al the output for i d inthe order that it was entered into the speculative buffer by specul at i ve.
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Name

function::discard — Discard all output related to a speculation buffer

Synopsis

di scard(id: 1 ong)

Arguments

i d of the buffer to store the information in
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Name

function::speculate — Store a string for possible output |ater

Synopsis

specul ate(i d: |l ong, out put:string)

Arguments

id buffer id to store the information in

out put  string to write out when commit occurs

Description

Add a string to the speculaive buffer for id.
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Name

function::speculation — Allocate a new id for speculative output

Synopsis

specul ation: 1 ong()

Arguments

None

Description

Thespecul at i on functioniscalled when anew speculation buffer isneeded. It returnsan id for the specul ative
output. There can be multiple threads being speculated on concurrently. This id is used by other speculation
functions to keep the threads separate.
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Chapter 33. JSON Tapset

Thisfamily of probe points, functions, and macrosis used to output datain JSON format. It containsthe following
probe points, functions, and macros:
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Name
function::json_add array — Add an array

Synopsis

j son_add_array: | ong(name: string, description:string)

Arguments

nane The name of the array.

description Array description. An empty string can be used.

Description

This function adds a array, setting up everything needed. Arrays contain other metrics, added with
json_add_array_numeric_netricorjson_add_array_string _netric.
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Name

function:;json_add_array numeric_metric — Add a numeric metric to an array

Synopsis

json_add_array_numeric_netric:long(array_name:string, metric_nane:string, metric_desc

Arguments
array_nane The name of the array the numeric metric should be added to.
nmetric_name The name of the numeric metric.

metric_description Metricdescription. An empty string can be used.

nmetric units Metic units. An empty string can be used.

Description

This function adds a numeric metric to an array, setting up everything needed.
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Name

function:;json_add array string_metric — Add a string metric to an array

Synopsis

json_add_array_string_metric:long(array_name:string, netric_nane:string, metric_descr|

Arguments
array_nane The name of the array the string metric should be added to.
netric_name The name of the string metric.

metric_description Metricdescription. An empty string can be used.

Description

This function adds a string metric to an array, setting up everything needed.
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Name

function::json_add _numeric_metric — Add a numeric metric

Synopsis

json_add_numeric_metric:long(nane:string, description:string,units:string)

Arguments

name The name of the numeric metric.
descripti on Metric description. An empty string can be used.
units Metic units. An empty string can be used.

Description

This function adds a numeric metric, setting up everything needed.
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Name
function:;json_add_string_metric — Add a string metric

Synopsis

json_add_string_metric:long(name:string, description:string)

Arguments

nane The name of the string metric.

descripti on Metric description. An empty string can be used.

Description

This function adds a string metric, setting up everything needed.
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Name
function::;json_set_prefix — Set the metric prefix.

Synopsis

json_set _prefix:long(prefix:string)

Arguments

prefix Theprefix nameto be used.

Description

This function sets the “prefix”, which is the name of the base of the metric hierarchy. Calling this function is
optional, by default the name of the systemtap module is used.
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Name

macro::json_output_array numeric_value — Output a numeric value for metric in an array.

Synopsis

@ son_out put _array_nuneri c_val ue(array_nane, array_i ndex, metri c_nane, val ue)

Arguments

array_nane  Thenameof the array.
array_i ndex Thearray index (asastring) indicating where to store the numeric value.
nmetri c_nane The name of the numeric metric.

val ue The numeric value to output.

Description

The json_output_array numeric_value macro is designed to be called from the 'json_data probe in the user's
script to output a metric's numeric value that is in an array. This metric should have been added with
json_add _array_numeric_netric.
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Name

macro::json_output_array_string_value — Output a string value for metric in an array.

Synopsis

@ son_out put _array_string_val ue(array_nane, array_i ndex, netri c_narne, val ue)

Arguments

array_nane  Thenameof the array.
array_i ndex Thearray index (asastring) indicating where to store the string value.
nmetri c_name Thename of the string metric.

val ue The string value to output.

Description

The json_output_array_string_value macro is designed to be called from the 'json_data probe in the user's
script to output a metric's string value that is in an array. This metric should have been added with
json_add array _string _netric.
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Name

macro::json_output_data end — End the json output.

Synopsis

@ son_out put _data_end()

Arguments
None

Description

Thejson_output_data_end macro isdesigned to be called from the json_data’ probe from the user's script. It marks
the end of the JSON outpult.
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Name

macro::json_output_data start — Start the json output.

Synopsis

@ son_out put _data_start()

Arguments

None

Description

The json_output_data start macro is designed to be called from the 'json_data’ probe from the user's script. It
marks the start of the JSON output.
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Name

macro::json_output_numeric_value — Output a numeric value.

Synopsis

@ son_out put _nuneri c_val ue( name, val ue)

Arguments

name  The name of the numeric metric.

val ue Thenumeric valueto output.

Description

The json_output_numeric_value macro is designed to be called from the ‘json_data probe in the user's script to
output a metric's numeric value. This metric should have been added withj son_add_nuneric_netri c.
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Name

macro::json_output_string_value — Output a string value.

Synopsis

@ son_out put _string_val ue(nane, val ue)

Arguments

nane  Thename of the string metric.

val ue The string value to output.

Description

Thejson_output_string_valuemacroisdesigned to be called from the 'json_data probein the user's script to output
ametric's string value. This metric should have been added withj son_add_string_mnetri c.
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Name
probe::json_data— Fires whenever JSON data is wanted by areader.

Synopsis
j son_dat a

Values

None

Context

This probe fires when the JSON data is about to be read. This probe must gather
up data and then cal the following macros to output the data in JSON format. First,
json_output data_start() must be caled. That cal is followed by one or more of the following
(one call for each data item): j son_out put _string val ue(), j son_out put _nuneri c_val ue(),
json_output _array_string value(), and json_output_array nuneric_val ue(). Finaly
j son_out put _dat a_end() must be called.

698



